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M 2000

From: [ WG

Sent:

To:

ce

Subject: A few items

Attachments: Disco Letter.docx; 2017-10-17 Letter to FD re BOP Email Policy.pdf
Folks,

A few ilems and updates, some we discussed yesterday and some we did not:

BOP Inmate Emails: Attached is the letter we sent to the Federal Defenders regarding our policy regarding BOP inmate
emails, as well as our updated discovery letter, which is available on USATabs today. You will likely start hearing from
defense counsel in connection with our requests for lists of defense personnel.

Please let us know if you have any questions or concerns with respect to any of the above.,

Thanks, »

Chief, Criminal Division
U.S. Attarney's Office
Eastern District of New York

(718) 254
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U.S. Department of Justice

United States Attorney
Eastern District of New York

271 Cadman Plaza East
Brooklyn, New York 11201

October 17, 2017
By E-mail

Deirdre D. von Dornum
Attorney-in-Charge

Federal Defenders of New York
Eastern District of New York
One Pierrepont Plaza, 16th Floor
Brooklyn, New York 11201

Re:  Bureau of Prisons Email Communications
Dear Ms. von Dormum;

I write to provide an update to our Office’s policy regarding the production of
emails sent and received by defendants during their periods of incarceration at Bureau of
Prisons (“BOP”) facilities (collectively, “BOP email communications”). As you know, the
Office frequently requests that the BOP produce to the government BOP email
communications and has taken the position that BOP email communications, including those
between a defendant and his or her attorney, are not privileged communications.
Nonetheless, the government understands that the BOP now has the technical capability to
filter out of its production of BOP email communications emails to and from a particular
email address, and the government now agrees to request that the BOP exclude from most
productions communications between a defendant and his or her attorneys and other legal
assistants and paralegals on their staff.!

To allow us to submit such requests to the BOP, the Office requests that upon
your Office’s assignment to represent a defendant, your assigned attorney send an email to
the assigned government attorney with a list of the full email addresses for the assigned
attorneys, legal assistants and paralegals who may email with the defendant. If you

! The Office may request all BOP email communications, including
communications between a defendant and his or her attorney, in some limited circumstances.
For example, if the Office has reason to believe the communications with an attorney fall
within the crime-fraud exception to the attorney-client privilege, the Office may request
those emails.
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privileged materials sealed and labeled, locked or otherwise
securely out of the realm of the prosecution team; (3) coordinating
procedures with opposing counsel; and (4) permitting court review
of challenged documents prior to handing such documents over to
the prosecution team. Pre-approval of filter team procedures by a
court also may be helpful in that the court would make a
prospective determination regarding the adequacy of proposed -
procedures.

The policy set forth below adopts PRAO’s recommended best practices, with
modifications specific to the resources and needs of the USAO-EDKY.

11 WHEN TO USE A FILTER TEAM

A filter team should be used whenever there is a reasonable possibility that materials to
be reviewed may include privileged information.

The most common scenario for encountering privileged information is during the
execution of a search warrant targeting individuals or entities that are part of a legitimate
business or hold themselves out to be one. Privileged information may also be encountered
when searching a target’s home where the target is known to be represented by an attorney.
Though uncommon, a search warrant for an attorney’s office would undoubtedly involve
privileged material.! Searches of electronic service provider accounts, electronic devices, and
the interception of communications through a wiretap or recorded jail call may also uncover
privileged materials.

The need for a filter team may also arise when a represented defendant engages in
ongoing or new illegal activity. The investigation of the new criminal activity could expose
privileged contacts between the defendant and his or her attorney on the indicted case. A filter

team could be used to direct an investigation into the new criminal activity without running afoul

of professional responsibility rules or Constitutional protections afforded the defendant as a
result of the indicted crime or complaint. PRAQ refers to this scenario as a “new matter filter
team.”

There may be times when you do not know or anticipate that lawfully-seized evidence
contains potentially-privileged information until you are contacted by a defense attorney or you
encounter information that appears to be privileged during your review of evidence. Once you
are on notice of a potential privilege issue, you have a responsibility to stop your review to
ensure that adequate safeguards are taken to protect the defendant’s rights.

!In order to search an attorney’s office or otherwise collect evidence directly from an attorney,
the prosecution team should follow the guidelines at Section 9-13.420 of the Justice Manual and
all other related policies.

Page 2 of 6
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Provide guidance to filter agent(s) on what privileged materials may exist based
on the specific facts of the case set forth in the filter instructions.

Contact the Litigation Support Unit (LSU) Coordinator to assign the matter to one
of the LSU specialists. The LSU Coordinator will then ensure that the assigned
LSU specialist is walled off from other work being conducted by the prosecution
team on that particular case, consistent with paragraph 6 below. The filter AUSA
will coordinate with the assigned LSU specialist to load the discovery into Eclipse
or other electronic document-review platform, as necessary based on the nature of
the material at issue.

Review potentially-privileged materials and identify and segregate privileged
materials, non-privileged materials, and potentially-privileged materials. Filter
AUSAs shall err on the side of caution and treat any questionable items as
potentially privileged.

Create a log to document the review process and disposition. At a minimum, the
log should include the Bates number of each record reviewed when available, a
brief description of the record (date, to/from, subject matter, etc.), its
classification as privileged, non-privileged, or potentially privileged, and the
nature of the privilege when applicable (attorney-client, work product, etc.).
Under no circumstances shall members of the filter team participate in, or provide
other assistance to the prosecution team, or convey any privileged information to
the prosecution team. The filter team is barred from having any role with respect
to the prosecution of the matter.

Other than the status of the review, the filter attorney should not discuss or
disclose any findings or information reviewed with the prosecution team or any
other USAO employee except to the extent necessary to confer with the Executive
AUSA.

Once the filter team has completed its review and made the appropriate
determinations, the filter team AUSA will forward to counsel for the defendant all
items that are not privileged and that the filter AUSA intends to provide to the
investigating agents and prosecutors. Counsel for the defendant will be given a
reasonable time, given the specific circumstances of the case and the nature of the
information, to review these materials for privileged information. If the defense
attorney claims that an item is privileged and the filter AUSA does not agree, the
item shall be submitted to the court under seal for a final determination.

Securely store all privileged information. Coordinate with filter agent and the
LSU specialist to ensure that privileged materials are removed from evidence
available to the prosecution team.

t
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b. Prisoner Emails

BOP inmates will commonly have access to the BOP’s Trust Fund Limited Inmate Computer
System (TRULINCS) - Electronic Messaging service. Inmates and their correspondents must
consent to monitoring of all such emails. This applies to emails with attorneys. We can obtain
copies of an inmate’s TRULINCS emails on request to the BOP. Although, strictly speaking, any
privilege that might otherwise apply to communications between an inmate and his or her attorney
has been waived, it has been our general practice to avoid looking at emails between inmates and
their attorneys. We have often used a “wall” AUSA to look through a BOP TRULINCS production
to cull out attorney emails, but that is quite burdensome. Starting in the spring of 2016, BOP
became able to cull out emails based on email address, as long as we specify the email address(es)
in our original request. In order to comply with our policy of generally avoiding review of
attorney-inmate emails, and to avoid burdening a wall AUSA with email review, you should
attempt to identify an inmate’s attorney(s) prior to making the request to the BOP and ask BOP to
cull those from its production to you. (If you believe there is a strong reason we should be
reviewing attorney-inmate emails in a given case, you must discuss with the Criminal Chief.) -
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I1. Procedure

A. Approval to Request Recorded Phone Calls or Videos

Any Assistant United States Attorney* (AUSA) and/or law enforcement officer
working with an AUSA who seeks, in furtherance of an investigation or case, to obtain
recorded inmate phone calls, videos or emails from any facility must first complete an
internal form entitled “Request for Authorization to Obtain Recorded Inmate Phone Calls”
(referred to as Request™). In criminal cases, the branch Criminal Coordinator and Criminal
Chief will review and approve the completed form. In civil cases, the branch Civil
Coordinator and the Civil Chief will review and approve the completed form.

If the requested information includes an inmate or calls that are the subject of
another known investigation or case, the request must be coordinated with the AUSA(s)
and law enforcement officers(s) assigned to the other investigation or case. The USAO
will not engage in crossover investigations or submit duplicate requests for information
from facilities absent this coordination, so pursuit of an effective and efficient manner for
proceeding is accomplished. The AUSAs will communicate the coordinated plan to the
involved Criminal or Civil Coordinator(s).

When communicating approval of a Request, the branch Criminal or Civil
Coordinator will also identify the assigned Filter AUSA. In criminal cases, the Criminal
Chief selects Filter AUSAs after consultation with appropriate Civil and/or Criminal
Coordinators. In civil cases, the Civil Chief selects Filter AUSAs after consultation with
appropriate Civil and/or Criminal Coordinators.

B.  Request to the Facility or United States Marshal

Upon approval, the prosecution team will complete a subpoena or internal form
titled “Request to United States Marshal for Recorded Inmate Phone Calls or Videos”
(referred to as “USMS Request”), which shall be provided to the facility or the United
States Marshals Service (USMS) Office. A copy of each Request, USMS Request and/or
subpoena shall be maintained in the case file and central location to be established and
maintained by each branch Criminal or Civil Coordinator.

Due to the relationship that the USMS has with facilities holding pre-trial detainees,
a USMS Request may be used (rather than a subpoena) to request recorded inmate phone
calls or videos. The USMS Request must be completed by an AUSA and provided to
Deputy XXX, the USMS Point of Contact in Wichita/Topeka/Kansas City.

Alternatively, if the USAO uses a grand jury subpoena, trial subpoena, or
administrative subpoena to obtain the calls or videos, the subpoena should be directed to
the custodian of record for the facility. The subpoena must specify each of the following
— the inmate’s calls requested, the time period covered and request that all calls involving
the telephone numbers of all known attorney(s) for the inmate (including office telephone
numbers/extensions and cellular phone numbers) be excluded from production. In
addition, the period covered by the subpoena should be limited to what is relevant and does
not overlap other investigations or cases.

4 Any reference in this policy to an AUSA applies to a Special Assistant United States Attorney
(SAUSA).
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C. Filter Team

When receiving recorded inmate phone calls, videos or emails from an institution,
there is a reasonable possibility that communications between an inmate and his/her
attorney may be provided. These circumstances warrant the use of filter teams.

The subpoena or USMS Request shall direct production to the filter AUSA or filter
team (the team, in addition to an AUSA, may include a law enforcement officer not
assigned to the investigation or case). No one involved in the filter team shall be
assigned/designated as involved in the specific case at the time the initial request is
approved by the Criminal Coordinator and Criminal Chief in criminal cases, or by the Civil
Coordinator and Civil Coordinator. The filter AUSA or filter team shall not participate in
the investigation or prosecution or civil case that is the subject of the requested information,
except to the extent needed to prosecute issues related to the filter process. Supervisory
AUSAs and filter AUSAs must take steps to ensure the filter AUSA does not have any
investigations or cases connected in any manner to the investigation or prosecution for
which the AUSA serves as the filter AUSA. To protect the integrity of the filter, it may be
necessary to assign filter AUSAs who are not in the same branch office or division as the
prosecuting AUSA(s). Law enforcement officers assigned to the filter team must also take
steps to ensure the filter officer has no investigations or cases connected to the filter
investigation or prosecution.

D. Filter Team Process

The filter team will review the written instructions provided by the Criminal Chief,
Civil Chief, or branch Criminal or Civil Coordinator, which will rely on the information
provided by the prosecution team.

The filter team must keep all potentially privileged material in a secure manner.
This includes sealed, labelled as “potentially privileged or confidential” material, locked,
and/or secured in a location not accessible to the prosecution team.

The filter team must use suitable safeguards and conduct all actions in a manner to
rebut the presumption that the potentially privileged or confidential material was shared
with the prosecution team before the filtering process concluded.

The entirety of recorded phone calls and the index of such calls provided by the
institution must be maintained for subsequent review with defense counsel. The filter team
will create a duplicate of the recorded phone calls for their review, which will lead to the
elimination of any calls between an inmate and their counsel. The duplication will also
include a copy for the inmate’s counsel. '

The filter team will use the index of phone numbers that accompanied the recorded
phone calls to initially remove any recorded phone calls with known attorneys for the
inmate. The filter team will use a log to document this preliminary elimination process.
Unless the investigation is of ongoing criminal activity of the inmate, this log and duplicate
of all recorded phone calls should be provided to inmate’s counsel with an explanation of
the filter process to date. Defense counsel will be given a specified period of time to review
the remaining phone calls to assert privilege and communicate such to the filter team, with
defense counsel’s own privilege log. If the filter team disputes defense counsel’s privilege
claim then the filter team will evaluate the merits of the privilege claim with the First
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UNITED STATES DEPARTMENT OF JUSTICE
Sgphoo D Nt

United States Attorney STEPHEN R. MCALLISTER
District of Kansas U.S. Attorney - District of Kansas

Revision: December 2018
PROCEDURE FOR REQUESTING AND USING RECORDED

INMATE PHONE CALLS, VIDEOS AND EMAILS IN
CRIMINAL AND CIVIL CASES!

L. Purpose
In recognition of the well-established attorney-client privilege, the United States

Attorney’s Office for the District of Kansas (USAO) hereby establishes policy, procedure,
and responsibilities regarding requests for the receipt, handling, and use of recorded inmate
phone calls, videos and emails? obtained from jails, prisons, and/or detention facilities in
criminal or civil cases handled by the United States Attorneys’ Office for the District of
Kansas (USAO).

Inmate calls, videos.or emails used by the USAO in any investigation or case may
only be obtained through grand jury subpoenas, trial subpoena, administrative subpoena,
or specific form described below. The USAO will no longer handle investigations and/or
prosecutions with recorded inmate phone calls, videos or emails obtained from facilities
without following this policy.>

This policy and approval processis consistent with the Department’s December 1,
2014, Memorandum regarding Electronic Surveillance Procedures within the Federal
Prison System.

A “filter team” will be utilized to shield the prosecution team from being exposed
to material that it should not receive under the rules of professional conduct or other laws.
Exposure to such material could result in disqualification of members of the prosecution
team or suppression of evidence. The use of a filter team may demonstrate that the
investigative/prosecution team was not exposed to information to which it was not entitled.

! This policy does not confer any rights on any person investigated or prosecuted in any federal
investigation in the District of Kansas.

2 For purposes of this policy, any reference to recorded inmate phone calls will include facility
videos (of inmates) and inmate emails.

3 This policy does not address whether audio or video recordings of inmate calls or meetings with
their counsel are privileged or confidential in nature. This is not an opinion on the law of privilege
and/or when potentially privileged or confidential materials lose their protection, as those are
questions of substantive law not considered or addressed in this policy.
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C. Filter Team

When receiving recorded inmate phone calls, videos or emails from an institution,
there is a reasonable possibility that communications between an inmate and his/her
attorney may be provided. These circumstances warrant the use of filter teams.

The subpoena or USMS Request shall direct production to the filter AUSA or filter
team (the team, in addition to an AUSA, may include a law enforcement officer not
assigned to the investigation or case). No one involved in the filter team shall be
assigned/designated as involved in the specific case at the time the initial request is
approved by the Criminal Coordinator and Criminal Chief in criminal cases, or by the Civil
Coordinator and Civil Coordinator. The filter AUSA or filter team shall not participate in
the investigation or prosecution or civil case that is the subject of the requested information,
except to the extent needed to prosecute issues related to the filter process. Supervisory
AUSASs and filter AUSAs must take steps to ensure the filter AUSA does not have any
investigations or cases connected in any manner to the investigation or prosecution for
which the AUSA serves as the filter AUSA. To protect the integrity of the filter, it may be
necessary to assign filter AUSAs who are not in the same branch office or division as the
prosecuting AUSA(s). Law enforcement officers assigned to the filter team must also take
steps to ensure the filter officer has no investigations or cases connected to the filter
investigation or prosecution.

D.  Filter Team Process

The filter team will review the written instructions provided by the Criminal Chief,
Civil Chief, or branch Criminal or Civil Coordinator, which will rely on the information
provided by the prosecution team.

The filter team must keep all potentially privileged material in a secure manner.
This includes sealed, labelled as “potentially privileged or confidential” material, locked,
and/or secured in a location not accessible to the prosecution team.

The filter team must use suitable safeguards and conduct all actions in a manner to
rebut the presumption that the potentially privileged or confidential material was shared
with the prosecution team before the filtering process concluded.

The entirety of recorded phone calls and the index of such calls provided by the
institution must be maintained for subsequent review with defense counsel. The filter team
will create a duplicate of the recorded phone calls for their review, which will lead to the
elimination of any calls between an inmate and their counsel. The duplication will also
include a copy for the inmate’s counsel. .

The filter team will use the index of phone numbers that accompanied the recorded
phone calls to initially remove any recorded phone calls with known attorneys for the
inmate. The filter team will use a log to document this preliminary elimination process.
Unless the investigation is of ongoing criminal activity of the inmate, this log and duplicate
of all recorded phone calls should be provided to inmate’s counsel with an explanation of
the filter process to date. Defense counsel will be given a specified period of time to review
the remaining phone calls to assert privilege and communicate such to the filter team, with
defense counsel’s own privilege log. If the filter team disputes defense counsel’s privilege
claim then the filter team will evaluate the merits of the privilege claim with the First
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Assistant United States Attorney and Criminal Chief to evaluate seeking judicial review,
which would be handled by the filter AUSA.

Depending upon whether defense counsel is reviewing the recorded phone calls to
assert privilege, the filter team will review all remaining recorded phone calls involving
phone numbers not known to be associated with the inmate’s counsel, to include
contractors known to be associated with inmate’s counsel, such as defense investigators
and forensic experts, etc. If potentially privileged recordings are identified, the filter team
will promptly inform the First Assistant United States Attorney and the Criminal Chief in
criminal cases or the Civil Chief in civil cases without revealing any content. The
potentially privileged recordings must be segregated from the non-privileged recordings.
Unless the filter team is awaiting defense counsel to complete a review of the phone
recordings to make any privilege assertion, then non-privileged recordings may be
provided to the prosecution team. Before providing any materials to the prosecution team,
the filter team should fully document the review process and how the prosecution team was
excluded from the entire process, especially if any attorney calls were excluded.
Additionally, before the filter team relinquishes any recorded phone calls to the prosecution
team, it may be useful for the filter AUSA to be instructed by PRAO for guidance in that
process.

If the filter team believes the crime fraud exception applies to any of the recorded
phone calls, then it will inform the First Assistant United States Attorney and Criminal
Chief without revealing any content. If approved by the First Assistant United States
Attorney or Criminal Chief, judicial determination of the application of the crime fraud
exception will be sought. Any such litigation will be handled by the filter AUSA, unless
the First Assistant United States Attorney, Criminal or Civil Chief, and Civil or Criminal
Coordinator determine that it is appropriate for the AUSA assigned to the case to do so.

E. Handling Recorded Calls, Videos or Emails Obtained from Facilities

When an inmate’s recorded calls, videos or emails are received from a detention
facility the materials will be provided to a filter team immediately for safekeeping and
review. The filter team will follow the procedures described in paragraph D, above, before
providing any of the evidence to the prosecution team or the civil AUSA assigned to the
case.

F. Exception and Process for Current Recorded Phone Calls

On the effective date of this policy, recorded inmate calls, facility videos or emails
may already be in the possession of some prosecution teams or civil AUSAs. To the extent
possible, these prosecution teams or civil AUSAs shall apply this policy to their
investigations/cases. For example, if any calls have not been reviewed, the prosecution
team should immediately inform the Criminal Coordinator and Criminal Chief to request
the assistance of a filter team.
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If the prosecution team or civil AUSA has completed the review of any recorded
inmate phone calls or videos prior to this policy’s effective date, the AUSA should inform
the Criminal Coordinator and Criminal Chief, or in civil cases, the Civil Coordinator or
Civil Chief, and provide the following:

Identify defendant(s) charged;

Case Number (USAOQ, agency number and court number);

Case agent and agency;

Names of inmates whose calls were obtained;

Time period covered for the phone calls received;

Process by which the calls were obtained, such as subpoena, USMS request,
or other;

Name of facility that provided the calls;

Steps taken to ensure there were no attorney inmate phone calls requested
or reviewed;

Whether any calls between an inmate and attorney, were obtained; and

If any inmate-attorney phone calls were obtained, the steps taken to isolate
such calls.
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Procedure for Requesting and Using Recorded Inmate Phone Calls, Videos and
Emails in Criminal and Civil Cases!

L Purpose

In recognition of the well-established attorney-client privilege, the United States
Attorney’s Office for the District of Kansas (USAO) hereby establishes policy, procedure,
and responsibilities regarding requests for the receipt, handling, and use of recorded inmate
phone calls, videos and emails? obtained from jails, prisons, and/or detention facilities in
criminal or civil cases handled by the United States Attorneys’ Office for the District of
Kansas (USAO).

Inmate calls, videos or emails used by the USAO in any investigation or case may
only be obtained through grand jury subpoenas, trial subpoena, administrative subpoena,
or specific form described below. The USAO will no longer handle investigations and/or
prosecutions with recorded inmate phone calls, videos or emails obtained from facilities
without following this policy.?

This policy and approval process is consistent with the Department’s December 1,
2014, Memorandum regarding Electronic Surveillance Procedures within the Federal
Prison System.

A “filter team” will be utilized to shield the prosecution team from being exposed
to material that it should not receive under the rules of professional conduct or other laws.
Exposure to such material could result in disqualification of members of the prosecution
team or suppression of evidence. The use of a filter team may demonstrate that the
investigative/prosecution team was not exposed to information to which it was not entitled.

11. Procedure

A. Approval to Request Recorded Phone Calls or Videos

Any Assistant United States Attorney* (AUSA) and/or law enforcement officer
working with an AUSA who seeks, in furtherance of an investigation or case, to obtain
recorded inmate phone calls, videos or emails from any facility must first complete an
internal form entitled “Request for Authorization to Obtain Recorded Inmate Phone Calls”

1 This policy does not confer any rights on any person investigated or prosecuted in any federal
investigation in the District of Kansas.

2 For purposes of this policy, any reference to recorded inmate phone calls will include facility
videos (of inmates) and inmate emails.

3 This policy does not address whether audio or video recordings of inmate calls or meetings with
their counsel are privileged or confidential in nature. This is not an opinion on the law of privilege
and/or when potentially privileged or confidential materials lose their protection, as those are
questions of substantive law not considered or addressed in this policy.

4 Any reference in this policy to an AUSA applies to a Special Assistant United States Attorney
(SAUSA).
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(referred to as Request™). In criminal cases, the branch Criminal Coordinator and Criminal
Chief will review and approve the completed form. In civil cases, the branch Civil
Coordinator and the Civil Chief will review and approve the completed form.

If the requested information includes an inmate or calls that are the subject of
another known investigation or case, the request must be coordinated with the AUSA(s)
and law enforcement officers(s) assigned to the other investigation or.case. The USAO
will not engage in crossover investigations or submit duplicate requests for information
from facilities absent this coordination, so pursuit of an effective and efficient manner for
proceeding is accomplished. The AUSAs will communicate the coordinated plan to the
involved Criminal or Civil Coordinator(s).

When communicating approval of a Request, the branch Criminal or Civil
Coordinator will also identify the assigned Filter AUSA. In criminal cases, the Criminal
Chief selects Filter AUSAs after consultation with appropriate Civil and/or Criminal
Coordinators. In civil cases, the Civil Chief selects Filter AUSAs after consultation with
appropriate Civil and/or Criminal Coordinators.

B. Request to the Facility or United States Marshal

Upon approval, the prosecution team will complete a subpoena or internal form
titled “Request to United States Marshal for Recorded Inmate Phone Calls or Videos”
(referred to as “USMS Request™), which shall be provided to the facility or the United
States Marshals Service (USMS) Office. A copy of each Request, USMS Request and/or
subpoena shall be maintained in the case file and central location to be established and
maintained by each branch Criminal or Civil Coordinator.

Due to the relationship that the USMS has with facilities holding pre-trial detainees,
a USMS Request may be used (rather than a subpoena) to request recorded inmate phone
calls or videos. The USMS Request must be completed by an AUSA and provided to
Deputy XXX, the USMS Point of Contact in Wichita/Topeka/Kansas City.

| Alternatively, if the USAO uses a grand jury subpoena, trial subpoena, or
administrative subpoena to obtain the calls or videos, the subpoena should be directed to
the custodian of record for the facility. The subpoena must specify each of the following
— the inmate’s calls requested, the time period covered and request that all calls involving
the telephone numbers of all known attorney(s) for the inmate (including office telephone
numbers/extensions and cellular phone numbers) be excluded from production. In
addition, the period covered by the subpoena should be limited to what is relevant and does
not overlap other investigations or cases.

C. Filter Team

When receiving recorded inmate phone calls, videos or emails from an institution,
there is a reasonable possibility that communications between an inmate and his/her
attorney may be provided. These circumstances warrant the use of filter teams.
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The subpoena or USMS Request shall direct production to the filter AUSA or filter
team (the team, in addition to an AUSA, may include a law enforcement officer not
assigned to the investigation or case). No one involved in the filter team shall be
assigned/designated as involved in the specific case at the time the initial request is
approved by the Criminal Coordinator and Criminal Chief in criminal cases, or by the Civil
Coordinator and Civil Coordinator. The filter AUSA or filter team shall not participate in
the investigation or prosecution or civil case that is the subject of the requested information,
except to the extent needed to prosecute issues related to the filter process. Supervisory
AUSAs and filter AUSAs must take steps to ensure the filter AUSA does not have any
investigations or cases connected in any manner to the investigation or prosecution for
which the AUSA serves as the filter AUSA. To protect the integrity of the filter, it may be
necessary to assign filter AUSAs who are not in the same branch office or division as the
prosecuting AUSA(s). Law enforcement officers assigned to the filter team must also take
steps to ensure the filter officer has no investigations or cases connected to the filter
investigation or prosecution.

D. Filter Team Process

The filter team will review the written instructions provided by the Criminal Chief,
Civil Chief, or branch Criminal or Civil Coordinator, which will rely on the information
provided by the prosecution team.

The filter team must keep all potentially privileged material in a secure manner.
This includes sealed, labelled as “potentially privileged or confidential” material, locked,
and/or secured in a location not accessible to the prosecution team.

The filter team must use suitable safeguards and conduct all actions in a manner to
rebut the presumption that the potentially privileged or confidential material was shared
with the prosecution team before the filtering process concluded.

The entirety of recorded phone calls and the index of such calls provided by the
institution must be maintained for subsequent review with defense counsel. The filter team
will create a duplicate of the recorded phone calls for their review, which will lead to the
elimination of any calls between an inmate and their counsel. The duplication will also
include a copy for the inmate’s counsel.

The filter team will use the index of phone numbers that accompanied the recorded
phone calls to initially remove any recorded phone calls with known attorneys for the
inmate. The filter team will use a log to document this preliminary elimination process.
Unless the investigation is of ongoing criminal activity of the inmate, this log and duplicate
of all recorded phone calls should be provided to inmate’s counsel with an explanation of
the filter process to date. Defense counsel will be given a specified period of time to review
the remaining phone calls to assert privilege and communicate such to the filter team, with
defense counsel’s own privilege log. If the filter team disputes defense counsel’s privilege
claim then the filter team will evaluate the merits of the privilege claim with the First




EOUSA RIF

Assistant United States Attorney and Criminal Chief to evaluate seeking judicial review,
which would be handled by the filter AUSA.

Depending upon whether defense counsel is reviewing the recorded phone calls to
assert privilege, the filter team will review all remaining recorded phone calls involving
phone numbers not known to be associated with the inmate’s counsel, to include
contractors known to be associated with inmate’s counsel, such as defense investigators
and forensic experts, etc. If potentially privileged recordings are identified, the filter team
will promptly inform the First Assistant United States Attorney,and the Criminal Chief in
criminal cases or the Civil Chief in civil caseswithout revealing any content. The
potentially privileged recordings must be segregated from the non-privileged recordings.
Unless the filter team is awaiting defense counsel to complete a review of the phone
recordings to make any privilege assertion, then non-privileged recordings may be
provided to the prosecution team. Before providing any materials to the prosecution team,
the filter team should fully document the review process and how the prosecution team was
excluded from the entire process, especially if any attorney calls were excluded.
Additionally, before the filter team relinquishes any recorded phone calls to the prosecution
team, it may be useful for the filter AUSA to be instructed by PRAO for guidance in that
process.

If the filter team believes the crime fraud exception applies to any of the recorded
phone calls, then it will inform the First Assistant United States Attorney and Criminal
Chief without revealing any content. If approved by the First Assistant United States
Attorney or Criminal Chief, judicial determination of the application of the crime fraud
exception will be sought. Any such litigation will be handled by the filter AUSA, unless
the First Assistant United States Attorney, Criminal or Civil Chief, and Civil or Criminal
Coordinator determine that it is appropriate for the AUSA assigned to the case to do so.

" E. Handling Recorded Calls, Videos or Emails Obtained from Facilities

When an inmate’s recorded calls, videos or emails are received from a detention
facility the materials will be provided to a filter team immediately for safekeeping and
review. The filter team will follow the procedures described in paragraph D, above, before
providing any of the evidence to the prosecution team or the civil AUSA assigned to the
case.

F. Exception and Process for Current Recorded Phone Calls

On the effective date of this policy, recorded inmate calls, facility videos or emails
may already be in the possession of some prosecution teams or civil AUSAs. To the extent
possible, these prosecution teams or civil AUSAs shall apply this policy to their
investigations/cases. For example, if any calls have not been reviewed, the prosecution
team should immediately inform the Criminal Coordinator and Criminal Chief to request
the assistance of a filter team.
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If the prosecution team or civil AUSA has completed the review of any recorded
inmate phone calls or videos prior to this policy’s effective date, the AUSA should inform
the Criminal Coordinator and Criminal Chief, or in civil cases, the Civil Coordinator or
Civil Chief, and provide the following:

Identify defendant(s) charged;

Case Number (USAO, agency number and court number);

Case agent and agency;

Names of inmates-whose calls were obtained;

Time period covered for the phone calls received,;

Process by which the calls were obtained, such as subpoena, USMS request,
or other;

Name of facility that provided the calls;

Steps taken to ensure there were no attorney inmate phone calls requested
or reviewed;

Whether any calls between an inmate and attorney, were obtained; and

If any inmate-attorney phone calls were obtained, the steps taken to isolate
such calls.
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the legal argument that the communications are not privileged. What we have represented
to you and have already implemented is a general practice of AUSAs asking the MDC and
MCC to filter out communications between inmates and counsel of record, so that our
AUSAs will not get or see those in the ordinary course.

From:
Sent: Monday, October 2, 2017 2:53 PM
To: USANYS)
Ce: >: Richard Sullivan

<gichard_sullver

-

Subject: RE: TRULINCs Email Filter

Thanks-'m concerned that the policy set forth below doesn't really solve the problem we
set out to solve. If the USAOQ can review attorney/client emails for any reason whatsoever, we're
back at square one. When we all met, my understanding was that you were reserving the right to
review attorney/client emails if you believed there was a basis under the crime/fraud exception to
privilege. | understand your not wanting to concede that the emails are in fact privileged, but |
don't think the guidance below will give attorneys much confidence in the confidentiality of the
email system -- which was the point of developing a screening system.

-s the screening system in place?
Thanks,

Federal Defenders of New York
52 Duane Street, 10th Fl.

New Yo
Tal 21
Fax: 212-571-

USANYS)" ---09/27/2017 10:18:13 AM-—-Gentlemen, this will

<image.001.gif>‘m
confirm that, once an give the green light confirming that they are r

o

ale Uy ALY
Subject: RE: TRULINCs Email Filter

Gentlemen, this will confirm that, once MCC and MDC give the green light confirming that they are ready
to implement their TRULINCS screening system, the U.S. Attorney for the Southern District of New York
(SDNY) intends to direct our AUSAS to request that MDC and MCC filter out emails between an inmate and
his/her attorney-of-record, as a general practice. Please note that SDNY, in adopting this practice, is not
taking any position, or waiving any argument it could assert in litigation, that attorney-client emails in the
TRULINCS system are not privileged. Further, our general practice of requesting filtering out of such emails
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Warden through the Regional Trust Fund Administrator to the Chief of the Trust Fund Branch for
consideration.

d. Operating Supplies. Funds are provided in the annual TRULINCS budget to purchase
operating supplies (e.g., paper, toner, mailing labels). Procedures for procuring these items are in
Chapter 2.

14.6 TRULINCS INMATE WORKERS

Inmates receive compensation from the Trust Fund Appropriation for work performed in support
of TRULINCS. Relatively short absences due to callouts, hospitalization, sick line, etc., do not
affect the period covered. Extended absences such as furloughs, lay-in assignments, or
lockdowns are not compensable.

a. Screening of Inmate Workers. Inmates who refuse to participate in the Inmate Financial
Responsibility Program may not work in TRULINCS. Prior to assigning inmates to the detail, the
Trust Fund Supervisor shall request the Special Investigative Supervisor (SIS) to determine if any
issues exist that raise security concerns (e.g., ongoing investigation).

b. Work Hours. Ordinarily, TRULINCS inmate work details do not exceed four hours per day.
Institutions may determine the appropriate work hours based on availability of funds provided in
the annual budget.

c. Rate of Pay. The hourly rate of pay for inmates assigned to TRULINCS activities is:

$0.55 per hour starting
$0.75 per hour after 3 months’ service, if warranted

Any increase in pay (not to exceed $0.75 per hour) is based on the inmate’s work performance and
availability of funds provided in the annual budget.

d. Bonus Pay. Bonus Pay may be awarded to TRULINCS inmate workers. It may not exceed
one-half of the inmate’s monthly pay. A bonus recommendation is made by the work assignment
supervisor.

€. Restrictions on Inmate Duties. TRULINCS equipment should be secured adequately to
prevent inmates from accessing the internal components of computers or peripherals. If inmates
are used to clean secured equipment (e.g., workstations, printers), they must be directly supervised
by staff at all times to prevent theft, damage, or misuse, until the equipment is secured.

147 ACCOUNTING

a. Daily Reconciliation. Staff responsible for Deposit Fund accounting compare the
TRUFACS Withdrawal Report total (TRUFACS Withdrawal Type = TRUL Withdrawal) with the
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TRULINCS Reconciliation with TRUFACS Report daily. Staff verify that these balances are
equal. If they differ, staff contact the Central Office Trust Fund Branch Deposit Fund
immediately. Upon verification of the balances, the Deposit Fund staff member uploads the daily
TRULINCS extract to the automated accounting system.

b. Monthly Reconciliation. Staff complete the monthly reconciliation as required in the
institution proof-check.

c. Refunds. Refunds are provided in the following circumstances:

m  When granted by the Trust Fund Supervisor as a result of a system malfunction that has been
documented through the trouble ticket system.

m Refunds for printer malfunctions, in the form of a reprint unless documented through the
trouble ticket system.

m  When granted by the Central Office when purchased media has been deemed defective,
explicit, or inappropriate.

d. Funds Returned to TRUFACS. Funds are returned to TRUFACS by staff only in the
following circumstances:

m Inmates are released.

m Inmates on Public Messaging and/or MP3/Music restriction for more than 60 days may request
in writing that their TRU-Units be returned to their Commissary account. This is a one-time
transaction for the entire TRU-Unit balance.

m In rare or unusual instances deemed appropriate by the Warden when inmates do not have
access to TRULINCS. In these circumstances, Trust Fund staff are given written
documentation to support the transfer. This is a one-time transaction for the entire balance.

e. Processing Inmate Releases. A TRULINCS account is released when an inmate is released
in TRUFACS. Ifthere is a communication issue between TRUFACS and TRULINCS, staff may
proceed with the release in TRUFACS. A secondary TRUFACS release to transfer the inmate’s
TRU-Units must be completed once connection with TRULINCS is restored. The Trust Fund
Specialist shall run the TRULINCS Released Inmate with TRU-Unit Balance Report weekly and
take corrective action for inmates listed on this report.

14.8 INMATE ACCOUNTS. TRULINCS inmate accounts are established and maintained
automatically through the TRUFACS nightly process.

a. Account Access. Inmates access their accounts using their eight-digit register number;
nine-digit phone access code (PAC); and fingerprint identification or four-digit Commissary

personal identification number (PIN).

It is the inmate’s responsibility to maintain possession of his/her login information. Inmates will
not disclose passwords (login criteria) to anyone and will log off the system when leaving the
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Inmates may be permanently restricted from corresponding and/or communicating with
individuals who are:

m Prior child or adult victims of sexual offenses committed by the inmate.

m Children who are being groomed by the inmate for sexual assault or other predatory behavior
involving children and/or the caregivers of those children.

m Other sexual offenders.

m Any other contact with the general public deemed inappropriate by staff responsible for local
sex offender management due to its association with the inmate’s risk to engage in sexually
offensive behavior.

(2) Secure Units. The Warden may determine which services shall be available to inmates
housed in areas of the institution in which there are special security concerns that limit regular
access. Special consideration should be given to the type of services being made available in

these areas. No services with text input/retention fields (e.g., Contact List Service) shall be
available as inmates may use the system to communicate indirectly with other inmates.

At a minimum, workstations located in secure units shall provide access to the following services:
(a) Law Library — per the Program Statement Inmate Legal Activities, the Warden shall provide
an inmate confined in disciplinary segregation or administrative detention a means to access legal

materials.

(b) Purchase TRU-Units — to facilitate charging for printing of law library content, when
applicable.

(c) Print — to facilitate printing of law library content, when applicable.

(d) Request to Staff — for reporting of allegations of sexual abuse and harassment directly to the
Office of Inspector General (OIG). The Request to Staff Service will not be made available to
inmates located in Protective Custody Units (PCU).

Inmates housed in secure units will request access to the TRULINCS workstation per local
procedures.

Inmates confined in segregation and PCUs will not have access to the Public Messaging Service.
Inmates may continue to receive incoming emails while in secure units that restrict access to the

Public Messaging Service. Staff are not responsible for printing emails for inmates without
access to the Public Messaging Service.

b. Restrictions

(1) Inmate Discipline/Criminal Prosecution. [nmate use of the program in violation of the
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Ordinarily, written requests from the Warden or Associate Warden for blocking an email address
are processed within one working day after receipt by Trust Fund staff. If specified, these blocks
are placed on a specific

inmate account; however, if a specific inmate is not identified or where the request specifically
states, a block can be placed to prevent any inmate at the facility from emailing a specific address.

Note: Requests for blocking may not be processed by deleting the contact from an inmate
account.

m Bureau-wide Block. Request for Bureau-wide blocks should be routed to the Central Office
Intelligence Branch for approval. If approved, these blocks will be placed by Central Office
TRULINCS staff. These requests can be for a specific email address or an entire domain.

m Facility-wide Block. Trust Fund staff place blocks by entering an email address on the
Facility Blocked Contact Management Screen in TRULINCS. The authorization of blocking
of an email address cannot be delegated below the Associate Warden level.

a Inmate-Specific Blocks. The contact email address is blocked within the Contact List
administration in TRULINCS.

m Removal of Blocks. When an email address is blocked at the recipient’s request, the System
Administrator removes the block by placing the contact’s status to Pending Contact Approval
when a written request from the contact is received.

(4) Inmate to Inmate Communication. An inmate may be permitted to correspond via Public
Messaging and postal mail with an inmate confined in any Bureau facility in accordance with the
Program Statement Correspondence.

Upon receipt of the approved correspondence from Unit team staff, Trust Fund staff are
responsible for entering the approval into TRULINCS and scanning the correspondence into
TRUFACS using the document imaging process.

d. Electronic Law Library. Inmates use dedicated TRULINCS workstations to access the
Electronic Law Library (ELL). Additional guidance regarding law library requirements can be
found in the Program Statement Inmate Legal Activities.

Trust Fund staff are responsible for ensuring the ELL software is accessible. The Bureau of
Prisons Librarian through institution Education staff is responsible for ELL content, functionality,
and training.

When inmates do not have access to a printer, Trust Fund staff are responsible for printing ELL
documents for inmates with funds. Education staff are responsible for printing ELL documents
for inmates without funds. Staff prepares the requested ELL documents and delivers them to the
inmate in a secure manner within a reasonable timeframe from the date of the request and at a time
that does not interfere with the normal operations of the institution.
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e. Manage Funds

(1) Send Funds (BP-199). Inmates wishing to send funds from their Deposit Fund account via
a Request for Withdrawal of Inmate’s Personal Funds (BP-199) must add the recipient to their
contact list. After the contact is approved, inmates enter a BP-199 and print the applicable
BP-199 Form free of charge. See Section 10.2 for additional information regarding BP-199s.

(2) Pre-Release Account. Inmates are responsible for managing their own pre-release
accounts. See Section 8.11 for information regarding inmate pre-release encumbrances.

(3) TRUGRAM Gift Funds. A TRUGRAM is an electronic funds transfer service provided by
the Bureau of Prisons through MoneyGram that allows Federal inmates to transfer funds and an
associated email to an individual in the public, who can receive the funds at one of MoneyGram's
locations throughout the United States, Puerto Rico, Virgin Islands, and Guam.

Inmates may only send TRUGRAMs to approved TRULINCS messaging contacts (Receivers)
with active CorrLinks accounts. Receivers must be individuals with government-issued
identification. Transfers will not be paid out to companies.

Inmates must consent to MoneyGram’s Terms and Conditions prior to sending a TRUGRAM.
MoneyGram may report suspicious activity to appropriate law enforcement organizations or other
government agencies.

f. Management TRU-Units. Inmates are responsible for purchasing/transferring TRU-Units
and tracking their account balances.

g. Music Service. Inmates that have purchased an authorized MP3 player from the
Commissary access the Music Service to activate the player; revalidate the player; and purchase
non-explicit media. Inmates are required to accept the Music/Media Terms of Use before
accessing the service.

Inmates are authorized to have a maximum of one active MP3 player. Players must be connected
to TRULINCS and re-validated every 14 days or they will stop working. It is imperative that

MP3 players remain connected to TRULINCS while data is being written to them. The Bureau is
not responsible for any damage players receive while charging or while connected to TRULINCS
computers. Players may not be used at Bureau privatized facilities or contract holdover facilities.

Media are purchased by inmates within the system using TRU-Units and are priced in three tiers.
Many titles/songs have multiple versions and/or multiple artists. Inmates are responsible for
ensuring the accuracy of their purchases. All music sales are final; no refunds will be issued. All
purchased music/media files must be stored on the MP3 player. Inmates may print a list of their
media for a fee.
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Written requests from the Warden or Associate Warden for blocking an email address.
Written requests from the Warden or Associate Warden for rejecting public emails.

Requests from contacts for blocking an email address.

Requests for unblocking an email address must contain a minimum of the contact’s full name,
email address, inmate’s name, inmate’s register number, and the request for removing the
email address block.

d. Inmate to Inmate Communication. Documentation from Unit Managers
approving/rejecting inmate to inmate communication.

14.12 SYSTEM MAINTENANCE

a. Emergency support. Support is available 7 days a week, 365 days a year from 7:00 a.m.—
9:00 p.m. EST. For emergency support call Trust Fund Branch, TRULINCS staff, at
202-514-2555 during office hours (7:00 a.m.- 3:30 p.m. EST); for after-hours emergency support
contact the TRULINCS duty phone.

b. Non-Emergency Technical Assistance. For non-emergency support use the trouble ticket
system or call Trust Fund Branch TRULINCS staff.

c. Hardware and Software Updates/Improvements. The Trust Fund Branch initiates the
implementation of improved hardware and software. Institution staff are encouraged to provide
input and ideas for improving the system and services.
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