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Face Analysis Comparison & Examination System
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Detention and
Corrections Bureau

»Facial Recognition
2001
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» Scott McCallum and
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Background

PCSO Facial Recognition Components:
* Corrections Processing — ldentification and Verification at Booking
* Mobile Identification — Street Level Identification
* Investigations — Investigative Browser Web Based Search Tool
* Statewide FR Partnership - to Authorized Users via FR-Net

2001 - 2008

v Implemented Facial Recognition enabled mugshot system
Deployed web-based Image Query and Facial Search
Initiated Statewide data sharing expansion effort
Deployed Mobile Identification Systems (MIS)

Contract with DoD Irregular Warfare Support Program
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What's Driving the Need for

* Ease of capturing, storing, copying, and sharing images

* Prol

¢ - Face'ls the Most

* Pho

+ Collected Biometric

ur Friends
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Why Facial Recognition
With other biometric solutions available, why FR?

Face is the most collected Biometric
Less constraint for sharing face data (Within law enforcement)
Lack of physical evidence (Sometimes face is all we have)

Interaction at safe distance.
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Forget fingerprints: New security technology tracks body
odor
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By Cheryl K. Chumley - The Washington Times Friday, February 7, 2014

Fingerprints and iris scans — those are so 2013. The newest security
R Y technology & to hit the lines of passport presenters fakes an entirely
different tack: odor.

Scientists in Spain say they've created an “electronic bloodhound” that
can sniff out the identifying qualities of one human over another. And.
they say, in The Daily Mail, their system is so accurate and simple that it

could one day replace fingerprinting and iris scanning.

Enlarge Photo .
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@) Facial Recognition Limitatio

Affects Review

v Twins
v’ Aging

Will not work:
v Masks

Affects Performance:
v Poor Image Quality
v" Significant Aging

v' Sunglasses

v" Facial Hair

v' Plastic Surgery




Human role in making a mat

Automated Face Recognition and obvious matching

YOU... determine what a match is...

————
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Pinellas County Sheriff's Office
FR-NET

Florida's Facial Recognition Network
Hosted by the Pinellas County Sheriff's Office

Face Analysis Comparison & Examination System

The Pinellas County Sheriffs Office [FC50) has implemented the largest Facial Recognition [FR) system dedicated to
law enforcement and corrections in the country. PC50°s FR project began in 2001 and has grown to include
biometric compoenents for identification and wverification in booking processes, investigations and mobile
identification. An expansive resource of image data is possible through multi-jurisdictional partnerships. PC50
provides cpen access to Image Guery and authorized access to Facial Recognition via the FACES application.

Preview the new FACES application, coming soon!

Image Query

Multijurisdictional image query and retrieval tool

Investigative Browser
Facial Recognition enrollment and search tool

*Authorized Users™

If your agency has a case where facial recognition may assist contact
Scott McCallum

&)« 727-453-7193 @




applications | | web sites || downloads & publications |

| technical support |

Monday, July 09, 2012
Florida
» Criminal
Justice
Network

B faw links

DAVID (formerly DLIRS)
JusticeXchange
Mutual Aid

Sexual Predators Search
Career Offender Search

o nexTEST On-Line CJIS Testing
* More

CJNet
=% search: co|

Formerly IDT Resource Center CdNet Email EfH] Calendar of Events...

linkcategories

-JIS Annual Ti

=

« Applications
+ Web Sites

Downloads
Senices

Florida cComp)

n
Introduction to I

law enforcementlinks

Mew P Miami Dade Folice Department CJNet Site Miami Dade Police Department

ATMISZ: Automated Training System Florida Department of Law Enforcement

Broward County Name Search and Pawn Ticket Search (BSOLEADS) Broward County Sherifs Office
Broward Sheriffs Ofice Juvenile Photos Broward County Sheriffs Ofice

roward County Sheriffs Office

roward County Sheriffs Office

der Search Florida Department of Law Enforcement

CART (Child Abduction Response Team) Florida Department of Law Enforcement

CJIS IDT Resource Center Florida Department of Law Enforcement

eft Database Federal Trade Commission

Crime Laboratory Evidence Submission Manual - 2010 Florida Department of Law Enforcement

CS Court Security Intelligence Statevide Web Alachua County Sherif's Ofice

DAVID: Driver znd Vehicle Information Database (formerly DLIRS) Florida Department of Law Enforcement
Department of Highway Safety and Motor Vehicles Intemet Site Department of Highway Safety and Motor Vehicles
JFACTS Florida Department of Law Enforcement

SOPICS - Florida Sheriffs C: Mugshot & Facial Recognition System Pinellas County Sherif's Office
South Florida Support Center CJNet Site South Florida Support Center
Southeast Law Enforcement Information Exchange Naval Griminal Investigative Senice

State and Local Government Information on the Net Piper Resources- Law Enforcement

(rida Fish and Wildife Canservation Commission

sion Standards Florida Department of Law Enforcement

Volusia County Sheriffs Ofice CINet Site Volusia County Sheriffs Office

FR-Net is

1500+ Florida LE users and growing

3/26/2014

available through the law
enforcement links section of CINET

Pinellas County Sheriff's Office

FR=NET

Florida's Facial Recognition Network
Hosted by the Pinellas County Sheriff's Office

.

Face Analv-sis Comr;arison ; Examination System

The Pinellas County Sheriff's Office (PC50) has implemented the largest Facial Recognition (FR) system dedicated to
law enforcement and corrections in the country. PC50's FR project began in 2001 and has grown to include
biometric components for identification and verification in booking processes, investigations and mobile
identification. An expansive resource of image data is possible through multi-jurisdictional partnerships. PC50
provides open access to Image Query and authorized aceess to Facial Recognition wvia the FACES application.

Preview the new FACES application, coming soon!

Image Query

Multijurisdictional image query and retrieval tool

Investigative Browser
Facial Recognition enrollment and search tool

**Authorized Users*

If your agency has a case where facial recognition may assist contact
Scott McCallum

6] = 727-453-7193 &
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Face Analysis Comparison & Examination System

v FACES: web-based FR search tool that can search
against 28+ million faces from 40 sources.

v PCSO administers FACES and grants open access to
authorized trained users.

v PCSO provides LE training of best practices for
automated facial search and manual face comparisons.




FR-Net Partnerships

&
Expansion

T

7 SSTIUTE o

—

o5 v
(UD 2p, -~ -M\‘




3/26/2014



Growth and expansion has driven the need for a collaborative forum.
In 2010 PCSO established Florida’s Face Recognition Network (FR-Net)

with a purpose to inform the LE community on pertinent FR activities,
educate users, demonstrate successes and collaborate via a quarterly
newsletter.

[T

Thank You for Your Contributions to the FR-Net Quarterly Newslatter
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ATTENDEE

QUOTES

In July 2010, the Pinellas Coun
Sherif's Office, with support from the
Office of Community Oriented Policing
Services (COPS) hosted 3 national Low
Enforcement and Mistary Cooperative
Biometrics Workshop. The event was
attended by over 100 participants from
29 state and local few enforcement

cies, B federal agencies, § military
organizations, and several academic
institutions.

The organirations represented by

PCSO Hosts Cooperative Biometrics Workshop

numerous Florids lsw  enforcement
agencies.

forcement sgencies and
‘ongoing scademic research.
speaker Craig Archer, USSOCOM

tachriques | bope ther tha namsken
3 stierdees and speskers included | on the challenges faced by miltary,
G e tobaarstusesabout ko P36 made sach and sy B ihe B, DEA, DHS, NCS, USSS, Dol | local,sat, and federl agencies with
ISSUE. .. Fhebist is being uoed to identdy | Met USCENTCOM, USSOCOM, Army NGIC, | identity fusion efforts n the creation of
erimiral aipeaa. ard Inswledgeable abou the US Marine Corp MAACENT, F larger snd sccessible image databases.

ryrefeeet i
[

FiHet has also bacorse 3 o0l | amerion of dacial recegriion in
declersl lam  srvorcoment Flerica.

aguscies, meh (24, Uz, UM
arel Inserpnd Laing the reimres
i tha irwestigations. Tha Fanas
Reen oo an 3y
tha e sl @3 guly
beming faml
sty 2t they st bocal raxts
e T

My Socere Apgeeciation,
T

Bobi Guabisrl ket Fellis
airey

1o Tagwpues e Ain  The A

e photegapte we the rok
widsly culeed Wewenk dita b the
raton cer Fosdnar sver the 33
Ixese oD, A reces Wiy
. o B
Tt the. e f acnl
AT e B 1
W O Ivedgam oo

Floakdes
W B CevRINTy b T
Tasex ot oogem tb O Py

15 Nomertt 3 ate e tvery | (K b, MO

et the 11as o Fa et coudd be

the & decerkeres doverd eper b

dead'  Msertrrons
o i PR
TN e B s
v vey aceichd. Teiteg powd

1 A 81, FCSON Seots el
Focel Prcugiice Cortifed Boetrc

| AW E4, W o puicny
Omcrcurs

W e e ]
The st prvsdote chemce b e

Escort Suspected in Theft Is|
Provided By

Patricie Mcbean, Paim Beach Regior|

On July 13, .'l|| Pedm Beach Sherds Ofice
dupties #ares mizang [TV,
Vo cttot by Trom & 1ol o s
The honel gueit advsed that he had besn
thera the right bakoes mith an s’ The
T L ) bom
ww s, that lad
the tagpecrs advericamers phess | ndm

A1 part of the Peim Beach Negosal fusion
Core s identity Rmohstion furction, the florice
Laww Erfoecament Facil Recopnition wmork

National Guard, FDLE, South Carolina
Law Enforcement Division, New York
City Police Dpeartment, New York State:
DMV, Honolulu Poiice Department,
Chicago Police Department. St. Louis
Pofice Department, Maricopa County
Sheriff’s Office, Loz Angeles Sheriff's

Department, Virginia State Police,
San Diego Poike Department, and

The success of 3 workshop is often
gauged by the number and volume
of conversations that take place
during the bresk periods. Considering
this standard, slong with additional
comments made by sttendees and
speakers alike, the event was deemed
highly successful.
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FEATURE NEWS

ANOTHER STEP CLOSER TO ORWELL'S "1984"?
Smile. Seattle cops to use

facial recognition software
March 14, 2014

E W Tweet - [ g4 0 B Share

(SEATTLE, WA) - So you thought all those wonderfully clear photas of yourself,
not to mention all the personal details of your life that you willingly plastered all
over Facebook and lord knows where else would never come back to haunt you.

Facial recognition software is the new haly grail of the [aw enforcement (LE)
business. It's this era's new fingerprint technology and all the badges want it bad — orwerrs 1384: Face tme i
fram the feds down to your local cop shop in some areas.  good time.
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BiIGCHALLENGE
Integration of civilian data into
a law enforcement FR system.

Driver’s license data is paramount to LE
investigations and identification processes.

*As of January 2013, entire state of Florida -~
driver’s license and ID cards are available for
search, which is close to 19 million images.
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& DHSMV/PCSO Interface

« DHSMV provides a service to Pinellas to allow
face recognition search against driver’s
license.

RESULT

RETURNED
IMAGE SUBMITTED TO PINELLAS

R -
* Allrecords remain with DHSMYV for the pilot.
No driver’s license records have been
transferred to the Pinellas County Sheriff’s
Office.

DHSMV
FR RESULT

ROE0s
=tal [ E
auRga

i

* Pinellas submits an image for search against
the DHSMV face recognition system. IMAGE

PROCESSED =
BY DHSMV

« DHSMV returns the face recognition result to
Pinellas for review.
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= Access to 19 million
Civilian images

= System users

= Legal and ethical use
of dataset

= Organizational
oversight

3/26/2014

Checks and Balances
Agency MOU
Agency On-line
Training

User Agreements
Bi-annual User
Confirmation

Non-use access
termination




= Network Users

= 35 contributing Florida
counties

= 193 local, state and
Federal partners with
access

= 3400 network users

3/26/2014

= Images available for FR
Search
= PCS0-2,020,000
= Partners-8,130,000
= DHSMV-19,000,000

29,150,000
Images




Questions?

Face Analysis Comparison & Examination System
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Face Analysis Comparison & Examination System

Major Sean Jowell Jake Ruberto
sjowell@pcsonet.com jruberto@pcsonet.com

727-582-5959 727-453-7893
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