
I. Introduction  
 
Today, a massive amount of revealing, personal 

information is stored on computers and cellphones, and 
“in the cloud” — internet-connected servers hosted by 
the scores of online companies whose products and serv-
ices people use on a daily basis. Carrying a cellphone, 
using social media, or taking advantage of online servic-
es generates a vast quantity of sensitive and private infor-
mation. Law enforcement can obtain this information 
from phones and computers, or from the online entities 
that gather, store, analyze, and sometimes sell people’s 
confidential histories. 

In a trio of recent cases, the U.S. Supreme Court has 
acknowledged that the digital age requires reevaluation of 
Fourth Amendment doctrine to ensure that privacy sur-
vives that onslaught of new surveillance technologies. 
These cases generally require law enforcement officers to 
get a warrant before they search a cellphone, track some-
one’s physical location, or obtain vast, sensitive, and reveal-
ing records about people from service providers.1 These 
recent precedents are vital. But the question of whether a 

warrant is required is only the first critical step. The next 
question, of equal importance, is “what does a warrant 
require?” For the warrant requirement to protect civil lib-
erties and privacy, warrant protections must be robust.  

Current search warrant practice falls short in a 
number of ways. The first is lack of nexus: Courts will 
find probable cause on the mere basis that people, 
including criminals, frequently use electronic devices 
and online accounts, so evidence must be likely to be 
found there. Second is overseizure: Many warrants seek 
to seize and/or search “all content,” “all data,” or a laun-
dry list of data types meant to capture everything, even 
though evidence is unlikely to exist in that form or to 
have been generated during that time frame. And third, 
rummaging searches: Some courts have been extremely 
permissive, largely accepting government claims that 
once investigators seize data, they may examine files in a 
discretionary and happenstance manner because rele-
vant evidence could be found anywhere.  

The ACLU recently has filed a number of amicus 
briefs in state and federal courts challenging these prac-
tices. This article complements those briefs and lays out 
the legal arguments in favor of a nexus requirement and 
narrow, tailored searches and seizures. A longer version 
of this discussion appears on the ACLU website. That 
paper additionally addresses data retention and the rea-
sonable expectation of privacy, and it includes an appen-
dix containing copies of the ACLU’s briefing in this area.2   

Unfortunately, the good faith exception to the exclu-
sionary rule poses a serious obstacle to obtaining relief for 
searches or seizures that violate the Constitution. 
Generally, defendants must show that “the warrant is based 
on an affidavit so lacking in probable cause as to render 
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belief in its existence unreasonable” or 
that “the warrant is facially deficient in 
particularizing the place to be searched or 
things to be seized.”3 This is particularly 
hard when the case law develops so slowly, 
ironically because courts refuse to decide 
the substantive Fourth Amendment ques-
tions in favor of disposing of the case on 
good-faith grounds.4 Nevertheless, there is 
strong precedent that courts should 
decide the substantive issue first, and 
doing so will help future defendants who 
can point to that ruling as evidence that 
the police officers’ faith in an inadequate 
warrant was unjustified.5  

 
II. Electronic data search  

warrants can look a lot  
like general warrants. 
 
Private digital data is voluminous 

and extremely sensitive.6 Online accounts 
are especially extensive.7 These data repos-
itories include email, photos, videos, cal-
endar items, documents and spreadsheets, 
videos watched, search terms entered, 
websites visited, and the locations users 
have been to while carrying their phones. 
They contain people’s most intimate and 
private documents — love notes, tax 
records, business plans, health data, reli-
gious and political affiliations, personal 
finances, and digital diaries.  

In the age before computers, search-
es generally involved physical spaces, 
which have intuitive natural limits. 
Officers may look in only those places 
large enough to hold the physical items 
particularly described in the warrant. So, 
police cannot open a spice box when 
searching for a rifle.8 Nor can they rum-
mage through a medicine cabinet to 
look for a flat-screen television.9  

These physical limitations are non-
existent in the digital context. Comput-
er hard drives and online services inter-
mingle huge amounts of personal infor-
mation, both irrelevant material and, 
potentially, evidence of criminal behav-
ior. An affidavit in support of a warrant 
to search a hard drive or online account 
may demonstrate probable cause that, 
among these most sensitive files, there is 
likely evidence of a crime. But innocent 
information and potential evidence are 
not easily disentangled. Because of the 
inherently intermingled nature of elec-
tronic data, in most instances the gov-
ernment will overseize information and 
sort through it later. This means that 
police are routinely seizing and search-
ing information for which they do not 
have probable cause. This is a situation 
ripe for unconstitutional general inva-

sions of privacy and for police to con-
coct theories of guilt adorned with 
whatever photos, suggestive text mes-
sages, or other information they find.  

Many people other than the target 
will be swept up in such sweeping 
investigations. Social media accounts 
involve conversations with and between 
friends. Internet data flows can include 
email messages from multiple people’s 
inboxes. Depending on where the col-
lection happens, the number of people 
affected by a single warrant could be in 
the hundreds (social media) or the mil-
lions (internet backbone taps). Over-
broad digital searches and seizures, far 
more than physical-world investiga-
tions, invade the privacy of scores of 
people who are not suspects. While 
defendants generally must prove that 
their own expectation of privacy was 
invaded, the fact that scores of other 
people were also swept into the law 
enforcement dragnet is compelling evi-
dence that a warrant was overbroad.10  

 
III. Warrants must robustly adhere 

to the Fourth Amendment’s 
particularity and probable 
cause requirements to avoid 
being unconstitutional. 
 
While the Supreme Court has held 

that “digital” is different,11 even tradi-
tional Fourth Amendment doctrine sup-
ports the argument for especially robust, 
narrowly tailored search warrants for 
electronic information.  

Warrants are intended to prevent 
general searches,12 and to avoid a “gener-
al, exploratory rummaging in a person’s 
belongings.”13 An affidavit supporting a 
search warrant must indicate “that con-
traband or evidence of a crime will be 
found in a particular place.”14 There 
must “be a nexus … between the item to 
be seized and criminal behavior.”15  

Neither warrants nor the searches 
they authorize may be overbroad. A war-
rant is overbroad when it purports to 
authorize searches or seizures of places 
or things for which there is not probable 
cause to believe evidence will be found. 
Opposition to general warrants, which 
specified “only an offense … and left to 
the discretion of the executing officials 
the decision as to which persons should 
be arrested and which places should be 
searched,” was “one of the driving forces 
behind the Revolution itself.”16  

Warrants must also particularly 
describe the things to be searched and 
seized. They must serve as a practical guide 
for officers. The amount of specificity 

required is necessarily flexible, but particu-
larity depends on case-specific facts: the 
type of crime, the facts already known by 
the officers, the facts that should be known 
by the officers, and other considerations 
on a case-by-case basis.17  

These longstanding principles are 
especially salient in the digital context: 
Courts must apply Fourth Amendment 
law stringently to address the unique 
attributes of digital data. “The modern 
development of the personal computer 
and its ability to store and intermingle a 
huge array of one’s personal papers in a 
single place increases law enforcement’s 
ability to conduct a wide-ranging search 
into a person’s private affairs, and accord-
ingly makes the particularity requirement 
that much more important.”18  

Despite these relatively straightfor-
ward principles, courts have struggled 
with how to apply Fourth Amendment 
law in the context of digital searches and 
seizures. Faced with the complexity of 
electronic searches, many courts have 
strayed from traditional Fourth Amend-
ment doctrine. These struggles have 
produced opinions misguidedly bless-
ing warrants for electronic information 
that are less, not more, rigorous than 
warrants of old, and searches of elec-
tronic data that are more, not less, 
expansive — all this despite the inti-
mate, sensitive nature of electronic data.  

 
IV. A warrant affidavit must 

establish a factual nexus 
between electronically stored 
data and the investigation. 
 
Data seizures must be supported by 

probable cause. However, affidavits in 
support of search warrants often allege 
that, in the officer’s experience, people 
who commit a particular crime use their 
phones to communicate about that 
crime or take pictures that could consti-
tute evidence.19 The affidavits commonly 
lack case-specific reasons to believe that 
evidence of the crime under investiga-
tion will be found on the particular 
devices or services. A court then improp-
erly issues a warrant. But the fact that 
evidence of a crime is often found in a 
particular location does not supply prob-
able cause to believe that it will be found 
in that location in any particular case.20  

An officer’s training and experience 
can often be a basis for probable cause, 
but there still needs to be some specific 
connection to the investigation under-
way, and not merely a general assertion 
that would apply to any and all such 
crimes. For example, drug dealers often 
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keep controlled substances in their 
homes, purses, or cars. But police are not 
generally permitted to search these places 
without investigation-specific reasons to 
believe evidence will be found there. In 
United States v. Brown, the Sixth Circuit 
suppressed evidence obtained pursuant 
to a warrant because the affidavit in sup-
port of the warrant request “failed to 
establish the required nexus between the 
alleged drug trafficking and Brown’s res-
idence.”21 There must be some reliable 

evidence connecting the known drug 
dealer’s ongoing criminal activity to the 
residence, such as an informant who 
observed drug deals or drug parapherna-
lia in or around the residence.22 Similarly, 
the averment that a defendant is allegedly 
in a gang should not alone be sufficient 
for probable cause.23  

In Commonwealth v. Broom, the affi-
ant asserted that in his training and expe-
rience “cellular telephones contain multi-
ple modes used to store vast amount of 
electronic data;” and that many types of 
data the detective sought to examine 
would be found on the defendant’s cellu-
lar telephone.24 But without “a substan-
tial, particularized basis reasonably to 
expect that the files on the cellular tele-
phone that police sought to search would 
contain information related to the homi-
cide under investigation,” especially 
because other information suggested 
that the victim and the suspect had not 
communicated by phone that evening, 
the Massachusetts Supreme Judicial 
Court held that the warrant was “gener-
al” and “conclusory” and not supported 
by probable cause.25 

In Commonwealth v. White, the 
Massachusetts high court addressed a 
warrant where the defendant’s cellular 
telephone was seized on the basis that 
(1) the officers had reason to believe 
that the defendant participated with 
others in committing a crime and 
(2) their training and experience in 
cases involving multiple defendants 
suggested that such defendants usually 
used their devices to communicate.26 
The court explained that upholding the 
warrant would essentially allow police 
to obtain a warrant in every criminal 
case by simply stating that, in their 
experience, individuals use phones to 
conduct criminal activity. “If this were 

sufficient … it would be a rare case 
where probable cause to charge some-
one with a crime would not open the 
person’s cellular telephone to seizure 
and subsequent search.27  

The Texas Court of Criminal Appeals 
in State v. Baldwin made the same point in 
holding that a warrant to search a phone 
was insufficient.28 Boilerplate language 
asserting that it is common for criminals 
to store evidence on phones must be 
accompanied by additional facts. In 

Baldwin, the “‘other fact’ … that two Black 
men committed the offense together” was 
insufficient to connect the mobile phone 
to the offense.29  

It is a slippery slope when courts 
automatically find probable cause to 
search electronic devices. Therefore, a 
factual nexus is constitutionally required 
and, as a growing number of cases rec-
ognize, it must be based on more than 
the fact that computers and phones are 
part of everyday life.  

 
V. Warrants may not authorize 

seizure of all data, but they 
should be limited by category 
of data, date range, and other 
filters to the extent possible.30 
 
With cellphones and laptops, if com-

puter hardware is contraband, an instru-
mentality of a crime, or the fruits of a 
crime, investigators may physically seize 
it.31 But even when the seizure is based on 
the likelihood that evidence may be 
stored on hard drives or mobile phones, 
courts have generally been convinced that 
seizure of the entire device and all data on 
it is necessary to (1) create a forensically 
sound mirror or image copy; and (2) to 
conduct a proper investigative search 
because investigators cannot meaningful-
ly segregate responsive from non-respon-
sive data on site. Thus, courts have gener-
ally authorized broad seizures of stored 
data for logistical reasons, justified by 
constraints at the search stage.32 Rule 41 
of the Federal Rules of Criminal 
Procedure expressly contemplates the 
need for this two-stage process.33  

Yet seize !rst, search second is not 
always constitutional. Any overseizure 
must still be “reasonable” within the 
meaning of the Fourth Amendment. 
Rule 41 does not (and constitutionally 

could not) authorize seizures of data that 
are unnecessary or unreasonable in the 
context of a particular investigation.34  

Whatever the merits of a seize !rst, 
search second approach in the context of 
computer hard drives, the same consid-
erations do not justify seizures of data in 
an email or social media account. Courts 
may not issue warrants purporting to 
authorize seizure of all data from an 
electronic account (all-data or all-con-
tent warrants).35  

First, providers can preserve account 
data after the receipt of a warrant, so time 
is no longer of the essence in the same 
way that it is when officers must seize a 
device from the suspect’s possession. 
Second, the service provider generally has 
the capability to filter out irrelevant cate-
gories of data or irrelevant time frames.36  

Notably, the means of hiding evi-
dence on a hard drive are not currently 
possible in the context of a Facebook or 
other social media account.37 Information 
associated with the account is categorized 
and sorted by the company, not by the 
user. Even sophisticated criminals cannot 
effectively hide evidence behind mislead-
ing file names or types online. “[T]here is 
no possibility that a user could have filed 
an incriminating photo as a ‘poke,’ and 
there is no chance that an incriminating 
message will be stored as a third-party 
password or a rejected friend request.”38 
The platform organizes the information 
in such a way that even a technologically 
sophisticated criminal cannot effectively 
conceal information in a different catego-
ry of information.39  

Thus, to the extent possible, war-
rants must contain limits on what data 
police can seize and search, especially 
from online providers where compli-
ance with those limits is possible and 
will not unduly interfere with a legiti-
mate investigation.  

 
A. Warrants must limit the categories 

of data to be seized from social 
media or cloud-storage accounts to 
those responsive to probable cause. 

 
For email or social media account 

data, investigators routinely obtain war-
rants for seizure of “all data,” “all con-
tent,” or an extensive boilerplate list of 
every and any type of data that might 
exist for the particular provider. The 
data categories seek to capture every-
thing, not just evidence of the crime 
under investigation.40 These warrants are 
susceptible to attack. With respect to 
data in online accounts, a provider may 
be capable of initially sorting some non-

S
E

A
R

C
H

 W
A

R
R

A
N

T
S

N A C D L . O R G                                                                                             T H E  C H A M P I O N30

Current search warrant practice falls  
short in three ways: lack of nexus,  
overseizure, and rummaging searches.

https://www.nacdl.org/


responsive information out of the trove 
provided to law enforcement. A search 
warrant to Facebook demanding all of a 
suspect’s personal information, activity 
logs, photos and videos, as well as mate-
rials posted by others that tagged the 
suspect, all postings, private messages, 
and chats, all friend requests, groups and 
applications activity, all private messages 
and video call history, check-ins, IP logs, 
“likes,” searches, use of Facebook 
Marketplace, payment information, pri-
vacy settings, blocked users, and tech 
support requests is likely overbroad.41 If, 
for example, a case involves a conspiracy 
to sell drugs, the police do not need 
passwords, tagged posts, or “likes.” 
Warrant-issuing courts “can and should 
take particular care to ensure that the 
scope of searches involving Facebook are 
‘defined by the object of the search and 
the places in which there is probable 
cause to believe that it may be found.’”42  

Defense attorneys have strong 
grounds to challenge “all-data,” “all-con-
tent,” or boilerplate warrants containing 
comprehensive lists of types of data on 
overbreadth grounds — warrants to 
online service providers should list only 
relevant categories of data tailored to the 
investigation at hand.  

B. Warrants without a date  
range are also overbroad.  

 
Email and social media accounts 

usually go back years and contain thou-
sands or tens of thousands of messages 
with people uninvolved in any wrongdo-
ing. In most cases, the vast majority of 
those messages will not be relevant to 
probable cause.  

For seizures of data from online 
service providers, it will almost always 
be feasible to request materials from a 
limited date range.43 For example, in In 
re Search of Information Associated with 
Four Redacted Gmail Accounts, the war-
rant sought all emails associated with 
the suspect’s account.44 The court held 
that the warrant was overbroad because 
Google is able to date-restrict the email 
content it discloses to the government, 
hewing more closely to probable cause. 
In State v. Mansor, the Oregon Supreme 
Court held that the warrant to search 
the defendant’s computer was proper 
because it was limited to search history 
on the day of a child’s injury and 
death.45 The state’s subsequent search, 
through data from weeks and months 
before the death, was outside the scope 
of the warrant, and impermissible.46 

Similarly, in Commonwealth v. Snow, 
the Massachusetts Supreme Judicial 
Court found that a warrant to search 
the cellphone of a defendant accused of 
murder was insufficiently particular 
because it authorized a search without a 
temporal limit, even though the gov-
ernment argued “it was unknown 
‘when the weapon used was acquired 
and when any related conspiracy may 
have been formed.’”47  

Warrants may also be overbroad 
because the seized data could have easily 
been narrowed further based on case-
specific filters. For example, officers 
could easily limit an email warrant to 
demand only messages between co-con-
spirators. Parsing messages between 
specific users is a commonplace func-
tionality, just as account holders search 
their own inboxes. The government may 
also have had an obligation to limit its 
acquisition to mail sent by the suspect, 
rather than from unrelated third par-
ties, or exclude emails between suspects 
and their attorneys, clergy, doctors, or 
spouses. Several magistrate judges have 
refused to issue warrants without such 
filtering by keyword, communicants, or 
other factors, though frequently the dis-
trict court has overruled them.48  
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Images may be another area in 
which providers’ built-in search capabil-
ities enable more tailored data seizures.49 
Investigators might seek from a service 
like Google Photos only those images 
that were taken at a particular location 
or that contain the face of a particular 
person of interest.  

The government’s main objection 
to having online service providers 
search for and disclose only a portion of 
online account data is that providers are 
poorly positioned to conduct investiga-
tions for law enforcement. Providers do 
not know the facts of the investigation 
and are not trained law enforcement 
actors. All true. However, specifications 
such as data category limitations, time 
frames, email to/from limits, and photo 
searches need not require the provider 
to understand the investigation or exer-
cise any discretion. The search terms 
could be clear, set by the investigators, 
and overseen by the issuing magistrate. 
Often, these advanced searches are well 
within the capability of the provider 
and require no investigatory expertise 
to perform. Investigators can then fol-
low up on any leads by obtaining a sec-
ond warrant. 

 
VI. Warrants must cabin data 

searches to probable cause. 
 
The same principle applies to searches 

just as well as seizures. Investigators should 
not be permitted to rummage through 
cellphones or social media accounts, as this 
practice exposes swaths of private infor-
mation for which there is no probable 
cause to the government. Especially when 
logistical necessities justify the govern-
ment’s overbroad data seizures, courts 
must be vigilant in ensuring that any sub-
sequent search is sufficiently narrow.  

The Ninth Circuit has issued an in-
depth decision discussing the problem 
of restraining searches of intermingled 
evidence. In Comprehensive Drug Test-
ing, Inc., law enforcement officers 
obtained a warrant to search the elec-
tronically stored drug-testing records of 
10 Major League Baseball players.50 In 
executing the warrant, officials seized 
and examined the drug-testing records 
of hundreds of other players, who were 
not subject to the warrant, but whose 
records were intermingled with those of 
the 10 players named in the warrant. 
Chief Judge Kozinski, joined by four 
other judges, recognized many of the 
Fourth Amendment problems with elec-
tronic searches, and recommended addi-
tional limitations that may be constitu-

tionally necessary to render digital 
searches reasonable.51 The Ninth Circuit 
did not impose these limitations on 
future searches, however. 

The CDT analysis remains impor-
tant and influential, but it leaves open 
many questions.52 Are the listed safe-
guards required by the Fourth Amend-
ment? Do judges have the authority to 
impose these restrictions?53 Is search, 
retention, use, or disclosure of that data a 
Fourth Amendment search or seizure 
subject to the constitutional requirement 
of reasonableness and a warrant? What 
happens when a scoped search turns up 
evidence of a new offense?  

Ultimately, CDT assumes that broad 
seizures and broad searches are reason-
able, and looks for ways to ensure that 
investigators do not get a windfall of evi-
dence unrelated to probable cause. How-
ever, broad seizures and broad searches 
will often be outside the scope of proba-
ble cause and unnecessary. The first step 
to protecting Fourth Amendment inter-
ests is to limit the amount of non-
responsive data that may be accessed by 
law enforcement in the first instance. The 
second step is for the warrant to limit 
searches of that data.  

 
A. Warrants may not authorize 

searches of all content, and should 
be limited by date range and 
category, among other parameters.  

 
Frequently, warrants state that offi-

cers may search “all content” on a device, 
or a comprehensive laundry list of files 
and folders, for evidence. This authoriza-
tion may be limited by the requirement 
that the search be for evidence of the 
crime for which there is probable cause. 
The warrant does not contain other 
parameters for the search. The presump-
tion is that officers must have the discre-
tion to review all the data on the grounds 
that evidence could be hidden anywhere.54  

In fact, it is not as easy to hide data as 
the government frequently asserts. As 
explored in the Shipp case, social media 
and other online data is classified by the 
provider and there is no way to, for exam-
ple, hide an incriminating photo in a 
rejected friend request.55 And for cell-
phones, data is generally not stored 
according to the user’s wishes, but as 
designed by the operating system manu-
facturer. As the tech policy nonprofit 
Upturn explained in an amicus brief filed 
in the case State v. Smith, modern cell-
phones operate differently from comput-
ers “because mobile operatizing systems 
are designed for ease of use and do not 

emphasize user-directed file organiza-
tion.”56 “As any iPhone or Android user can 
tell, users no longer determine where an 
app stores its files, because users have no 
direct access to the file directory.”57 “This 
layer of abstraction over the cellphone’s 
core functions (that computers do not 
exhibit to the same extent) means that cell-
phone users are generally not able to 
directly manipulate their cellphone data.”58 

Furthermore, today’s forensic tools 
are powerful enough to find images and 
documents regardless of file names, file 
extensions, or where they are stored. 
For example, forensic tools can still dis-
cover and display an image file hidden 
in an unexpected folder and renamed 
with a misleading file extension.59 
Moreover, the rare occasion where a 
user is especially sophisticated should 
not justify a default rule for broad 
searches of most cellphones.  

Were courts to adopt the argument 
that police can look at all the informa-
tion they seize, there would be no mean-
ingful limit to searches or seizures of 
digital information. For this reason, the 
Michigan Supreme Court rejected the 
state’s argument that an officer may 
always review all digital data seized pur-
suant to a warrant on the basis of the 
possibility that evidence may be con-
cealed, mislabeled, or manipulated. 
“Such a per se rule would effectively nul-
lify the particularity requirement of the 
Fourth Amendment in the context of 
cellphone data and rehabilitate an 
impermissible general warrant that 
‘would in effect give police officers 
unbridled discretion to rummage at will 
among a person’s private effects.’”60  

An increasing number of courts, 
therefore, are holding that searching in 
the right place, not every place, is the 
only plan that complies with the 
Constitution.61 For example, probable 
cause to search for photographs does not 
amount to probable cause to search for 
web history.62 And probable cause to 
determine whether a suspect’s phone 
had a flashlight function does not 
authorize general rummaging through 
the phone’s entire contents.63 

Warrants can limit searches for elec-
tronic evidence by file type as well as by 
description and time without unduly 
interfering with law enforcement investi-
gations. If there is probable cause to 
believe that co-conspirators texted each 
other, there is no reason in the first 
instance to search photos. If investigators 
learn that suspicious texts attach photos, 
then the search can expand to those (and 
related) photos, either pursuant to a sec-
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ond warrant or under the first warrant as 
overseen by the issuing judge. U.S. 
Supreme Court precedent supports limit-
ing searches by file type or category. Riley 
explicitly discussed the invasiveness of 
law enforcement access to different “cate-
gories,” “areas,” “types” of data, and 
“apps.”64 The Court also pointed out that 
“certain types of data are qualitatively dif-
ferent” from others in terms of privacy.65 

For example, the Delaware Supreme 
Court has held that a warrant permitting 
search and seizure of “any/all data stored 
by whatever means” failed the Fourth 
Amendment and state constitution’s par-
ticularity requirements.66 The court stated 
that it was “reluctant to make specific pro-
nouncements about what is required in a 
search warrant for electronic devices for 
fear that [it] might tie the hands of inves-
tigators,” but emphasized that more speci-
ficity is required than simply identifying 
the smartphones to be searched and allow-
ing a search of all data “pertinent to the 
criminal investigation.”67 Of course, not all 
courts have taken this approach yet.68  

Warrants can limit searches based 
on time frame, information sought, and 
file type — especially when authorizing 
searches of sensitive categories of data 
such as personal conversations. For 
example, in People v. Herrera, the Col-
orado Supreme Court suppressed evi-
dence contained in a text message involv-
ing a third party not named in the war-
rant. The court held that the govern-
ment’s argument that any text message 
folder could be searched because of the 
abstract possibility that the folder might 
contain indicia of who owned the phone, 
or might have been deceptively labeled, 
would result in an unconstitutional lim-
itless search.69 Thus, the appropriate 
search criteria would have identified the 
relevant file type (text messages) and the 
text conversations relevant to the inquiry 
(those involving the individuals named 
in the warrant). These functional limita-
tions can be constitutionally required, as 
the law is clear that police cannot get a 
warrant to seize or search categories of 
data for which there is no probable cause.  

In a similar vein, when a search is 
authorized by consent rather than by a 
warrant, the search must not exceed the 
scope of that consent.70 All government 
inspections must be tied to the underly-
ing authority for that search.  

Courts should be especially recep-
tive to this argument because examining 
everything, even cursorily, is impossible. 
There is no way that investigators tasked 
with making sense of a flood of data, the 
vast majority of which has nothing to do 

with criminal activity, can do so without 
targeted searches. The officers will 
inevitably be exercising their discretion, 
and the Fourth Amendment is clear that 
their discretion must be cabined by the 
warrant.71 These limitations are needed 
to prevent “general rummaging” when 
searching electronically stored informa-
tion such as email accounts.72 

 
B. Police may search for evidence 

only of the probable cause crime, 
and additional searches require a 
second warrant, at the very least. 

 
Well established in case law is that 

police may only search seized data for 
evidence of the crime for which they 
have probable cause and a warrant. 
Nevertheless, in several recent cases the 
government raised a host of reasons 
such searches would be permissible — 
from a lack of expectation of privacy, to 
application of a “second look” doctrine, 
to the classification of seized data as 
merely “police records.” These efforts 
should always fail.  

In United States v Carey, a police 
officer searched a laptop for evidence of 
drug distribution pursuant to a warrant. 
While searching the laptop, the officer 
stumbled upon child sexual abuse mate-
rials (CSAM).73 At this point, he began 
searching for and opening files he 
believed were likely to contain CSAM, 
instead of continuing to search only for 
evidence of drug distribution. The Tenth 
Circuit held that the officer’s “unconsti-
tutional general search” violated the sus-
pect’s expectation of privacy in data not 
described in the warrant, and sup-
pressed the evidence.74  

In contrast, in United States v. 
Walser, the facts were similar to Carey, 
but the investigator, upon unexpectedly 
finding child abuse images, “immediately 
ceased his search of the computer hard 
drive and … submit[ted] an affidavit for 
a new search warrant specifically author-
izing a search for evidence of possession 
of child pornography.”75 Because the offi-
cer did not search for evidence of the 
new crime of possession of illicit images 
without authorization from the magis-
trate in the form of a warrant based on 
probable cause, the materials were prop-
erly admitted into evidence.76  

At the very least, Carey and Walser 
mean that before police may search elec-
tronic data for evidence of a crime not 
identified in the warrant, they must first 
obtain a new warrant. For example, the 
Michigan Supreme Court, in People v. 
Hughes, rejected the state’s view that 

once a warrant issues to search a cell-
phone for evidence of one crime, the 
defendant no longer has a reasonable 
expectation of privacy in any of his data. 
The court held that a seizure deprives an 
individual of control over the property 
but does not reduce his reasonable 
expectation of privacy in the contents of 
the property.77 Warrants require proba-
ble cause and particularity precisely 
because searching for evidence of an 
unrelated crime is not permitted, even 
when the object is lawfully seized.78 

At least one court, now reversed, 
has held that even a second warrant may 
not be justification enough to search 
non-responsive information retained by 
the government.79 In United States v. 
Ganias, the FBI seized an accountant’s 
digital files in connection with an inves-
tigation in which the accountant was 
not a suspect. The government did not 
delete or return information outside the 
scope of the warrant and, about two-
and-a-half years later, obtained a sepa-
rate warrant to investigate the account-
ant for tax improprieties. A Second Cir-
cuit panel held that the years-long delay 
in deleting non-responsive information 
violated the Fourth Amendment and, 
since the government should not have 
had the information in the first place, 
the violation was not cured by officers’ 
having obtained a second warrant to 
search Ganias’s files in connection with 
the tax evasion case.80 The en banc Sec-
ond Circuit reversed on the grounds 
that the search, even if illegal, was in 
good faith because it was performed 
pursuant to a warrant.81 But the panel’s 
reasoning remains persuasive: People 
have an ongoing Fourth Amendment 
right in how their data is used, analyzed, 
stored, shared, and ultimately deleted, 
including post-seizure.  

While courts are increasingly 
accepting this conclusion, there are as 
yet no answers to how long police may 
retain data. At a certain point — two-
and-a-half years in Ganias — the gov-
ernment’s ongoing retention of data is 
no longer reasonable, and thus violates 
the Fourth Amendment. No second war-
rant can cure the problem of the overly 
long data retention, and without the 
data, the warrant would be pointless.82  

 
VII. Conclusion 

 
Data seizures must be permitted 

only when there is a case-specific reason 
to believe that evidence of the crime 
under investigation exists among the 
data to be seized. Courts should require 
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police to use available tools — for exam-
ple, category, date, and keyword filters — 
to limit both data seizures and data 
searches. The Fourth Amendment’s par-
ticularity and overbreadth rules apply in 
the digital context to ensure that non-
responsive data remains private to the 
extent possible. Proper use of forensic 
tools could further limit exposure of pri-
vate information to police officers and 
also enable judicial oversight of searches. 
Rather than defer to agents’ judgment, 
courts must use the tools at their disposal 
to ensure this outcome. Data should be 
segregated and the non-responsive data 
should be sequestered and ultimately 
returned or deleted.  

While it is challenging to obtain sup-
pression for an individual client, litigating 
these issues can improve outcomes and 
dissuade privacy violations overall.  

© 2023, National Association of 
Criminal Defense Lawyers. All rights 
reserved. 
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