
Michael Price

(202) 465-7615 | mprice@nacdl.org



“Reverse” Warrants
¡ Geofence Warrants

¡ Keyword Warrants



Geofence Warrants

“Location History”



Location History - Android



Location History - iPhone



Google Location Inputs



Determining Location from Wifi



Wifi Fingerprinting



Wifi Fingerprinting



The “Display Radius”





Designed to Sell Ads, 
Not Solve Crimes



Geofence Warrant 3-Step Process



Geofence Warrant 3-Step Process
1) Google provides “anonymized” data for devices “inside” the geofence



Geofence Warrant 3-Step Process
2) Police narrow the list, get additional data on “devices of interest” 

– no geographic limits, more time



Geofence Warrant 3-Step* Process

*Steps may vary. 

3) Police narrow it down to the finalists, then get “de-anonymized” 
info on selected users.



3PD

Challenging Geofence Warrants

1. A “Search” Occurred
¡ Reasonable expectation of privacy
¡ Property interest

2. Unconstitutional General Warrant
¡ Overbreadth
¡ Lack of particularity

3. No Good Faith 



Electronic Device Location 
Information Act



Reasonable Expectation of Privacy
Argue Carpenter v. United States, 138 S. Ct. 2206 
(2018):

¡ Citing “depth, breadth, and comprehensive 
reach” of CSLI (7 days or more) 

¡ Contains the “privacies of life”

¡ Revealing to service providers is not voluntary



Comprehensive? 
A Little Goes a Long Way

¡ Location History is more potent than CSLI:

vs.



Reveals the “Privacies of Life” Like GPS
¡ GPS & LH can both disclose: “trips to the 

psychiatrist, the plastic surgeon, the 
abortion clinic, the AIDS treatment 
center, the strip club, the criminal 
defense attorney, the by-the-hour 
motel, the union meeting, the mosque, 
synagogue or church, the gay bar and 
on and on.” (Jones, accord. Carpenter)

¡ LH also identifies people inside homes & 
other places (not just on public roads)



Voluntarily?
Click-wrap “Consent Flows”



Voluntary?
Need to Find Out:

1. Date/Time LH Enabled
Ø Subpoena the “Account 

Change History”
Ø Do Google “Takeout”

2. Method of Opt-In
Ø Forensic examination

3. Appearance of the 
”Consent Flow”
Ø Has changed over time
Ø Enabled by default in 2015



LH Will Still Track, Even If…

¡ You’re not using the phone

¡ You don’t use/delete the app 

¡ You delete your Location History



Property Interest
¡ Location History data = personal “papers and effects”



Overbreadth 
(Lack of Probable Cause)

Scope of the search:
¡ Requires searching all accounts 

with LH enabled

¡ 1/3 of Google users have LH 
enabled

     = 592 million users (2018)

¡ Epic dragnet à general warrant



Overbreadth

- Decl. of Emily Mosely, People v. Dawes (Cal. Sup. Ct.)



Generalizations ≠ PC



Overbreadth 
¡ Evidence there was a cell phone involved with LH enabled? 

Ø Need a factual nexus between the crime & the data searched/seized

¡ Or pure conjecture?
Ø Affidavits full of statistics & generalizations (that don’t even pan out)

85% x 40.5% x 33% = 11% 

85% have a smartphone 1/3 LH enabled

40.5% Android

FAIR PROBABILITY?



Overbreadth

¡ Generalizations ≠ PC

¡ 0 x 0 x 0 = 0

¡ No probable cause to search 
or seize anyone’s data



Particularity (Discretion) – Step 1

1) What to search?
¡ Location History (“Sensorvault”)
¡ Web & App Activity
¡ Google Location Accuracy 

2) What to seize?
¡ How to count responsive 

devices?



Location History
vs.

Web & App Activity
vs. 

 Google Location Accuracy

What to Search?



What to Seize?
Understanding the “Display Radius”



What to Seize?

False Positives



What to Seize?

False Positives



False Positives

What to Seize?



What to Seize?

How to count?



What to Seize?

Option 1



What to Seize?

Option 2



What to Seize?

Option 3



Particularity (Discretion) – Steps 2 & 3

¡ Explicitly up to the police 
whose data gets searched 
& seized in Steps 2 & 3.

¡ No judge



“Anonymized” Data?
¡ Step 1 & 2 data is “anonymized” – but 

it really isn’t.

¡ Identifiers are static, tied to individual 
accounts, & can be cross-referenced 
over multiple searches.

¡ Can subpoena subscriber info for 
(some) “anonymized” identifiers.

¡ Trivial to identify people from Step 2 
data.



“Anonymized” Data?

U.S. v. Chatrie, 2022 WL 628905 (E.D.Va. 2022)



No Good Faith
¡ Google & DOJ created the 3-step process, 

produced a “go-by”

¡ Seems designed to save face for Google & 
not freak out judges

¡ But omits critical information & masks true 
scope of the search (consider Franks)

¡ Not reasonable to believe there’s PC to 
search 592 million

¡ General warrant – invalid on its face, void



United States v. Chatrie
2022 WL 628905 (E.D.Va. 2022)

Held:   Geofence warrant violated the Fourth Amendment 
because the Government lacked “particularized 
probable cause as to every Google user in the geofence.”

Overbreadth:

¡ “[W]arrants, like this one, that authorize the search of every 
person within a particular area must establish probable cause to 
search every one of those persons.”



United States v. Chatrie
2022 WL 628905 (E.D.Va. 2022)

Particularity:

¡  “Steps 2 and 3—undertaken with no judicial review 
whatsoever—improperly provided law enforcement and 
Google with unbridled discretion to decide which accounts 
will be subject to further intrusions.”

Briefs & Transcripts: www.nacdl.org/Chatrie



(Some) Geofence Opinions
¡ In re Search Warrant Application for Geofence Location Data Stored at Google, 2020 WL 6343084 (N.D. Ill. 2020)

¡ In re Information Stored at Premises Controlled by Google, 481 F. Supp. 3d 730 (N.D. Ill. 2020)

¡ In re Information Stored at Premises Controlled by Google, 2020 WL 5491763 (N.D. Ill. July 8, 2020)

¡ In re Search of Information that is Stored at the Premises Controlled by Google, 542 F. Supp. 3d 1153 (D. Kan. 2021)

¡ In re Search of Information That Is Stored at the Premises Controlled by Google, 2021 WL 6196136 (D.D.C. 2021)

¡ Commonwealth v. Fleischmann, No. 2072CR00046 (Ma. Sup. Ct. Aug. 31, 2021)

¡ In re Search of Information Stored at the Premises Controlled by Google, No. KM-2022-79 (Va. Cir. Ct., Feb. 24, 2022)

¡ State v. Dawes, No. 19002022 (CA Superior Ct., Sept. 30, 2022)

¡ United States v. Rhine, No. CR 21-0687 (RC), 2023 WL 372044 (D.D.C. Jan. 24, 2023) 

¡ People v. Meza, 312 Cal. Rptr. 3d 1 (Ct. App. 2023), review denied (Aug. 16, 2023)

¡ Wells v. State, No. 05-21-00855-CR, 2023 WL 5424313 (Tex. App. Aug. 23, 2023)



Keyword Warrants



Keyword Warrants



Keyword Warrants



Keyword Warrants
Searches everyone who ran a search 
during a given time. Search & Maps.

¡ “Authenticated” (signed-in) 

    “GAIA ID”

¡ Not authenticated (not signed-in)

    “Browser Cookie ID”



Billions

- Decl. of Nikki Adeli, People v. Seymour (Colo. D. Ct.)



Keyword Warrant Return
Google creates a “production copy” that is “de-identified”

GAIA ID or
Browser Cookie ID



Keyword Warrant Return
Google creates a “production copy” that is “de-identified”

No Geographic Limit



Keyword Warrant Return
Google creates a “production copy” that is “de-identified”

Queries may contain “other words”



Keyword Warrant Return
Google creates a “production copy” that is “de-identified”

Full IP
Addresses



Challenging Keyword Warrants
1. Fourth Amendment Interest

¡ Reasonable expectation of privacy 
¡ Property interest

2. Unconstitutional General Warrant
¡ Overbreadth
¡ Lack of particularity

3. No Good Faith



Fourth Amendment Interest
¡ Expectation of privacy: 
¡ Search history is some of the most 

private data that exists.
¡ See Seymour briefing & EFF amicus

¡ Property interest:
¡ Search History is “account contents”
¡ Like photos, emails = private ”papers”



Overbreadth
¡ No probable cause for even one 

person’s search history

¡ No probable cause to search 
billions

¡ Over-seizure of searches that 
contain “other words”



Particularity

¡ Place to be searched = “1600 
Amphitheater Parkway”?

¡ Fails to identify individual accounts

¡ Digital equivalent of a billion-story 
apartment building



Resources
¡ Briefs, Transcripts, Google Materials:

https://www.nacdl.org/Content/Reverse-Search-Warrants

¡ Geofence Primer 

¡ Email us!  4AC@nacdl.org

https://www.nacdl.org/Content/Reverse-Search-Warrants


mprice@nacdl.org

4AC@NACDL.org 


