
Fwd: Re: atty-inmate emaJ! snafu 
From 

To 
Date 

Subject: 

Attachments: 

b)(6) ; (b)(7)(C) 

2016/06 /09 08:53 

Fwd: Re: atty-inmat e email snafu 

TEXT.htm, Arcerio Answering Brief - 6-6-16 draft.docx, Arciero v 
Holder.rtf, H.R. 3864 .. pdf 

(b)(B); (b)(?)(C) A di d h • ·1 h • h ,b)(B); A h d s scusse , ere 1s my ema1 exc ange wit oJ(7J(c) ttac e are: 

1. The Arcerio Answering Brief draft. 

2. The Arcerio case that is being appealed. 

3. The bill introduced in the House that hasn't gone further. 

I'll keep you updated. 

6/8/2016 10:42 PM>>> ......,.,. ________ __. 

Hi, ~lmici I'm not a comma-after-the-hi person, like you. But, when communicating with 
someone (usually another attorney) who respects the rule s of punctuation , I feel compelled to 
let them know I under stand them too. So, there you go. 

You are six hours ahead. I can call around 8 am my time , 2 pm your time tomorrow 
(Thursday) or a little later, depending on what works for you. That's the earliest I could do, 
but later is always an option. 

b)(5) 
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(b) (5); (b)(6) ; (b)(7XC) 

> > > (b) (6); (b)(7)(C) 6/8/2016 10:36 AM >>> 
Hi, ~ll~l\q I ju st wanted to respond to your emails with the following: 

1. I looked on Westlaw too - that' s how I found Arciero - and it also told me I didn't have 
acc ess to the appeal... :) That's what prompt ed me to bug you. 

2. I think this might necessitate a business trip for me to your location . Plea se make it 
happ en. ;) 

b)(5) 
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(b)(5) 

7. I'd like to speak with you further about this before reaching out tofgli~l\q I I'm not sure what 
the "protocol" is for me to do that and I want to check with my boss(es) first. ;) 

THANKS FOR BEING SO DARN HELPFUL!!! Like I said in my previous email, let's figure 
out a time/date to s eak. I will accommodate your time zone!!! Just let me know when! I 
can be reached at bl<

5
J: (bJ(?J(CJ and am willing to talk pretty much anytime, day or night, if 

warned first! :) 

(b)(6) ; (b)(7)(C) 

LCI - OGC, HOLC (b)( 5); (b)(?)(C) 

Federa l Bureau of Prisons 
(b)(6); (b)(7)(C) 

SENSITIVE /PRIVILEGED COMMUNICATION 
The information contained in this e lectronic message and any and all acco mpanying documents constitutes sensitive 
information. This informat ion is the property of the U.S. Depart ment of Justic e. 
If you are not the intended recipient ofthis information, any disclo sure, copying , distribution, or the taking of any 
ac tion in reliance on this informat ion is strictly prohibited. If you received this message in error , please notify us 
immediat ely at the above number to make arra ngements for its return to us . 

> > > (b)(6) ; (b)(7)(C) 6/7/2016 2:17 PM >>> 
~;;,----,.------,----,J 

Hi gl[~l;cc1 Pacer has no info about this appeal. Westlaw told me: "You do not have access to 
ALAN MAPUATULI , ET AL V. ERIC HOLDER, JR., ET AL because it is not authorized 
und er your subscription agreement," whatever that means. I am not sure what the status of 
the appea l is. However, I have spoken to the AUSA about this case for unrelated rea sons and 
will ask him about the current status. 

(b)(5) 

(b)(6); 
(b)(7)(C) 

epartment o ust1ce e era ureau of Prisons 
FDC Honolulu I 351 Elliot Street I Honolulu, HI 96819 
T: r b)(6); (b)(7)(C) ~ bop.gov 
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> > > l(b)(6); (b)(7)(C) 1617/2016 4:24 AM >>> 

(b)(5) ; (b)(6) ; (b)(7XC) 

Thanks! 

(b}(6); (b)(7)(C) 

LCI - OGC 1-IOLC (b)(G); (b) (7)(C) 

' 
Federal Burea u of Prisons 

(b)(6) ; (b)(7)(C) 

SENS ITIVE/PRMLEG ED COMMUNICATION 
The information contained in this electronic message and any and all accompanying documents constitutes sensitive 
information. This information is the property of the U.S. Department of Justic e. 
If you are not the intended recipient of this information, any disclo sure, copying, distribution, or the taking of any 
action in reliance on this information is stric tly prohibited. If you received this message in error , please notify us 
immediat ely at the above number to make arrangements for its return to us. 
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114TH CONGRE SS H R 3864 1ST SESSION • • 
To prc,·cnt certain monitoring and interception by F edera l authorities of 

Federa l prisoner communications that are suQject to attorney -client privilege. 

I N rrI -IE HOUSE OF REPRESENrrArrIVES 

O CTOBER 29, 2015 

Mr. J EFFRIES (for himself and lVlr. COLJ,INS of Georgia) introclnced the 
following bill; which was referred to the Committee on the Judiciar y 

A BILL 

I 

rro prevent certain monitoring and int erception by F ederal 

authoriti es of F ederal pri soner communicat ions that are 

subject to attorney-cl ient privilege. 

l Be it enacted by the Senate and I-I 01,,1,se of Representa-

2 ti-ves of the United States of-America -in Congress assembled, 

3 SECTION 1. SHORT TITLE. 

4 This Act may be cited as the "Effective Assistan ce 

5 of Counsel in the Digital Era Act''. 

6 SEC. 2. PRISONER COMMUNICATIONS THAT ARE SUBJECT 

7 TO ATI'ORNEY-CLIENT PRIVILEGE. 

8 (a) IN GEKERAL.- Except as provided in subsection 

9 (b) it shall be unlawful for any person acting under th e 

10 authority of th e Un ited States to monitor any electroni c 
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2 

I con1munication (as defined m section 2510 of t itle 18, 

2 United States Code) to which a pr isoner in a Bureau of 

3 Prisons correctional facility is a part y, if that cornmunica-

4 tion is subject to attorne y-client privilege. 

5 (b) Ex cEPTION.-Subscc tion (a) docs not apply to a 

6 communicat ion th e Attorney General has reason to believe 

7 poses a thr eat to nat ional secur ity . 

8 (c) RULES BY AT 'l'ORNEY GENER~'\L;.-The Attorney 

9 General shall pre scribe rules to carry out this section. 

0 

•HR 3864 IH 
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Re: Inmate email issue 
~~~~----~ From b)(6) ; (b)(?)(cJ 

To 
Date 2016/06/09 08:36 

Subject: Re: Inmate email issue 

Attachments: TEXT.htm 

(b)(6) ; (b)(7)(C) 

LCI - OGC, HOLC j(b)(G); (b)(?)(C) I 
Federal Bureau of Prisons 

r b)(6) ; (b)(?)(C) 

SENSITIVE /PRIVILEGED COMMUN ICATION 
The information contained in this e lectronic message and any and all accompanying documents constitutes sensitive 
informat ion. This information is the property of the U.S. Department ofJustice . 
If you are not the intended recipient of this information, any disclosure, copying, distribution, or the taking of any 
action in reliance on this information is strictly prohibited. If you received this message in error , please notify us 
immediately at the above number to make arrangements for its return to us. 

>>> r )(G);(b)(?)(C) 
1
6/9/2016 8:36 AM>>> 

What phone number? 

> > > r b)(6) ; (b)(7)(C) 

That works. 

16/9/2016 8:20 AM > > > 

(b)(6); (b)(7)(C) 

LCI - OGC, HOLCl(b)(G); (b)(?)(C) I 
Federal Bureau of Prisons 

(b)(6) ; (b)(7)(C) 

SENSITIVE/PRIVILEGED COMMUNICATION 
The infor mation contained in this electronic message and any and all accompanying documents 

constitutes sensitive info rmat ion. This information is the property of the U.S. Department of Justice. 

If you are not the intende d recipient of this information , any disclosure, copying, distr ibution , or the 

taking of any action in reliance on this infor mation is strictly prohibited. If you received th is message in 

error, please notify us immed iately at the above number to make arrangements for its return to us. 

> > > l(b)(G); (b)(?)(C) 16/9/2016 8:00 AM > > > 

I' ll call around 8:30 if that works. 

> > > (b)(6); (b)(7)(C) 6/9/2016 6:34 AM > > > ~,,,..- -.------~ 
i~il~lrci Do you have time to talk sometime this morning? ~fb_l(

5
_l -------------~ 
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(b)(5): (b)(6); (b)(7XC) 

(b)(6); (b)(7)(C) 

LCI - OGC, HOL (l (b)(G); (b)(?)(C) I 
Federal Bureau of Prisons 
(b)(6); (b)(7)(C) 

SENSITIVE/PRIVILEGED COMMUNICATION 

The information contained in this electronic message and any and all accompanying documents 
constitutes sensitive information . This information is the property of the U.S. Department of Justice. 

If you are not the intended recipient of this informatio n, any disclosure, copying, distr ibution , or the 

taking of any action in reliance on this informat ion is strictly prohibited. If you received this message in 
error, please notify us immed iately at the above number to make arrangements for its return to us. 
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(b)(6); (b)(7)(C) 

~---~ 
From 

To 
Date 

Subject: 

opened Re: Inmate email issue 
(b)(6); (b)(7)(C) 

2016 /06/09 08 :36 
(b)(6); (b)(7)(C) opened Re: Inmate email issue ~---~ 

(b)(6); (b)(7)(C) 
opened Re: Inmate email issue 
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l(bl<5J; (bH7icci !opened Re: Inmate email issue 
'-----------;::::::;=....~~---~ From (bl(6J; (b)(7l<CJ 

To 
Date 

Subject: 

2016/06/09 08:19 
i<bJ(GJ;(b)(?J<CJ lopened Re: Inmate email issue 

l(b)(6); (b)(7)(C) I d R I il . ~. ------~ opene e: nmate ema issue 
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Correspondenc bJ<
5
l I 

From (bJ(6J; (bJ(7J(cJ 

To 

Start: 
End: 
Subject: 
Place: 
Attachments: 

2016/04/25 10:00 

2016/04/25 09 :30 

Correspond ence f bJ(
5
l 

(b)(6); '-----------' 
(b)(7l(CJ ffice 

TEXT.htm 

Correspondence._rb)_(5_) ___ ____.I and attorney-inmate email monitoring 
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Re: Fwd: Correspondence fbl(5> 

From 

To 

(b)(6); (b)(7)(C) 

Date 2016 /04/25 08:14 

I 

Subject: Re: Fwd: Correspondence l~(b>_,
5
_> ---~ 

Attachments: TEXT.htm 

Ok! Cool. 

(b)(6); (b)(7)(C) 

LCI - OGC, HO (b)(5 ); (b)(l )(C) 

Federal Bureau of Prisons 
(b)(6); (b)(7)(C) 

SENSITIVE /PRIVILEGED COMMUNICATION 
The inform ation contained in this e lectronic message and any and all acco mpanying documents constitutes sens itive 
information . This information is the property of the U.S. Department ofJustice. 
If you are not the intended recipient of this information , any disclosure, copying, distribution, or the taking of any 
ac tion in reliance on this information is strictly prohibited. If you received this message in error , please notify us 
immediat ely at the above number to make arrangements for its return to us. 

>>> l(b)(
5

);( b)(l )(C) ~/25/2016 8:11 AM >>> 

Today at 9:00 still works - thanks for checking in though 

> > > (b)(6); (b)(7) (C) 4/25/2016 8:04 AM>>> 

Do/can you stl meet at 9 a.m. about this? Or would you rather reschedule? It seems like a 
bit much to do on your first day back. I can wait. 

(b)(6); (b)(7)(C) 

LCI - OGC, HOLC (b)(5); (b)(l )(C) 

Federal Bure au of Pnsons 
(b)(6); (b)(7)(C) 

SENSITIVE/PRIVILEGED COMMUNICATION 
The information contained in this electr onic message and any and all acco mpanying docmnents constitutes sens itive 
infonna tion. This information is the prop erty of the U.S. Department of Justic e. 
If you are not the intended recipient of this information, any disclosure, copying , distribution, or the taking of any 
action in reliance on this information is strictly prohibited. If you received this message in error, please notify us 
immediat ely at the above number to make arrangements for its return to us . 

>>> (b)(G):( b)(7)(C) 4/13 /2016 12:13 PM >>> 

Correspond enc e bl(5l and attorn ey-inmat e email monitoring 
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Re: Fwd: Prisons bureau needs to change policy on monitoring inmate emails, ABA 
House urges 
From 

To 

Date 

Subjec t: 

Attachments: 

b)(6) ; (b)(7)(C) 

2016 /04/ 13 12:18 

Re: Fwd: Prisons bureau needs to change policy on monitoring inmate 
emails, ABA House urges 

TEXT.htm, Correspondence f0
l<

5
l 1041316.docx, DOJ 

COMMENTS RE INMATE EMAIL.0 116 .. docx 

Background for our meeting the week of the 25th. Thanks. 

> > ~ (b)( 5); (b)(7)(C) ~ / 13/2016 11 :49 AM > > > 

I attach the f 0l<5l I with the inmate email sections highlighted , and DO J's comments. I 
will make an appomtment for one of those times. Thanks. 

(b)(6): (b)(7)(C) 

LCI - OGC, HOLC (b)( 5); (b)(?)(C) 

Federal Bureau of Prisons 
r b)(6) ; (b)(7)(C) 

1 

SENSITIVE /PRIVILEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying documents constitutes sensitive 
information. This information is the property of the U.S. Departm ent ofJustice. 
If you are not the intended recipient of this information, any disclo sure, copying , distribution, or the taking of any 
action in reliance on this information is strictly prohibited. If you received this message in error , please notify us 
immediat ely at the above number to make arrangements for its return to us . 

> > (b)(
6

): (b)(?)(C) 4/13 /2016 11 :41 AM > > > 

Let' s you, me, and ,~l\~l\q discuss - I am free Friday before 11 this week, or we can look to the 
week of 4/25 sometune. 

In the meantime , can you send the ~r_><
5
_> ----~ !Thanks-

4/13 /2016 11:37 AM >>> 
Hi, ,~ll~l\q Can I set up a meetin to discuss this with ou sometime? Or would ou like me to 
discuss with someone else? 0

H
5> 

(b)(5) 

(b)(6) ; (b)(7)(C) 

LCI - OGC, HOLC l(b)(
6

); (b) (?)(C) I 
Federal Bureau of Prisons 

(b){6) ; (b){7)(C) 

SENSITIVE/PRIVILEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying 
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documents constitutes sensitive information. This information is the property of the U.S. 
Department of Justice. 
If you are not the intended recipient of this information, any disclosure, copying, distribution, 
or the taking of any action in reliance on this information is strictly prohibited. If you received 
this message in error, please notify us immediately at the above number to make arrangements 
for its return to us. 

> > > l(b)(6) ; (b)(7)(C) 14/4/2016 10:03 AM> >> 
b)(5) ; (b)(6); (b)(7XC) 

> > > l(b)(6) ; (b)(7)(C) 12/ 17/2016 10 :51 AM > > > 
,b)(5) ; (b)(6) ; (b)(7XC) 

(b)(6) ; (b)(7)(C) 

LCI - OGC, HOLC l(b)(G); {b)(l)(C) 

Federal Bureau of Pnsons 
(b)(6) ; (b)(7)(C) 

I 

SENSITIVE / PRIVILEGED COMMDNICATION 

The information contained in this electronic message and any and all accompanying 
documents constitutes sensitive information. This information is the propert y of the U.S. 
Department of Justice. 
If you are not the intended recipient of this information, any disclosure, copying, distribution, 
or the taking of any action in reliance on this information is strictly prohibited. If you received 
this message in error, please notify us immediately at the above number to make arrangements 
for its return to us. 

> > > (b)(6) ; (b)(7)(C) 2/ 10/2016 7:11 AM >>> 
Do you know about this? (bJ(

5l 

(b)(6) ; (b)(7)(C) 

LCI - OGC HOLC (b)(G); (b)(l)(C 

' 
Federal Bureau of 

(b)(6) ; (b)(7)(C) 

SENSITIVE /PRIVILEGED COMMUNICATION 
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The information contained in this electronic message and any and all accompanying documents constitutes sensitive 
infonnation. This information is the property of the U.S. Department ofJustice. 
If you are not the intended recipient ofthis information, any disclosure, copying , distribution, or the taking of any 
action in reliance on this information is strictly prohibited. If you received this message in error , please notify us 
immediately at the above number to make arrangements for its return to us . 

>>> rb)(G);(b)(l)(C) 
1

21912016 2:23 PM>>> 

All thanks to the controversy first stirred up the USAO in EDNY, who are getting copies of all 
emails: http:/ /www. abajou m aLcom/news/ art icle/resolution 1 Oa 
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Re: Fwd: Prisons bureau needs to change policy on monitoring inmate emails, ABA 
House urges 
From 

To 

Date 2016 /04/ 13 12:17 

Subjec t: 
Re: Fwd: Prisons bureau needs to change policy on monitoring inmate 
emails, ABA House urges 

Attachments: TEXT.htm 

Nope - not at all -

>>> l(bJ<5J;(bJ<7l<CJ ~/ 13/2016 12:16 PM >>> 
Hope you don't mind, but I asked b)(6); (b)(?)(C) to invite l~lm(C) Thank s. 

> > > (b)(6); (b)(7){C) 4/13 /2016 11 :49 AM>>> 
I attach the <bJ<5J with the inmate email sections highlighted, and DO J's comments. I 
will make an appomtment for one of those times. Thanks. 

(b)(6); (b)(7)(C) 

LCI - OGC, HOLC (b)(5); (b)(?)(C) 

Federa l Bureau of Prisons 
(b){6); (b)(7)(C) 

SENSITIVE/PRIVILEGED COMMVNICA TION 
The infonnation contai ned in this electronic message and any and all accompanying docW1:ients constitutes sensitive 
information. This information is the property of the U.S. Department of Justice. 
If you are not the intended rec ipient of th.is infomia tion, any disclosure, copying, distribution, or the taking of any 
acti on in reliance on th.is informatio n is strictly prohibit ed. If you rece ived tl1is message in error , pleas e notify us 
immediately at the above number to make arrangeme nts for its return to us. 

> > > (b)(6); (b)(?){C) /13/2016 11 :41 AM > > > 

Let's you, me, and ~li~r,CJ discuss - I am free Friday before 11 this week, or we can look to the 
week of 4/25 sometime. 

In the meantime, can you send the .... r_H5
_) ____ _.I Thanks-

> > > l(b){5); (b)(?)(C) ~/ 13/2016 11 :3 7 AM > > > 
Hi, ~l)~l;rci Can I set up a meeting to discuss this with you sometime? Or would you like me to 
discuss with someone else? 'b)(s) 
(b)(5) 

(b)(6); (b)(7)(C) 

LCI - OGC, HOLCj(b)(fi);(b)(?)(C) I 
Federal Bureau of Prisons 
(b)(6); (b)(7)(C) 
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SENSITIVE/PRIVILEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying 
documents constitutes sensitive information. This information is the property of the U.S. 
Department of Justice. 
If you are not the intended recipient of this information, any disclosure, copying, distribution, 
or the taking of any action in reliance on this information is strictly prohibited. If you received 
this message in error, please notify us immediately at the above number to make arrangements 
for its return to us. 

> > > r b){6); (b)(7){C) 14/4/2016 10:03 AM>>> 
b)(5); (b)(6); (b)(7XC) 

> > > l(b){6); (b){7){C) 12/17/2016 10:51 AM>>> 

,b)(5); {b){6); (b)(7)(C) 

(b)(6) ; (b){7)(C) 

LCI - OGC, HOLC l(b)(G); (b)(?)(C) I 
Federal Bureau of Pnsons 

(b){6); (b)(7)(C) 

SENSITIVE/PRIVILEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying 
documents constitutes sensitive information. This information is the property of the U.S. 
Department of Justice. 
If you are not the intended recipient of this information, any disclosure, copying, distribution, 
or the taking of any action in reliance on this information is strictly prohibited. If you received 
this message in error, please notify us immediately at the above number to make arrangements 
for its return to us. 

> > > (b)(G); (b)(?){C) 2/ l 0/2016 7: 11 AM > > > 

......,..,.,,,-----------------------, 
H . b . D kn b h" ? (b)(5l 1, b)(?J<CJ o you ow a out t 1s. 
(b)(5) 

LCI - OGC, I-IOLC (b)(G); (b)(?)(C) 

Federal Bureau of Pnsons 
r b){6); (b)(7){C) 

1 
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l(b){6); (b){7){C) 

SENSITIVE/PRIVILEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying documents constitutes sensitive 
infonnation. This information is the property of the U.S. Departm ent of Justice. 
If you are not the intended recipient of this information , any disclosure, copying , distribution, or the taking of any 
action in relianc e on this information is strictly prohibited . If you received this message in error, pleas e notify us 
immediately at the above number to make arrangement<; for its return to us. 

>>>l (b)(6);( b)(?)(C) 12/9/2016 2:23 PM>>> 

All thanks to the controversy first stirred up the USAO in EDNY, who are getting copies of all 
emails: http://www.abajoumal.com/ news/article/resolution 1 0a 
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Re: appointment with ~ll~lcCJ & (bJ<5 J;(bJ( 7)(c 

From (bJ(GJ; (bJ(?J<CJ 

To 
Date 2016/04/13 12:12 

S R • · h (b)(6)' & b)(6)" ubject: e: appomtment wit (bJ(?J<CJ bJ(1i'(CJ 

Attachments: TEXT.htm 

Yes please. Thank s. 

> > > (b)(6) ; (b)(?)(C) 4/13/2016 12:10 PM>>> 
H ll (b)(6); e O (b)(7)(C) 

Sh ld b)(6); 
OU b)(?)(C) be included in this meeting? Please advise!! 

>>> On Wednesday , April 13, 2016 at 11 :52 AM, in message <570E6B3 9.195 : 159: 36289>, 
l(bJ(6J ; (bJ<1icci lwrote: 

Hi, f bJ{GJ; (bl<
7

J<ci I Do you still make a ointments for :~ll~l ;(CJ If so, can you please make a half-
hour appointment for me with ~ll~l\q (bJ(GJ; (bJ(?J<CJ for either Monday, April 25th, or 
Wednesday, Ari 27th, before 2:30 p.m.? The subject would be "Correspondence 
r i<

5
i and attorney- inmate email monitoring". Thank you. 

r b)(6) ; (b)(?)(C) 

1 

LCI - OGC, HOLC l(b)(G); (b)(?)(C) I 

Federal Bureau of Pr isons 
r b)(6) ; (b)(?)(C) 

1 

SENSITIVE /PRMLEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying documents constitutes 
sens itive informat ion . This information is the property of the U.S. Department of Justice. 
If you are not the intended recipi ent of this information, any disclosure , copying, distribution, or the taking of 
any action in reliance on this information is strictly prohibited. If you rece ived this message in error , please 
notify us immediately at the above number to make arrangements for its return to us. 
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Re: Agenda items needed for AGC/RC meeting in April 
From 

To 
Date 

Subject: 

Attachments: 

Here's mine: 

0)(5) 

r 0)(6) ; (b)(7)(C) 

0)(6) ; (0)(7)(C) 

2016/02/ 10 08:52 

Re: Agenda items needed for AGC /RC meeting in April 

TEXT.htm 

LCI - OGC, HOLC (b)(5 ): (O)(?)(C) 

Federa l Bureau of Pr isons 
(0)(6) ; (0)(7)(C) 

SENSITIVE/PRIVILEGED COMMUNICATION 
The information contained in this electronic message and any and all accompanying documents constitutes sensitive 
infonnation. This information is the property of the U.S. Department of Justice. 
If you are not the intended recipien t of this information, any disclosure, copying, distribution, or the taking of any 
action in relianc e on this information is strictly prohibited. If you receive d this messa e in error, please notify us 
immediately at the above number to make arrangements for its return to us.>>> ' (Ol<

5
l; (b)(?)(C) 

i~im(C) bop.gov > 2/8/201611:17 PM >>> 

Hello. 
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During the week of April 18th, there will be a conference for Regional Counsels and AGCs in 
Kansas City. This is an opportunity to disseminate LCI-related information and also discuss 
the important legal matters that may need input from several legal branche s. As such, will you 
please send me a list of your suggested topics? Similar to the Exec Staff go rounds we give to 
Kathy, if your topic is selected, I will ask you to submit talking points and relevant background 
material s. Please submit your list to me no later than February 17th. 

Please let me know if you have any questions. Thanks. 

(b)(6) ; (b)(7)(C) 

Federal Bureau of Pn sons 
320 First Street, N. W. 
Washin o D.C. 20534 

(b)(6) ; (b)(7)(C) 

ATTORNEY /CLIENT PRIVILEGED COMMUNICATION 

ATTORNEY WORK PRODUCT 

SENSITIVE/PRNILEGED COMMUNICA TlON 
The information contained in this electronic message and any and all accompanying documents constitutes sensitive 
infonna tion. This information is the prop erty of the U.S. Depa rtment of Justice. 
If you are not the intended recipient of this information, any disclosure, copying , distribution, or the taking of any 
action in reliance on this information is strictly prohibited. If you receive d this message in error, please notify us 
immediately at the above number to make arra ngements for its return to us. 
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Inmate email 
From =,bi=c6,.....,J; (b,..,..,J(=1Jc=q -------. 

To 

Date 2017/03/3015:31 
Subject: Inmate email 

Attachments: TEXT.htm 

FYI - For those AUSAs who claim not to know. 
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Thank You. 
From 

To 
" 

~l(b-)(6-); (-b)-(7)-(C)-----~ I 

Date 2016/12/1411:45 

Subject: Thank You. 

USAEO)" 

Attachments: TEXT.htm, image00l.png, Mime.822 

G d 
. (b)(6) ; (b)(7)(C) 

oo mormng, 
,____~ 

Thanks so much briefing the Violent and Organized Crime Subcommittee this past M.onday on 
cooperator issues within the BOP system. The U.S. Attorneys really appreciated your time 
and knowledge about these issues. 

As a follow-up, the U.S. Attorneys are interested in obtaining more infom1ation about the 
inmate email system and their internet access: what is the extent of their access , what are their 
email privileges, what is the exte nt of BOP monitoring of email and other electronic 
communications , etc. 

Could you point me to a policy or to a knowledgeable person within BOP who can address 
these issues? 

Thanks again! 

Executive Office for United States Attorneys 

600 E Street, N.W. - Room 7627 

Washington, DC 20530 

Phone: 202-252 

Fax: 202-252 5861 

For violent-crime resources, check out EOUSA 's Office of Legal and Victim Programs 
intranet site at: 
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Fwd: FW: Daily Journal Article--Inmate Emails Deserve Privacy 
From ,b)(6); (b)(7)(C) I 

b)(6) ; (b)(7)(C) 

To 

'b)(6) ; (b)(7)(C) I 
2015/11/09 14:18 Date 

Subject: 
Attachments: 

Fwd: FW: Daily Journal Article--lnmate Emails Deserve Privacy 

TEXT.htm, Inmate Emails Deserve Privacy.pdf 

All: 

TI1e attached details information about a pending bill in Congress which would make it illegal 
for federal authorities to review e-ma ils between inmates and their attorneys. 

Thanks to .... r _)(G-);-(b-)(?-)(c_i ________ __,I for forwarding this information on. 

(b)(6 ), (b)(7)(C) 

LJtigation Branch 
U.S. Department of Justice 
Federa l Burea u of Pri sons =e-=,=,,.., 
320 First Street, NW b)(G). (DJ(7HCJ 

Wash in on, D. C. 20534 
(b)(6) ; (b)(7)(C) 

tb)t6); (b)(7)1c: . bop.gov 

11/9/2015 1:44 PM >>> ~ ,_-., ______ _, 

(~i(~l(c -FYI. This was an article out of the California "Daily Journal" , which is a California 
legal newspaper. I know NERO has had these issues coming up as well. 
V/r, 

(b)(6) ; (b)(7)(C) 

e era ureau o nsons 
Western Regional Office 
7338 Shore line Drive 
Stockton, CA 95219 r'(6); (b)(7)(C) 

**PLEASE NOTE THAT STARTING MONDAY, SEPTEMBER 3, 2012, I TELEWORK ON WEDNESDAYS 
AND FRIDAYS, 7:30 - 4:00. I CAN BE REACHED VIA E-MAIL, OR AT f b)(G);( b)(?) (C) I** 
SENSITl VE/PRIVILEGED COMMUN ICATION 
The information contained in this electron ic message and any and all accompanying documents constitutes sens itive 
infonnation. This information is the property of the U.S. Department of Justice . If you are not the intended 
recipient of this information, any disclosure, copying , distribution, or the taking of any action in reliance on this 
infonnation is str ictly prohibited. If you received tl1is message in error , please notify us immed iately at the above 
nwnber to make arrangements for its return to us. 
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>>> l'b)(
6

); (b)(l)(C) I 11/3/2015 12:26 PM >>> 

Interest ing art icle from the Daily Journal about proposed legislation to proh ibit federa l prosecutors 

from reading attorney -client pr ivileged emails. 

I note that in Los Ange les, taint attorneys review emails to avoid attorney client privi leged emails from 

being provided to t he prosecutor. This leg islat ion seems to imp ly a change could be requ ired of 

TRULINCs. 

>>>' (USACAC)" 

Thought this article might be of interest to you. 

From: USACAC) 

Sent: Tuesday, November 03, 2015 8:08 AM 

To: USACAC) 

Subject: Daily Journa l Article -- lnmate Emails Deserve Privacy 

The attached appears in today 's LA Daily Journa l. I thought it wou ld be of interest to some. 

Unite tates Attorney's O tee 

312 N. Spring St., 12th Floor / Los Ange les, California 90012 

213-894 .. (off ice) / 213-894-0141 (fax) 

=--"'"""'-'~1->,L!..v < mailto 
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Inmate emails deserve privacy 

Laurie L. Levenson is the David 
W. Burcham Professor of Ethical 
Advocacy at Loyola Law School, 
where she founded the Alarcon 
Advocacy Center. 

\ 

J 

The pendulum appears to be 
swinging. For the last 15 years, 
and particularly at the height of 
the war on terrorism, the 
government demanded the right 
to monitor communications 
between inmates and their 
lawyers. In California, as well as 
elsewhere in the nation, phone 
conversations by inmates and 

outside persons were regularly monitored or recorded. Inmates were advised of this 
policy and, therefore, made calls, including to their legal representatives, at their own 
risk. In those faci lities where inmates had email access, their communications wou ld 
also be monitored. 

Defense lawyers have chafed at this practice for years . Representing an 
incarcerated client is by no means an easy feat. It can take days to get in to see a 
client and, even when access is permitted , lawyers have limited abi lity to review 
evidence and communicate confidentially with their clients. To see a client, a lawyer 
may need to spend the better part of a day going to the facility, being screened, and 
then having a limited visit with the inmate. Simple quest ions go unanswered because 
lawyers cannot pick up the phone (or vice versa) and have a confidential 
communication regarding the case. 

On the other hand, government officials have been reluctant to end their pract ice of 
monitor ing calls and emails because there are lawyers and inmates who will abuse this 
privilege. Phone calls and emails have been used for drug deals, "hits" on witnesses or 
opposing gang members, and efforts to deter witnesses from testifying. Law 
enforcement officials have a legitimate interest in preventing such activ ities, even if it 
means impinging on an inmate's access to his lawyer. 

In general , the courts have deferred to prison officials to determine what security 
measures they must implement to protect the public and provide safe, operating 
correctional facilities. In Florence v. Board of Chosen Freeholders , 132 S.Ct. 1510 
(2012) , the Supreme Court recognized the significant security challenges in operating 
local ja ils. Because of those challenges, it authorized prison officials to routinely use 
strip searches when an inmate is admitted to the general population. Thus far , the 
Supreme Court has likewise refused to overturn the practice of monitor ing inmates' 
calls and electronic communications , including to their lawyers. 

Yet, the pendulum appears to be swinging enough for Republicans and Democrats 
to support legislation that would protect attorney-c lient communications. Last week, 

http: //www.dailyjournal.com /subsdPmH/SG»Mi~ 1a,Q~ffi<rdRil1Ilel:'%ii¼e=SEARCH&shNe ... 

Ques · 

11/3/2015 



Daily Journa l - California's Large st Leg al News Provider 

EOUSARIF 

congressmen from both parties - Hakeem Jeffries (D-N.Y .) and Doug Collins (R-Ga.) -
introduced H.R. 3864, the Effective Assistance of Counsel in the Digital Era Act. The 
bill would end the practice of federal prosecutors reading emails between inmates and 
their lawyers. By its terms, "it shall be unlawful for a person acting under the authority 
of the United States to monitor any electronic communication ... to which a prisoner in a 
Bureau of Prisons correctional faci lity is a party, if that communication is subject to 
attorney-client privilege." The bill provides an exception for "a communication the 
Attorney General has reason to believe poses a threat to national security." 

Even former federal prosecutors have embraced the change as "sensible" and 
welcome change. They, too, recognize that in the ordinary case there is little or no 
reason for the government to be monitoring inmate email communications with counsel 
regarding privileged matters. Although judges have generally backed government 
monitoring efforts, some federal judges, like U.S. District Judge Dora L. Irizarry of the 
Eastern District of New York, have instructed prosecutors to stop the practice because 
it gives them an unwarranted strategic advantage in their prosecutions. 

The new federal bill will only affect inmates in federal institutions. However, it might 
provide guidance for local and state institutions whose inmate populations greatly 
surpasses that of federal authorities. At minimum, it is certain to spark a new round of 
calls for reform by defendants and their lawye rs. 

Ultimately, the best answer to the problem may be a technological one. Emails and 
calls to and from legal counsel could be saved to a confidential data file. Prosecutors 
could then seek access to this information through a court order or via a court
appointed special master or monitor. In that manner, defendants would be deterred 
from using communications to engage in unlawful conduct, but defense counsel would 
have some assurance that their regular conversations with clients to prepare for trial 
would not be provided to their government opponents. 

The Sixth Amendment right to counsel is perhaps the most important right that a 
defendant has in our criminal justice system. Once the right to counsel attaches, the 
government is not entit led to interfere with that right. Weatherford v. Bursey, 429 U.S. 
545, 558 (1977). As it stands, monitoring inmate communications with counsel poses a 
significant risk of interfering with the attorney-cl ient relationship because it forces 
defense counsel to use a system that is much less likely to provide regular, immediate 
and effective communication with a client. Going to jail to talk to a client is not easy 
and, as a result, lawyers regularly forego that option. The net result is that there is 
precious little interaction between defendants and their clients before trials or plea 
negotiations. 

There are no guarantees, but a system that allows defense lawyers and their clients 
to have effective communications is more likely to lead to case resolutions that are not 
second-guessed by defendants and trials where defendants are competently 
represented. The new congressional bill deserves our attention , not because inmate 
emai ls should go unmonitored, but because the current system is more than a 
monitoring system . It is a constant roadblock to an effective lawyer-client relationship. 

Laurie L. Levenson is the David W. Burcham Professor of Ethical Advocacy at Loyola 
Law School, where she founded the Alarcon Advocacy Center. 
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REFER TO BOP 

,. U.S. Department of Justice 
~ Federal Bureau of Prisons 

CHANGE NOTICE 
OPI: OGCIOGC 

UMBER: 1351.05, CN-2 
DATE : March 9, 20 16 

Release of Information 

Isl 
Approved: Thomas R. Kane 

Acting Director , Federal Bureau of Prisons 

This Change Notice (CN) implements the follow ing change to Program Stateme nt 1351.05 (CN-

1), Release of Information , dated April 2, 2015. This text is inserted into the Program 

Statement (p.8) and marked w ith a highlight. 

Law Enforcement requests for telephone monitoring information: 

For telephone monitoring infor mation concerning inmate telephone 
calls , ordinarily only transactional data (e . g ., date , time , 
duration of the call) may be disclosed to Federal and state 
authorities for use in criminal investiga t ions or prosecutions , 
upon a written request via BP- A0655 , Request for Inmate 
Transactional Data . 

Access to inmate telephone conversat i ons that were previously 
recorded , or copies of the recorded telephone conversations 
(even when those conversations are yet to be recorded as long as 
the monitoring and recording is in the ordinary course of BOP 
duties) , or written transcripts , shall only be disclosed to a 
requesting law enforcement authority when : 

(1) requested in an emergency situation ; 
(2) criminal activity is discovered as part of the routine 

monitoring for prison administration purposes ; or 
(3) requested through proper process (e . g ., writ ten endorsement 

by a U. S . Attorney or DOJ Criminal Section Chief , in 
connection with a criminal investigation , grand jury subpoena , 
or administrative subpoena) ; or 

Attachment C 
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No te: U. S . Attorney authorizat i on may only be delegated to an 
Acting U. S . Attorney when the U. S . Attorney is out of the 
jurisdiction or otherwise incapacitated . Authorization cannot 
be delegated to a First Assistant U. S . Attorney or Criminal 
Chief , or any other position within the U. S . Attorney ' s Office . 

(4) requested by the FBI in furtherance of national security 
investigations , the collection of foreign intelligence 
information , or any other matter related to domestic or 
international terrorism . 

No te : Requests relating to #4 above must be written on FBI 
letterhead in a standard format produced in consultation with 
both the FBI and BOP (facsimile or scanned electronic copies are 
acceptable) , directed to the Chief , Counter Terrorism Unit 
(CTU) , and signed by the appropriate Special Agent - in-Charge . 

A request must contain a specific statement indicating it is in 
furtherance of at least one of the three matters listed above , 
and provide sufficient information to l ocate the requested 
telephone conversations . 

FBI requests submitted pursuant to t h is section do not require a 
subpoena , court order , or any other type of legal process . They 
are limited to one year from the date of the request , and they 
can be renewed for additional one-year periods . 

All requests for content of inmate telephone conversations must 
be directed to the CTU. Institutions provide all required 
materials outlined in the request to the CTU for delivery to the 
FBI. 
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Refer to BOP 

~ U.S. Department of Justice 
~

1 

Federal Bureau of Prison s 

CHANGE NOTICE 
OP!: OGC /OGC 
NUMBER: 1351.05 , CN-1 
DATE: April 2, 2015 

Release of Information 

Isl 
Approved: Charles E. Samuels, Jr. 

Director , Federal Bureau of Prisons 

Thi s Change Notice (CN) implements the follow ing change to Program State ment 1351.05 , 

Release oflnformat ion, dated September 19, 2002 . This text is inserted into the Program 

Statement (p.8) and marked with a highlight. 

Law Enforcement re qu ests for te l ephone mo nito r ing information : 

For telephone monitor i ng information concerning inmate te l ephone 
calls , ordi nari ly only transactional data (e . g ., date , time , 
duration of the call) may be disclosed to Federal and state 
authorities for use in cr i mina l investigations or prosecutions , 
upon a written request via BP- A0655 , Request for Inm ate 
Transactional Data . 

Access to inmate te lep hone conversations that were previously 
recorded , or copies of the r eco rded telephon e conversations 
(even when those conversations are yet to be recorded as long as 
the monitoring and recording is in the ordinary course of BOP 
dut i es) , or writ te n tr anscripts , shall only be disclosed to a 
request i ng law enforcement authority when : 

(5) requested i n an emergency situation ; 
(6) criminal activity is discovered as part of the rou tine 

monitoring for prison adm i nist ration purposes ; or 
(7) r equested through proper process (e . g ., writt en endorsement 

by a U. S . At torne y or DOJ Criminal Section Chief , in 
connection with a criminal investigation , grand jury subpoena , 
or adminis tr ative subpoena) . 
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Note : U. S . Attorney authorization may only be delegated to an 
Acting U. S . Attorney when the U. S . Attorney is out of the 
jurisdiction or otherwise incapacitated . Authorization cannot 
be delegated to a First Assistant U. S . Attorney or Cri mina l 
Chief , or any other position within the U. S. Attorney's Office . 
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Progran 
Statement 

Refer t o BOP 

U.S. Department of Justice 
Federal Bureau of Prisons 

OPI : 
NUMBER: 

DATE: 
SUBJECT: 

OGC 
135 1 . 05 
9/19/2002 
Release of Information 

PART ONE: [GENERAL PROVISIONS AND PROCEDURES] 

1 . [PURPOSE AND SCOPE§ 513.30. This subpart establishes 
procedures for the re l ease of requested records in possession of 
the Federal Bureau of Prisons ("Bureau") . It is intended to 
implement provisions of the Freedom of Information Act (FOIA) , 
5 U.S . C. 552, and the Privacy Act , 5 U.S.C . 552a , and to 
supplement Department of Justice (DOJ) regulations concerning the 
production or disclosure of records or information , 
28 CFR part 16.] 

The Freedom of Information Act (FOIA) and the Privacy Act (PA) 
interact with each o t her in two areas : 

# When any person requests access to records about himself or 
herself , both statutes become potentially applicable ; 

# When any person requests access to another individ u al ' s 
record through the FOIA , the Privacy Act may prohibit the 
disclosure of t h at record unless FOIA requires it . 

The determination of what information may be released requires 
Bureau staff to have a basic understanding of both the FOIA and 
the Privacy Act , as well as a working knowledge of DOJ and Bureau 
policy . Bureau staff also should be aware · that the Privacy Act 
establishes criminal penalties and civil liabilities for 
unauthorized disclosures . The appropriate Regional Counsel shall 
be contacted when staff are uncertain whet h e r requested 
information may be d i sclosed . 

Staff shall become familiar with the policy governing release of 
information , with special emphasis upon those areas with direct 
application to the employee ' s job . 

Information requests submitted by the union pursuant to 
5 U. S . C . § 7114 will be addressed in accordance with this 
provision and relevant case l aw . 

[Bold Type - Rule s ] 
Regular Type - Implement i ng Informat i on 
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Page 2 

This Program Statement is divided into four major parts : 

Part 

General Provisions and Procedures 
Inmate Requests to Institution for 
Information 
Privacy Act Requests for Information 
Freedom of Informat ion Act Requests for 
Information 

Page 

1 

12 
21 

25 

2 . SUMMARY OF CHANGES . This Program Statement is being revised 
to prohibit inmates from obtaining and possessing photocopies of 
their Pre - sentence Reports (PSR) and the Statement of Reasons 
(SOR) from their Judgment(s) in a Criminal Case . The purpose of 
this prohibition is to protect inmates from being coerced by 
other inmates to produce their PSRs and SORs for illicit 
purposes . Inmates will be permitted to review their PSRs and 
SORs , but cannot obtain or possess photocopies . This revision 
also introduces a new form which inmates can use to facilitate 
court review of their PSRs or SORs . 

If local procedures are changed , notification to the union and 
training will be handled in accordance with the Master Agreement . 

3 . PROGRAM OBJECTIVES. The expected results of this program 
are : 

a . Information will be released to a requester in accordance 
with Federal law and the regulations and policies of the U. S . 
Department of Justice . 

b . Inmate Freedom of Information Act requests to the Central 
Office will be reduced by increasing the use of institution 
procedures that provide for inmate review of Bureau policy 
documents and records in Inmate Central Files . 

c . Future litigation pertaining to FOIA/Privacy Act issues 
will be reduced . 

4 . DIRECTIVES AFFECTED 

a . Directive Rescinded 

PS 1351 . 04 Release of Information (12/5/96) 

b . Directiv es Referenced 

PS 1330 . 13 
PS 1480 . 05 
PS 5070 . 10 

Administrative Remedy Program (12/22/95) 
Contacts with News Media (9/21/00) 
Judicial Recommendations and U. S . Attorney 
Reports , Responses to (6/30/97) 

BOP FOIA 2018-06557-LIT 6 of 54 



Refer to BOP 
PS 1351 . 05 

9/19/2002 
Page 3 

PS 5270 . 07 

PS 5310 . 12 
PS 5800 . 10 
PS 5800 . 11 

Inmate Discipline and Special Housing Onits 
(12/29/87) 

PS 6000 . 05 

Psychology Services Manual (8/13/93) 
Mail Management Manual (11/3/95) 
Inmate Central File , Privacy Folder and 
Parole Mini- Files (9/8/97) 
Health Services Manual (9/15/96) 

Public Information Officer ' s Handboo k ( 1994) 

c . Bureau rules cited in this Program Statement are contained 
in 28 CFR 513 . 30 through 68 . 

d . Other rules referenced in this Program Statement are 
contained in 5 CFR part 297 and 28 CFR parts 16 and 301 . 

e . United States Code sections cited in t h is Program Statement 
are contained in 5 U. S . C . 301 , 552 and 552a ; 13 U. S . C .; 
18 o.s .c . 3621 , 3622 , 3624 , 4001 , 4042 , 4081 , 4082 , 5006 , 5024 ; 
28 U. S . C . 509 , 510 ; and 31 U. S . C . 3711(f) . 

f . Pr iva cy Act Issu ances, 1991 Comp . , Volume II . 

g . United States Department of Justice et al . v . Julian 
et al. , 108 S . Ct . 1606 (1988) . 

5 . STANDARDS REFERENCED 

a . American Correctional Association 3rd Edition Standards for 
Adult Correctional Institutio ns : 3 - 4020 , 3-4095 , and 3-4096 

b . American Correct i onal Association 3rd Edition Standards for 
Adult Local Detention Facilities : 3 - ALDF-lE - 04 , lE-05 

c . American Correctional Association 2nd Edition Standards for 
Administration of Correctiona l Agencies : 2-CO - lE - 06 , lE - 07 , and 
lE-08 

6 . [LIMITATIONS § 513.31 

a. Social Security Numbers. As of September 27 , 1975, Social 
Security Numbers may not be used in their entirety as a method of 
identification for any Bureau record system , unless such use is 
authorized by statute or by regulation adopted prior to January 
1 , 1975. 

b. Employee Records. Access and amendment of employee 
personnel records under the Privacy Act are governed by Office of 
Personnel Management regulations published in 5 CFR part 297 and 
by Department of Justice regulations published in 28 CFR part 
16.] 
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7 . [GUIDELINES FOR DISCLOSURE § 513.32) 

PS 1351 . 05 
9/19/2002 

Page 4 

a . [The Bureau provides for the disclosure of agency 
information pursuant to applicable laws , e . g. the Freedom of 
Information Act (5 U . S . C. 552) , and the Privacy Act 
(5 U.S. C. 552a) . ] 

b . Pursuant to 28 CFR part 16 , the authority to release or 
deny access to records and information is li mited to the Director 
or his or her designee . 

c . Bureau staff shall release a Bureau record in response to a 
request made in accordance with this rule , unless a valid legal 
exemption to disclosure is asserted . 

! Bureau staff may assert any applicable exemption to 
disclosure which is provided under the F0IA in 
5 U. S . C . § 552(b) or under the Privacy Act in 
5 u.s .c . § 552a . 

! For a l isting of general FOIA Exemptions , see the 
Exemptions to Disclosure Provided in the Freedom of 
Information Act (Attachment A) . 

! For a lis ting of Bureau systems of r ecords which the 
Attorney General has exempted from access and 
disclosure under the Privacy Act , see 28 CFR 16 . 97 . 

Questions regarding the app l icability of e xemp t i ons may be 
referred to the appropriate Regional Counsel or to the Office of 
General Counsel . 

d . Examples of docu men ts or information which ordinarily may 
be withhe l d from disclosure include the examples wh ich follow . 
These examples are not intended to represent an all-inclusive 
lis t of every situation when F0IA exemptions may apply , nor are 
the F0IA exemptions cited for each example the only ones which 
may apply to the examples provided . 

(1) Documents or information which could reasonably be 
expected to constitute an unwarranted invasion of personal 
privacy , i . e . information th a t is not "public information .u 

! For the applicable F0IA exemptions , see Exemptions 6 
and 7 in Attachment A . 

! Information concerning an individual inmate is not 
generally available to F0IA requesters unless the 
inmate whose records are being sought has given a 
wri tten consent to the disc l os u re or unless the 
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information has been determined to constitute "public 
information ." For guidance on what constitutes "public 
information ," see Public Information (Attachment B). 

Requests by one inmate for public information 
concerning other inmates must be reviewed very 
carefully , as prison security concerns may outweigh the 
right to a FOIA disclosure . 

! A denial of such public information to an inmate 
requester may be done only with the Regional Counsel ' s 
approval , after assessing the risks that disclosure 
might pose to the safety of the inmate(s) whose records 
are being sought and to other inmates and staff in the 
institution . See Section 7 . d . (2) , below . A high risk 
of gang-related prison violence is an example of a 
prison security concern which might justify the 
withholding of public information about one inmate to 
another inmate while in custody . 

(2) Documents or information which would reveal sources of 
information obtained through a legitimate expectation of 
confidentiality or which would otherwise endanger the life or 
physical safety of any person . 

! For the applicable FOIA exemptions , see Exemptions 6 
and 7 in Attachment A. 

! An example is a statement of an inmate witness made in 
the context of a current or a completed disciplinary , 
criminal , or accident investigation . This statement 
shall not be disclosed to another inmate if such 
disclosure would endanger the inmate witness . 

(3) Documents or information which could disrupt an 
inmate's institutional program due to the diagnostic or 
evaluative opinions contained in the document , and which would 
likely provoke adjustment difficulties or aggravate existing 
adjustment difficulties . 

! For the applicable FOIA exemptions , see Exemptions 5 
and 6 in Attachment A . 

(4) Documents or information which would interfere with 
ongoing law enforcement proceedings, including administrative 
investigations . 

! For the applicable FOIA exemptions , see Exemptions 5 
and 7 in Attachment A . 
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PS 1351 . 05 
9/19/2002 

Page 6 

! While certain investigative information might be 
disclosed after an administrative investigation is 
completed , particular care must be exercised regarding 
disclosure during the course of the investigation . 
Even after the investigation is completed , personal 
safety and prison security concerns may outweigh the 
right to a FOIA disclosure . 

! Only the institution staff member the Warden designates 
as the institution ' s Public Information Officer is 
authorized to make public statements regarding any 
investigation . For further guidance , see the Program 
Statement on Contacts with the News Media and the 
Public Information Officer ' s Handbook . 

Questions regarding criminal prosecutions , such as the 
status of a case , shall be referred to the appropriate U. S . 
Attorney . 

(5) Documents or information which , through disclosure of 
law enforcement techniques , information, or procedures , could 
reasonably be expected to enable the requester to violate a law , 
or to threaten the security of a Bureau institution or the safety 
of any person . 

! For the applicable FOIA exemptions , see Exemptions 2 
and 7 in Attachment A. 

! Some Program Statements and Operations Memoranda , and 
other documents such as post orders , construction 
diagrams , etc ., may be exempted because disclosing them 
would pose a threat to institutional security . This 
may also apply to information contained in 
investigations and other Bureau reports where law 
enforcement techniques are described . 

8 . [PRODUCTION OF RECORDS IN COURT § 513 . 33. Bureau records are 
often sought by subpoena , court order , or other court demand , in 
connection with court proceedings. The Att orney General has 
directed that these records may not be produced in court without 
the approval of the Attorney General or his or her designee. The 
guidelines are set forth in 28 CFR part 16 , subpart B . ] 

Bureau staff who receive such demands shall consult with their 
Regional Counsel or the Office of General Counsel for advice 
regarding proper handling of the demand . 

9 . [PROTECTION OF INDIVIDUAL PRIVACY - DISCLOSURE OF RECORDS TO 
THIRD PARTIES § 513 . 34.] Bureau employees must carefully 
maintain and process all information concerning individuals to 
ensure that information is accurate , relevant , and timely , and to 
ensure that no inadvertent disclosure of information is made . 
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[a . Information that concerns an individual and is contained in 
a system of records maintained by the Bureau shall not be 
disclosed to any person , or to another agency , except under the 
provisions of the Privacy Act , 5 U. S.C. 552a , or the Freedom of 
Information Act , 5 U.S . C. 552 , and Departmental regulations . ] 

Staff may disclose in formation from a Bureau system of records 
only if one or more of the following criteria apply : 

(1) With the wr itten consent of the individual to whom the 
record pertains . The Release of Information Consent form 
(BP-S192 . 013) may be used ; 

(2) To employees of the DOJ who have a need for the record 
in the performance of their duties ; 

( 3) 
5 u . s .c . 
interest 
interest 

If disclosure is permitted under the FOIA , 
§ 552 , e . g . "public information ", when the public 
in disclosure of the information outweighs the privacy 
involved ; 

For guidance on what constitutes " public information , " 
see Attachment B. 

(4) For a routine us e described in the DOJ " Notice of 
Record System '' for the system of records which contains the 
information , as published in the Federa l Register . 

! For a list of the Bureau ' s systems of records that have 
been published in the Federal Register , see the 
Bureau Systems of Records (Attachment C) , as updated in 
BOPDOCS. 

! The published notices for these systems describe the 
records contained in each system and the routine uses 
for disclosing these records without obtaining the 
consent of the person to whom the records pertain . For 
copies of the published systems notices , see BOPDOCS 
and/or contact the FOIA/PA section of the Office of 
General Counsel . 

A list of routine us e s for records contained in the Inmate 
Central File is also contained in the Program Statement 
concerning Central File , Privacy Folder , and Parole Mini-Files . 

Routine uses for Bureau systems of records may include the 
following : 

(a) To Federal , state , local and for eign law enforcement 
officials for law enforcement purposes such as investigations , 
possible criminal prosecutions , civil court act i ons , or 
administrative and regulatory proceedings . 
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Law Enforcement requests for te1ephone monitoring 
information: 

! For telephone monitoring information concerning 
inmate telephone calls , ordinari l y only 
transactional data (e . g . date , time , duration of 
the call) may be disclosed to Federal and state 
authorities for use in criminal investigations or 
prosecutions , upon a written request via BP-A0655 , 
Request for Inmate Transactional Data . 

! Access to inmate telephone conversations that were 
previously recorded , or copies of the recorded 
telephone conversations (even when those conversations 
are yet to be recorded as long as the monitoring and 
recording is in the ordinary course of BOP duties ) , or 
written transcripts , shall only be disclosed to a 
requesting law enforcement authority when : 

(1) requested in an emergency situation ; 

(2) criminal activity is discovered as part of 
the routine monitoring for prison 
administration purposes ; or 

(3) requested through proper process (e . g ., written 
endorsement by a U. S . Attorney or DOJ Criminal 
Section Chief , in connection with a criminal 
investigation , grand jury subpoena , or 
administrative subpoena) ; or 

Note : U . S . Attorney authorization may only be delegated to an 
Acting U. S . Attorney when the U. S . Attorney is out of the 
jurisdiction or otherwise incapacitated . Authorization cannot be 
delegated to a First Assistant U . S . Attorney or Criminal Chief , 
or any other position within the U. S . Attorney ' s Office . 

(4) requested by the FBI in furtherance of 
national security investigations , the 
collection of foreign intelligence 
information , or any other matter related to 
domestic or international terrorism . 

Note : Requests relating to #4 above must be written on FBI 
le tterhead in a standard format produced in consultation with both 
the FBI and BOP (facsimile or scanned electronic copies are 
acceptable) , directed to the Chief , Counter Terrorism Unit (CTU) , 
and signed by the appropriate Special Agent-in-Charge . 

A request must con tain a specific statement indicating it is in 
furtherance of at least one of the three matters listed above , and 
provide sufficient information to locate the requested telephone 
conversations . 
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FBI reques ts submitted pursuant to this section do not require a 
subpoena , court order , or any other type of legal process . They 
are limited to one year from the date of the request , and they can 
be renewed for additional one-year periods . 

All requests for content of inmate telephone conversations must be 
directed to the CTU. Institutions provide all required materials 
outlined in the request to the CTU for delivery to the FBI . 

! All requests by law enforcement agencies for 
access to recordings of inmate telephone 
conversations shall be referred to Regional 
Counsel . 

(b) To the Bureau of the Census for purposes of planning 
or carrying out a census or survey or related activity pursuant 
to the provisions of Title 13 , United States Code ; 

(c) To a recipient who has provided the Bureau with 
advance adequate written assurance that the record will be used 
solely as a statistical research or reporting record , and the 
record is to be transferred in a form that is not individually 
i dentifiable ; 

(d) To the National Archives and Records Administration 
(NARA) as a record which has sufficient historical or other value 
to warrant its continued preservation by the U. S . Government , or 
for evaluation by the Administrator of the General Services 
Administration or his or her designee to determine whe ther the 
record has such value ; 

(e) To either House of the U. S . Congress , or , to the 
extent of a matter within its jurisdiction , any Congressional 
committee or subcommittee , any joint committee of Congress or 
subcommittee of any such jo in t committee ; 
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Congressional requests on behalf of constituents for 
information about inmates : 

! Responses to individual members of Congress 
requesting information on behalf of a constituent 
are limited to public information unless staff 
have first obtained the inmate ' s express or 
implied consent to provide a fuller response . 

! Written consent from the inmate shall be obtained 
when practical , using the form BP-S192 . 013 . When 
this is not practical , staff should consider 
whether there is implied consent by the inmate . 
An example of implied consent is a Congressional 
inquiry which resulted from a letter the inmate 
sent to the member of Congress and this letter is 
included with the request from the member of 
Congress . 

! Implied consent may not be inferred when a third 
party (for example , the inmate ' s spouse or 
parents) initiated the Congressional request for 
information . In such a situation , only public 
information (see Attachment B) may be released to 
the member of Congress without the inmate ' s 
written consent . 

Questions regarding appropriate responses to Congressional 
inquiries shall be directed to the appropriate Regional Counsel 
or to staff in the FOIA/PA Section of the Office of General 
Counsel . 

(f) Pursuant to an order of a court of competent 
jurisdiction ; 

(g) To a requester from appropriate state offices (e . g ., 
state department of corrections , parole board , attorney general) 
seeking access to records concerning state inmates in Bureau 
custody . 

! Although state inmates are confined in Bureau 
institutions , they remain state prisoners . A 
state inmate may receive periodic visits from 
state correctional and parole officials to review 
and evaluate his or her status , parole 
eligibility , and release readiness . To accomplish 
those purposes , state officials require access to 
the files of state inmates . 
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! Wardens shall ensure that officials of such state 
offices , who need to review the records , are 
provided , upon request , access to the complete 
record of a state inmate in a Bureau institution . 

(5) Records Concerning Former Youth Corrections Act (YCA) 
Inmates . Information on former YCA inmates , including the fact 
that the person has been confined , shal l not be released without 
Regional Counsel review to determine whether the conviction has 
been expunged and whether disclosure is appropriate . 

[b. Lists of Bureau inmates shall not be disclosed.] 

Any request for such lists shall be forwarded to the Office of 
General Counsel , Central Office . 

c . A list of Bureau employees may be generally releasable . 
Questions shall be directed to the appropriate Regional Counsel 
or to the FOIA/PA Section of the Office of General Counsel . 

10 . [ACCOUNTING/ NONACCOUNTING OF DISCLOSURES TO THIRD PARTIES 
§ 513. 35. Accounting/nonaccounti .ng of disclosures to third 
parties shall be made in acc o rdance with Department of Justice 
regulations contained in 28 CFR 16 . 52 . ] 

Except for disclosures of information to other DOJ employees , and 
all components thereof , and e x cept for disclosures required under 
the FOIA (e . g ., public information , as listed on Attachment Bl , 
an accounting of disclosures to third parties of any information 
concerning an individual contained in a Bureau system of records 
will be made in accordance with the following guidelines : 

a . Oral Disclosur e 

(1) Staff may orally release only public information . When 
public information is thus disclosed , no accounting is necessary . 

! Only in an emergency shall staff orally release non
public information to parties other than DOJ employees . 

! Before such an emergency oral disclosure is made , staff 
shall contact Regional Counsel or the FOIA/PA 
Administrator . If this is not possible , staff shall 
inform the Regional Counsel , or the FOIA/PA 
Administrator at the Central Office as soon as 
practicable after the disclosure . 

(2) Upon oral disclosure of non - public information , a 
memorandum shall be prepared and retained in the file from which 
the record is disclosed , or an appropriate notation shall be 
maintained in the file , attached to the record disclosed . 
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This memorandum o r notation shall include the following 
information : 

! the date of the disclosure , 
! the name and address of the person to whom the record 

was disclosed and the name of the agency that person 
represents , if any , 

! the purpose of the request for disclosure ; and 
! identification of the specific record disclosed . 

For a form designed to assist staff receiving an oral 
request for information , see the Record Of Information Release 
form (BP - S171 . 013) . 

b . Written Disclosures . Accounting for a written disclosure 
may be made by : 

(1) Retaining a copy of the correspondence requesting the 
information and a copy of the response in the file from which the 
records are disclosed ; 

(2) Following the procedure for an accounting of an oral 
disclosure , as described in Section 10 . a ., above ; or 

(3) Developing another method if the method provides , at a 
minimum, the following information : 

! the date of the disclosure ; 
! the name and address of the person to whom the record 

was disclosed and the agency that person represents , if 
any ; 

! the purpose of the request for disc l osure ; and 
! a general description of the specific record disclosed . 

c . Disclosure Record Maintenance. It is the responsibility of 
the staff member ma king a disclosure of non-public information to 
provide an accurate accounting of that disclosure . 

! Accounting records of the disclosure of non-public 
information shall be maintained for five years or until 
the record is destroyed , whichever is longer , and will 
be p l aced in the privacy folder . 

! When records are transferred to the NARA for storage , 
the disclosure accounting pertaining to those records, 
other than correspondence , shall be transferred with 
the records themselves . 

! An exemption under 5 0 . S . C . § 552a( j ) does not relieve 
the Bureau from the responsibility to account for all 
disclosures other than those within t he DOJ or under 
the FOIA . 

BOP FOIA 2018-06557-LIT 16 of 54 



Refer to BOP 

11 . [GOVERNMENT CONTRACTORS § 513.36 

PS 1351 . 05 
9/19/2002 

Page 13 

a. No Bureau component may contract for the operation of a 
record system by or on behalf of the Bureau without the express 
written approval of the Director or the Director's designee. 

b. Any contract which is approved shall contain the standard 
contract requirements promulgated by the General Services 
Administration (GSA) to ensure compliance with the requirements 
imposed by the Privacy Act. The contracting component shall have 
the responsibility to ensure that the contractor complies with 
the contract requirements relating to privacy . 

PART TWO: [INMATE REQUESTS TO INSTITUTION FOR INFORMATION] 

12 . [INMATE ACCESS TO INMATE CENTRAL FILE § 513.40 . Inmates are 
encouraged to use the simple access procedures described in this 
section to review disclosable records maintained in his or her 
Inmate Central File , rather than the FOIA procedures described in 
§§ 513.60 through 513 . 68 of this subpart . Disclosable records in 
the Inmate Central File include , but are not limited to , 
documents relating to the inmate ' s sentence , detainer , 
participation in Bureau programs such as the Inmate Financial 
Responsibility Program , classification data , parole information , 
mail , visits , property , conduct , work , release processing , and 
general c orrespondence . This inf o rmation is available without 
filing a FOIA request . If any information] (in the disclosable 
section) [is withheld from the inmate , staff will provide the 
inmate with a general description of that informati on and als o 
will no tify the inmate that he or she may file a FOIA request. 

a . Inmate Review o f His or Her Inmate Central File . An inmate 
may at any time request to review all disclosable portions of his 
or her Inmate Central File by submitting a request to a staff 
member designated by the Warden . Staff are to acknowledge the 
request and schedule the inmate , a s promptly as is practical , for 
a review of the file at a time which will not disrupt institution 
operations . ] 

Further guidance is contained in the Program Statement on 
Central File , Privacy Folder , a nd Parole Mini - File s . 

When an inmate makes a request to inst i tution staff to review 
his or her Inmate Central File , he or she s h a l l be advised to 
make arrangements pursuant to local procedures . 

! Because local processing reduces unnecess ary FOIA 
requests , staff shall advise an inmate to ma ke a 
request for Inmate Central File records to t he FOIA/PA 
Section of th e Office of General Counsel only when the 
inmate wishes to review e xempt information . 
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! St a f f shall not d i scuss with the inmate the types or 
nature of nondisc l osab l e documents maintained in his or 
her Privacy Folder . 

Before any document in the I nmate Central File is disclosed to 
the inmate to whom the documents pertain , or to a third party 
with the prior written consent of the inmate , the following 
review shall take p l ace : 

(1) Bureau Documents . If the document is a Bureau doc ument 
(generated by Bureau staff) and is not a court - o r dered study , 
staff are to determine whether the document should be withheld 
from disclosure under Section 7 of this Program Statement and 
further guidance set forth below . 

I 

! Staff shall place in the inmate ' s Privacy Folder a n y 
document that is to be withheld from disclosure . 

! Staff shall place all other docu ments in the 
disclosable portion of the Inmate Central File , whi ch 
is all of the Inmate Central File e x cept for the 
Privacy Folder . 

Guidelines for some specific Bureau documents are provided 
below : 

(a) Progress Reports. All Progress Reports prepared : 

! After October 15 , 1974 , are subject to release and 
are to be placed in the disclosable section of the 
Inmate Central File . 

Between February 15 and October 15 , 1974 , are 
subject to release e x cept for the recommendation 
section , which s h all be reviewed for disclosure in 
accord wi th Section 7 of t h is Program Statement . 

! Before February 15 , 1974 , shall be reviewed for 
disclosure in accord with Section 7 of this 
Program Statement . 

(b) Ps y c hiatric Repor ts 

! A psychiatric report written at the r equest of the 
U. S . Parole Commission is subject to release and 
sha l l be placed in the disclosable section of the 
Inmate Central File . This report should be 
written in non-technical language so that it can 
be understood by non-professionals . 
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! Other psychiatric , psychological , or evaluative 
reports Bureau staff prepared may also be made 
available to the U. S . Parole Commission and shall 
be inserted in the Privacy Folder . A summary of 
the document must be placed in the Inmate Central 
File . The summary may be placed in the Progress 
Report prepared in connection wit h the inmate ' s 
parole hearing . The summary shall be sufficiently 
detailed to permit the inmate to respond , at the 
Parole Hearing, to the substance of the withheld 
information . 

(c) Medical Records. See Section 14 of this Program 
Statement . 

(d) Discipline Records . Discipline records , such as Onit 
Discipline Committee (UDC) and Discipline Hearing Officer (OHO) 
packets (including the UDC/DHO report , incident report , notice of 
hearing , list of inmate rights at UDC/DHO hearing , notice of 
placement in Administrative Dete ntion , and investigative 
memoranda) , shall be maintained toget her in the Privacy Folder 
only if a portion of an investigation or other discipline record 
contains non-disclosable materials . Copies of all releasable 
documents shall be placed together in the disclosable section of 
the Inmate Central File . 

(2) Non-Bureau Documents 

(a) FBI / National Crime Information Center (NCIC) 
Information . The NCIC prohibits the Bureau from disclosing NCIC 
identification records to an inmate . 

Procedures for an inmate to request a copy of his or her 
FBI/NCIC identification record directly from the FBI are 
contained in 28 CFR 513 . 10 through 513 . 12 . 

(b) Documents from Other Federal Age ncies . If a document 
originates in another Federal agency (incl uding other components 
of the Departme nt of Justice) , it shall be placed in the Privacy 
Folder , except as provided in section 12 , first paragraph 
( 2 8 C FR 513 . 4 0 ) . 

When a request for records includes a document from 
another Federal agency , the document shall b e referred to the 
originating Federal agency for a determination of its 
releasability (see Attachment D for a suggested format 
disclosure instructions from the originating agency) . 
documents originating from Federal courts or probation 
see subsection (d) below . 
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(c) Documents from Non-Federal Agencies . If a doc ument 
has been received from a source outside the Federal government 
(e . g . , a state agency) , it shall be placed in the Privacy Folder , 
except as provided in section 12 , first paragraph 
(28 CFR 513 . 40) . 

When a request for records includes a document from a non
Federal agency , Bureau staff must make a determination of its 
releasability in consultation with the non - Federal organization 
(see Attachment D) . If the originating non-Federal agency 
recommends non-disclosure , and Bureau staff determine that non 
disclosure is appropriate under 28 CFR 513 . 32 , staff shall 
document the rationale for non-disclosure and place the document 
in the Privacy Folder . 

(d) Documents from Federal Courts and Probation Offices 

(1) Federal Presentence Reports (PSR) and Statements 
of Reasons (SOR) from Judgments in Criminal Cases . For safety 
and security reasons , inmates are prohibited from obtaining or 
possessing photocopies of their PSRs , SORs , or other equivalent 
non-U . S . Code sentencing documents (e . g ., D . C. , state , foreign , 
military , etc . ) . Inmates violating this provision are subject to 
disciplinary action . 

This prohibition applies only to the SOR portion of an 
inmate ' s Judgment in a Criminal Case . The rest of the Judgment 
document remains releasable unless circumstances or policy 
dictate otherwise . PSRs and SORs received by mail will be 
treated as contraband , and handled according to the Mail 
Management Manual . 

This prohibition does not app l y to inmates in Bureau of 
Prisons custody with a need to review their PSRs prior to 
sentencing . For example , a pretrial inmate scheduled for 
sentencing may possess and review the PSR in preparation for 
sentencing . After sentencing , however , the inmate is prohibited 
from retaining a copy of the PSR . 

The Bureau implemented this policy for the following 
reasons . 

# Many PSRs and SORs contain information 
regarding the inmates ' government assistance , 
financial resources , community affiliations , 
etc . 

# The Bureau has documented an emerging problem 
where inmates pressure other inmates for a 
copy of their PSRs and SORs to learn if they 
are informants , gang members , have financial 
resources , etc . 
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# Inmates who r efuse to provide t he doc uments 
are threatened , assau lt ed , and/or seek 
protective custody . Likewise , inmates 
providing PSRs and SORs containing harmful 
info rmation are faced with the same risks of 
harm . 

Inmates needing a copy of their PSRs or SORs for fil i ng 
as an attachment in a court case may obtain , complete , and sub mit 
to the court an Inmate Request For Certification or J udicial 
Notice of Pre-sentence Report and/or Statement of Reasons for m 
(BP- S757 . 013) . The form , whic h includes instruct i ons for 
completion , must be avai l ab l e to inmates in the housing units and 
law libraries . 

Although p r ohibited from obtaining or possessing 
photocopies , federal inmates are entitled under the FOIA to 
access their own PSRs (see United Sta t es Department of Justice v . 
Julian , 486 U. S . 1 (1988)) and SORs . Inmates must be provided 
reasonable opportunities to access and review their PSRs , SORs , 
or other equivalent non-U . S . Code sentencing documents (e . g ., 
D. C ., state , foreign , mi l itary , etc . ) . Inmates are responsible 
for requesting an opportunity to access and review these records 
with unit staff in accordance with the Program Statement o n 
Inmate Central File , Privacy Folder , and Parole Mini-Files . To 
facilitate inmate access and review, PSRs and SORs should 
ordinarily be maintained in the disclosable portion of the 
central file unless significant safety and security concerns 
dictate otherwise. 

In addition to the above procedures , other provisions 
of the FOIA may require limiting inmate access to PSRs and SORs . 
Third party requests for inmate PSRs and SORs should be handled 
according to Section 29 of this Progra m Statement . 

Staff must maintain PSRs as follows : 

A PSR prepared on or after December 1, 1975, 
is to be placed in the disclosable portion of 
the Inmate Central File . 

! A PSR prepared before December 1 , 1975, is to 
be returned to the sentencing court with a 
cover letter indicating that the PSR i s being 
returned based on the Supreme Court ' s 
dec i sion in Julian and the fact that the PSR 
was not prepared with the expectat i on of 
release . No copy of the returned PSR is to 
be maintained at the institution , althoug h 
relevant material from the PSR may be 
incorporated into other documents . 
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! Documents which the sentencing court has 
sealed or otherwise labeled as not 
disclosable to the inmate must be p laced in 
the privacy folder . Questions regarding such 
documents should be referred to the Regional 
Counsel . 

(2) Documents Other than Federal PSis . Generally , 
documents originating in a Federal court or probation office 
shall be placed in the Privacy Folder if the documents are 
clearly marked to indicate that disclosure to the inmate is 
unadvisable . Other documents , such as a court-ordered study the 
Bureau prepared , shall be referred to the requesting court for 
that court ' s instructions as to disclosure . A copy of the 
document shall be maintained in the Privacy Folder until a final 
determination is made regarding its disclosure . 

When Bureau staff reclassify a document from non 
disclosable to disclosable , subsequent to any information request 
encompassing that document , staff shall place the reclassified 
document in the disclosable section of the Inmate Central File . 

[b. Procedures for Inmate Review of His or Her Inmate Central 
File . 

(1) Prior to the inmate's review of the file , staff are to 
remove the Privacy Folder which contains documents withheld from 
disclosure pursuant to § 513.32 . 

(2) During the file review, the inmate is to be under 
direct and constant supervision by staff. The staff member 
monitoring the review shall enter the date of the inmate's file 
review on the Inmate Activity Record and initial the entry . 
Staff shall ask the inmate to initial the entry also , and if the 
inmate refuses to do so , shall enter a notation to that effect. 

(3) Staff shall advise the inmate if there are documents 
withheld from disclosure and , if so , shall advise the inmate of 
the inmate's right under the provisions of § 513.61 to make a 
FOIA request for the withheld documents.] 

28 CFR 513 . 32 refers to Section 7 of this Program Statement . 
28 CFR 513 . 61 refers to Section 27 of this Program Statement . 
The Inmate Activity Record refers to form BP-38 1 . 

13 . [INMATE ACCESS TO INMATE CENTRAL FILE IN CONNECTION WITH 
PAROLE HEARINGS § 513.41. A parole-eligible inmate (an inmate 
who is currently serving a sentence for an offense committed 
prior to November 1 , 1987) may review disclosable portions of the 
Inmate Central File prior to the inmate's parole hearing , under 
the general procedures set 'forth in § 513.40. In addition, the 
following guidelines apply:] 
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28 CFR 5 13 . 40 refers to Section 12 of this Program Statement . 

[a . A parole-eligible inmate may request to review his or her 
Inmate Central File by submitting the appropriate Parole 
Connnission form. This form ordinarily shall be available to each 
eligible inmate within five work days after a list of eligible 
inmates is prepared. 

b. Bureau staff ordinarily shall schedule an eligible inmate 
for a requested Inmate Central File review within seven work days 
of the request after the inmate has been scheduled for a pa .role 
hearing . A reasonable extension of time is permitted for 
documents which have been provided (prior to the inmate's 
request) to originating agencies for clearance , or which are 
otherwise not available at the institution. 

c. A report received from another agency which is determined 
to be nondisclosable (see § 513.40 (b)) will be summarized by 
that agency , in accordance with Parole Co.mmission regulations . 
Bureau staff shall place the summary in the appropriate 
disclosable section of the Inmate Central File . The original 
report (or portion which is summarized in another document) will 
be placed in the portion of the Privacy File for Joint Use by the 
Bureau and the Parole Commission. 

d. Bureau documents which are determined to be nondisclosable 
to the inmate will be summarized for the inmate ' s review. A copy 
of the summary will be placed in the disclosable section of the 
Inmate Central File. The document from which the summary is 
taken will be placed in the Joint Use Section of the Privacy 
Folder. Nondisclosable documents not summarized for the inmate's 
review are not available to the Parole Commission and are placed 
in a nondisclosable section of the Inmate Central File . 

e. When no response regarding disclosure has been received 
from an originating agency in time for inmate review prior to the 
parole hearing , Bureau staff are to inform the Parole Commission 
Hearing Examiner . ] 

14 . [INMATE ACCESS TO MEDICAL RECORDS § 513.42 

a. Except for the limitations of paragraphs (c) and (d) of 
this section , an inmate may review records from his or her 
medical file (including dental records) by submitting a request 
to a staff member designated by the Warden.] 

Disc l osable Bureau medical records include the fo ll owing : 

! Medi ca l and Re l ated Data Sheets (BP- 8) , although th i s 
form has been disconti~ued , older files may st i ll 
contain such records) , 

! Report of Me dical History (SF-93 or BP- 360) , 
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! Medication Sheets (suc h as Medications and Treatments , 
PHS Form 2128 , Supplement to SF-510) . 

[b. Laboratory Reports which contain only scientific testing 
results and which contain no staff evaluation or opinion (such as 
Standard Form 514A , Urinalysis) are ordinarily disclosable . Lab 
results of HIV testing may be reviewed by the inmate . However , 
an inmate may not retain a copy of his or her test results while 
the inmate is confined in a Bureau facility or a Community 
Corrections Center . A copy of an inmate ' s HIV test results may 
be forwarded to a third party outside the institution and chosen 
by the inmate , provided that the inmate gives written 
authorization for the disclosure. 

c. Medical records containing subjective evaluations and 
opinions of medical staff relating to the inmate's care and 
treatment will be provided to the inmate only after the staff 
review required by paragraph (d) of this section. These records 
include, but are not limited to , outpatient notes , consultation 
reports , narrative summaries or reports by a specialist , 
operative reports by the physician , summaries by specialists as 
the result of laboratory analysis , or in-patient progress 
reports. 

d . Prior to release to the inmate , records described in 
paragraph (c) of this section shall be reviewed by staff to 
determine if the release of this information would present a harm 
to either the inmate or other individuals. Any records 
determined not to present a harm will be released to the inmate 
at the conclusion of the review by staff . If any records are 
determined by staff not to be releasable based upon the presence 
of harm , the inmate will be so advised in writing and provided 
the address of the agency component to which the inmate may 
address a formal request for the withheld records . An accounting 
of any medical records will be maintained in the inmate ' s medical 
file.] 

~elease , review , and accounting of disclosures to inmates and 
former inmates shall be in accordance with the procedures in the 
3ealth Services Manual . 

LS . [INMATE ACCESS TO CERTAIN BUREAU PROGRAM STATEMENTS 
:~ 513.43 . Inmates are encouraged to use the simple local access 
procedures described in this section to review certain Bureau 
l?rogram Statements , rather than the FOIA procedures described in 
Bections 513 . 60 through 513 . 68 of this Subpart . 
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a. For a current Bureau Program Statement containing rules 
(regulations published in the Federal Register and codified in 28 
CFR) , local access is available through the institution law 
library. 

b. For a current Bureau Program Statement not containing rules 
(regulations published in the Federal Register and codified in 28 
CFR), inmates may request that it be placed in the institution 
law library. Placement of a requested Program Statement in the 
law library is within the discretion of the Warden , based upon 
local institution conditions. 

c. Inmates are responsible for the costs of making personal 
copies of any Program Statements maintained in the institution 
law library. For copies of Program Statements obtained under the 
FOIA procedures described in Sections 513.60 through 513 . 68 of 
this Subpart , fees will be calculated in accordance with 28 CFR 
16 . 10 . ] 

28 CFR 513 . 60 through 513 . 68 refers to Sections 26 through 34 of 
this Program Statement . 

16 . [FEES FOR COPIES OF INMATE CENTRAL FILE AND MEDICAL RECORDS 
§ 513 . 44 . Within a reasonable time after a request , Bureau staff 
are to provide an inmate personal copies of requested disclosable 
documents maintained in the Inmate Central File and Medical 
Record. Fees for the copies are to be calculated in accordance 
with 28 CFR § 16.10.] 

No fee shall be charged for the following : 

# the first 100 pages of duplicatio n (or its cost equivalent) , 
# the first two hours of search time (or its cost equivalent) , 

or 
# charges which total $8 . 00 or less . 

The duplication cost is calculated by multiplying the number of 
pages in excess of 100 by $0 . 10 , the current rate set in 
28 CFR 16 . 10 . 

The cost for search time is calculated by multiplying the number 
of quarter hours in excess of two hours by the following rates 
set in 28 CFR 16 . 10 for the staff conducting the search : 

# $2 . 25 per quarter hour for clerical staff , 
# $4 . 50 per quarter hour for professional staff , and 
# $7 . 50 per quarter hour for managerial personnel . 

Onl y fees in excess of $8 . 00 shall be assessed . This means that 
the total cost must be greater than $8 . 00 , either for the cost of 
the search (for time in excess of two hours) , for the cost of 
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duplication (for pages in excess of 100 pages), or for both costs 
combined . 

Examples: 

Example 1: If a request is made for information contained on 
181 pages and clerical staff were able to locate 
the documents in less than two hours , the 
requester would be charged $8 . 10 ($0 . 10 per page x 
81) . 

Example 2: If it ta kes two hours and 30 minutes for clerical 
personnel to locate the same 181 pages , the 
requester would be charged a total of $12 . 60 (a 
duplication fee of $8.10 plus a $4 . 50 search fee 
for the two quarter hours of time in e xcess of two 
hours , at $2 . 25 per quarter hour) . 

Fees for searches shall only be assessed with the authorization 
of the Regional Counsel or the FOIA/PA Admi nistrator in the 
Office of General Counsel . Requesters shall pay fees by check o r 
money order payable to the Treasury of the United States . Fees 
shall be forwarded to the office assessing the fees . 

PART THREE: [PRIVACY ACT REQUESTS FOR INFORMATION] 

17 . [PRIVACY ACT REQUESTS BY INMATES § 513.50 . Because inmate 
records are exempt from disclosure und e r the Privacy Act , (see 
28 CFR 16 .97) inmate requests for records under the Privacy Act 
will be processed in accordanc e with the FOIA . See §§ 513.61 
through 513.68 . ] 

28 CFR 513 . 61 through 513 . 68 refers to Sections 27 through 34 of 
this Program Statement . 

18 . PRIVACY ACT REQUESTS BY EMPLOYEES OR FORMER EMPLOYEES. An 
employee or former employee may make a written re quest for access 
to documents in his or her Personnel File and/or other documents 
concerning the requester which are not contained in the 
employee's personnel file but which are maintained in a Bureau 
system of records . Such a request is processed pursuant to the 
applicable provisions of the Privacy Act , 5 U. S . C . § 552a , and 
the FOIA , 5 U. S . C . § 552 . 

# A wri t ten request should be submitted to : 

Director 
Federal Bureau of Prisons 
320 First Street NW 
Washington DC 20534 
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# The requester shall clearly mark on the face of the letter 
and on the envelope "PRIVACY ACT REQUEST," and shall clearly 
describe the record sought , including the approximate date 
covered by the record . 

# An employee making such a request must provide 
identification data , as listed in 28 CFR 16 . 41 , and may use 
a Certification of Identity Form (DOJ-361) or self-sworn 
declaration. 

19 . PRIVACY ACT REQUESTS ON BEHALF OF AN EMPLOYEE OR FORMER 
EMPLOYEE. A request for records concerning an employee or former 
employee made by an authorized representative of that employee or 
former employee may be made by writing to the address above . 
Such requests shall be processed pursuant to the provisions of 
the Privacy Act . 

# The request must be clearly marked on the face of the letter 
and on the envelope "PRIVACY ACT REQUEST, " and must describe 
the record sought , including the approximate dates covered 
by the record . 

# Verification of the identity of the individual whose records 
are sought is requ i red . See methods of verification listed 
in 28 CFR 16 . 41. 

20 . ACKNOWLEDGMENT OF PRIVACY ACT REQUESTS. Requests for 
records under the Privacy Act received by the FOIA/PA 
Administrator , Office of General Counsel , shall be reviewed and 
may be forwarded to the appropriate Regional Office for handling . 

# Requests for records located at a Bureau institution other 
than the Central Office or a Regional Office shall be 
referred to the appropriate staff at that institution for 
proper handling . 

# The requester shall be notified of the status of his or her 
request by the office with final responsibility for 
processing the request . 

# Every effort shall be made to respond to the requester 
within the time limit set under the governing disclosure 
statute . 

21 . REVIEW OF DOCUMENTS FOR PRIVACY ACT REQUESTS. If a document 
is deemed to contain information exempt from disclosure, any non
exempt sections of the record shall be provided to the requester 
after deletion of the exempt portions . 
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22 . LIMITATIONS ON EMPLOYEE RIGHT TO ACCESS UNDER THE PRIVACY 
ACT. Under Congressional authority granted to the Attorney 
General by 5 U. S . C . § 552a(j) and (k) , certain systems of records 
listed at 28 CFR 16 . 97 and on Attachment Care exempt from access 
under the Privacy Act of 1974 . 

Bureau records are also subject to the FOIA exemptions from 
disclosure listed in 5 U. S . C . § 552(b) . 

23 . DENIAL OF ACCESS AND NOTICE OF APPEAL RIGHTS. If a Privacy 
Act request for records is denied in whole or in part , a denial 
letter shall be issued and signed by the Director , or his or her 
designee , and shall state the basis for denial under 
28 CFR 513 . 32 . 

# A requestor who has been denied such access shall be advised 
that he or she may appeal that decision to the U. S . 
Department of Justice , Office of Information and Privacy , 
(OIP) by filing a written appeal within 30 days of the 
receipt of the denial . 

# The appeal shall be marked on the face of the letter and the 
envelope , "PRIVACY APPEAL - DENIAL OF ACCESS," and shall be 
addressed to the : 

Office of Information and Privacy 
U. S . Department of Justice 
Suite 570 , Flag Building 
Washington DC 20530 

During the appeal , Bureau staff shall assist OIP staff in the 
review of contested Bureau documents necessary to resolve the 
appeal and/or litigation . This review may be coordinated by 
FOIA/PA staff in the Office of General Counsel or Regional 
Counsel . 

24 . CORRECTION OF RECORDS 

a . Inmate Requests for Correction. An inmate may submit a 
written request for correction of records through the Bureau ' s 
Administrative Remedy Program . 

b . Non-inmate Requests for Correction. A person other than an 
inmate may request correction of inaccurate , incomplete , or 
irrelevant information by writing to the Director of the Federal 
Bureau of Prisons . 

! A request for correction must identify the particular 
record in quest i on , state the correction sought , and 
set forth the justification for the correction . 
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! Both the request and the envelope must be clearly 
marked "Privacy Act Correction Request." 

c . Bureau Responses 

(1) Requests to Correct Bureau Records 

(a) Bureau staff may make or deny requests for correction 
of Bureau records pursuant to procedures contained in 
28 CFR 16 . 50 . One basis for denial may be that the records are 
conta ined in a Bureau system of records that has been published 
in the Federal Register and exempted from the Privacy Act ' s 
provisions requiring amendment and correction . Refer to 
28 CFR 16 . 97 for further information . 

Inmate Central File Records. Unit staff shall take 
reasonable steps to ensure the accuracy of challenged information 
in the Inmate Central File , particularly when the challenged 
infor mation can be verified . 

! Reasonable steps inc lude requ i ring specific action 
from the inmate , such as providin g documents which 
support the challenge and/or the names of people 
to contact regarding the challenged in formation . 

! Once Bureau staff make a determination that the 
challenged information is incorrec t , appropriate 
notations on the record shall be made to ensure 
that staff do not use the discredited information 
to make decisions regarding the inmate . 

! Special proced ures have been developed when the 
challenged information involves a PSI Report . See 
the Program Statement on Inmate Central File , 
Privacy Folder, and Parole Mini-Files for further 
information . 

(b) Any denial of a request for correction should contain 
a statement of the reason for denial and notice to the requester 
that the denial may be appealed to the U. S . Department of 
Justice , Off i ce of Information and Privacy , by filing a written 
appeal within 30 days of the receipt of th e denial . 

The appeal shall be marked on the face of the letter and 
the envelope , "PRIVACY APPEAL - DENIAL OF ACCESS , " and shall be 
addressed to the OIP address cited in Section 23 above . 

(2) Requests to Corre ct Re co rds Originated by Other Federal 
Agencies. Requests for correction of records prepared by other 
Federal agenc i es shall be forwarded to that agency for 
appropriate action and the requester shall be immediately 
notified of the referra l in writing . 
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(3) Requests to Correct Records Originated by Non-Federal 
Source. Wh en t he r equest i s for co r rection of non - Feder a l 
records , the requester shall be advised to wr i te t o t h at non
Federal entity . 

25 . FEES FOR PRIVACY ACT REQUESTS. Fees for copies of records 
d i sclosed under the Privacy Act , including fees for an employee ' s 
own records , may be charged in accordance with 28 CFR 16 . 47 . 

PART FOUR: [FREEDOM OF INFORMATION ACT REQUESTS FOR INFORMATION] 

26 . [FREEDOM OF INFORMATION ACT REQUESTS § 513 . 60 . Requests for 
any Bureau record (including Program Statements and Operations 
Memoranda) ordinarily shall be processed pursuant to the Freedom 
of Information Act , 5 U.S . C. 552. Such a request must be made in 
writing and addressed to the Director , Federal Bureau of Prisons , 
320 First Street , NW. , Washington, D.C. 20534 . The requester 
shall clearly mark on the face of the letter and the envelope 
"FREEDOM OF INFORMATION REQUEST," and shall clearly describe the 
records sought. See §§ 513 . 61 through 513 . 63 for additional 
requirements.] 

28 CFR 513 . 61 thro u gh 63 refers to Sections 27 th r ough 29 of this 
Program Statement . 

27 . [FREEDOM OF INFORMATION ACT REQUESTS BY INMATES § 513 . 61 

a. Inmates are encouraged to use the simple access procedures 
described in § 513 . 40 to review disclosable records maintained in 
his or her Inmate Central File . ] 

28 CFR 513 . 40 refers to Section 12 of this Program Statement . 

Sim i larly , inmates are encouraged to use the simple access 
procedures described in Section 15 above to review certain Bureau 
Program Statements that may be available locally at the 
institution . 

[b . An inmate may make a request for access to documents in 
his or her Inmate Central File or Medical File (including 
documents which have been withheld from disclosure during the 
inmate 's review of his or her Inmate Central File pursuant to 
§ 513.40) and/or other documents concerning the inmate which are 
not contained in the Inmate Central File or Medical File . Staff 
shall process such a request pursuant to the applicable 
provisions of the Freedom of Information Act , 5 U.S.C . 552. 
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c . The inmate requester shall clearly mark on the face of the 
letter and on the envelope "FREEDOM OF INFORMATION ACT REQUEST" , 
and shall clearly describe the records sought , including the 
approximate dates covered by the record . An inmate making such a 
request must provide his or her full name , current address , date 
and place of birth . In addition , if the inmate requests 
documents to be sent to a third party , the inmate must provide 
with the request an example of his or her signature , which must 
be verified and dated within three (3) months of the date of the 
request . ] 

A request for "my records ," "a ll my records ," or similar 
wording shall be interpreted as a request for a copy of Inmate 
Central File records and Medical Fi l e records currently 
mainta i ned at the inmate ' s i nstitution of confinement or , in the 
case of former inmates , in the last institution of confinement . 

Inmates are encouraged to provide Federal register numbers to 
assist in properly identifying requested records . 

28 . [FREEDOM OF INFORMATION ACT REQUESTS BY FORMER INMATES 
§ 513.62 . Former federal inmates may request copies of their 
Bureau records by writing to the Director , Federal Bureau of 
Prisons , 320 First Street , NW. , Washington , D.C . 20534. Such 
requests shall be processed pursuant to the provisions of the 
Freedom of Information Act. The request must be clearly marked 
on the face of the letter and on the envelope "FREEDOM OF 
INFORMATION ACT REQUEST" , and must describe the record sought, 
including the approximate dates covered by the record. A former 
inmate making such a request must provide his or her full name , 
current address , date and place of birth . In addition , the 
requester must provide with the request an example of his or her 
signature , which must be either notarized or sworn under penalty 
of perjury , and dated within three (3) months of the date of the 
request . ] 

Former inmates are encouraged to provide Federal register numbers 
to assist in properly ident i fying requested records . 

29 . [FREEDOM OF INFORMATION ACT REQUESTS ON BEHALF OF AN INMATE 
OR FORMER INMATE § 513 . 63 . A request for records concerning an 
inmate or former inmate made by an authorized representative of 
that inmate or former inmate will be treated as in § 513 . 61 , on 
receipt of the inmate ' s or former inmate ' s written authorization . 
This authorization must be dated within three (3) months of the 
date of the request letter . Identification data, a s listed in 28 
CFR 16.41 , must be provided . ] 

Requesters are encouraged to provide Federal register numbers to 
ass i st in properly identifying requested records . 
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30 . [ACKNOWLEDGMENT OF FREEDOM OF INFORMATION ACT REQUESTS 
§ 513 . 64 

a . All requests for records under the Freedom of Information 
Act received by the FOIA/PA Administrator , Office of General 
Counsel , will be reviewed and may be forwarded to the appropriate 
Regional Office for proper handling . Requests for records 
located at a Bureau facility other than the Central Office or 
Regional Office may be referred to th e appropriate staff at that 
facility for proper handling . 

b . The requester shall be notified of the status of his or her 
request by the office with final responsibility for processing 
the request . ] 

31 . [REVIEW OF DOCUMENTS FOR FREEDOM OF INFORMATION ACT REQUESTS 
§ 513 . 65. If a document is deemed to contain information exempt 
from disclosure , any reasonably segregable portion of the record 
shall be provided to the requester after deletion of the exempt 
portions . If documents , or portions of documents , in an Inmate 
Central File r have been determined to be nondisclosable by 
institution staff but are later released by Regional or Central 
Off i ce staff pursuant to a request under this section , 
appropriate instructions will be given to the institution to move 
those documents , or portions , from the Inmate Privacy Folder into 
the disclosable section of the Inmate Central File . ] 

32 . [DENIALS AND APPEALS OF FREEDOM OF INFORMATION ACT REQUESTS 
§ 513 . 66 . If a request made pursuant to the Freedom of 
Information Act is denied in whole or in part , a denial letter 
must be issued and signed by the Director or his or her designee , 
and shall state the basis for denial under § 513 . 32 . The 
requester who has been denied such access shall be advised that 
he or she may appeal that decision to the Office of Information 
and Privacy , U.S . Department of Justice , Suite 570 , Flag 
Building , Washington , D.C. 20530 . Both the envelope and the 
letter of appeal itself should be clearly marked : "Freedom of 
Information Act Appeal."] 

28 CFR 513 . 32 refers to Section 7 of this Program Statement . 

During the appeal and any subsequent litigation , Bureau staff 
shall assist DOJ staff , inc l uding OIP staff , in rev i ewing 
contested Bureau documents necessary to resolve the appeal and/or 
litigation . 
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33 . [FEES FOR FREEDOM OF INFORMATION ACT REQUESTS § 513 . 67. 
Fees for copies of records disclosed under the FOI A , including 
fees for a requester's own records , may be charged in accordance 
with Department of Justice regulations contained in 28 CFR 
16.10 . ] 

See further description of fees in Section 16 above . 

34 . [TIME LIMITS FOR RESPONSES TO FREEDOM OF INFORMATION ACT 
REQUESTS § 513 . 68 . Consistent wi th sound administrative practice 
and the provisions of 28 CFR 16 . 1 , the Bureau strives to comply 
with the time limits set forth in the Freedom of Information 
Act . ] 

Staff processing requests for release of information under the 
FOIA are expected to be fam i liar with the provisions of 
28 CFR 16 . l(d) , as fol l ows : 

# A requester must be notified of the decision on his or her 
request within 10 days after its receipt (excluding 
Saturday , Sunday , and legal public holidays) . Conditions 
for extension of th i s time are discussed in 28 CFR 16 . l(d) . 

# Generally , all FOIA requests shall be processed in the 
approximate order of receipt , unless the requester shows 
exceptional circumstances exist to justify an expedited 
response . Examples of exceptional circumstances which might 
justify an expedited response include the following : 

a threat to life or safety , 

! the loss of substantial due process rights , or 

! in cases of widespread and exceptional interest to the 
media , and upon approval of DOJ' s Office of Public 
Affairs , possible questions about the Government ' s 
integrity which affect public confidence . 

Because a decision to take a FOIA request out of order delays 
other requests , simple fairness demands that such a decision be 
made only upon careful scrutiny of truly exceptional 
circumstances . 

! Regional Counsel shall follow DOJ guidelines as to 
whether to expedite a particular request because it 
fits into one of the first two exceptions described 
above . 
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! Requests which are being considered for e xpedited 
processing because of the last exception described 
above shall first be sent through the FOIA/PA 
Administrator t o the General Counsel for obtaining DOJ 
approval . 

35 . TRANSITION. Inmates must remove any copies of PSRs and SORs 
as listed in Section 12 . a . ( 2) (d) ( 1) they currently possess no 
later than 45 days after the effective date of this PS . Each 
inmate must inspect his or her personal property for photocopies 
of these documents and then dispose of them . 

Inmates possessing these documents when this transition period 
expires will be subject to disciplinary action for possession of 
contraband . 

Inmates may dispose of their PSRs and SORs by any of the 
following methods : 

! Mailing the documents out of the institution to someone of 
the inmate ' s choosing ; 

! Destroying or discarding the PSRs or SORs themselves ; or 

! Delivering them to a staff member for destruction . 

/s/ 
Kathleen Hawk Sawyer 
Director 
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EXEMPTIONS TO DISCLOSURE PROVIDED IN 
THE FREEDOM OF INFORMATION ACT 

1 . The Freedom of Information Act (5 U. S . C . § 552) provides 
genera l ly for the disclosure of agency records . Section 552(b) 
exempts from mandatory disclosure matters that are -

" ( 1) (A} specifically authorized under criteria established 
by an Executive order to be kept secret in the interest of 
national defense or foreign policy and (B) are in fact properly 
classified pursuant to such Executive order ; 

(2) related solely to the internal personnel rules and 
practices of an agency ; 

(3) specifically exempted from disclosure by statute (other 
than section 552b of this title} , provided that such statute (A) 
requires that the matters be withheld from the public in such a 
manner as to leave no discretion on the issue , o r (B) establishes 
particular criteria for withholding or refers to particular types 
of matters to be withheld ; 

(4) trade secrets and commercial or financial information 
obtained from a person and privi leged or confidential ; 

(5) inter -agency or intra -agency memorandums or letters 
which would not be available by law to a party other than an 
agency in litigation with the agency ; 

(6) personnel and medical files and similar files the 
disclosure of which would constitute a clearly unwarranted 
invasion of personal privacy ; 

(7) records or information compiled for law enforcement 
purposes , but only to the extent that the production of such law 
enforcement records or information 

(A) could reasonably be expected to interfere with 
enforcement proceedings, 

(B) would deprive a person of a right to a fair trial 
or an impartial adjudication , 

(C) could reasonably be expected to constitute an 
unwarranted invasion of personal privacy , 

(D} could reasonably be expected to disclose the 
identity of a confidential source , including a State , local , or 
foreign agency or authority or any private institution which 
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furnished inform ation of a confidential basis , and , in the case 
of a record or information compiled by a criminal law enforcement 
authority in the course of a criminal investigation or by an 
agency conducting a la wful national security intelligence 
investigation , information furnished by a confidential source, 

(E) would disclose techniques and procedures for law 
enforcement investigations or prosecu tions , or would disclose 
guidelines for law enforcement investigations or prosecutions if 
such disclosure could reasonably be expected to risk 
circumvention of the law , or 

(F) could reasonably be expected to endanger the life 
or physical safety of any individual ; 

(8) contained in or related to examination , operating , or 
condition reports prepared by , on behalf of , or for the use of an 
agency responsible for the regulation or supervision of financial 
institutions ; or 

(9) geological and geophysical information and data , 
including maps , concerning wells . 

2 . Any reasonably segregable portion of a record shall be 
provided to any person requesting such record after deletion of 
the portions which are exempt under this subsection ." 

3 . Under 5 U. S . C . § 551 , Federal " agency records " are defined 
not to include records of 

( 1) the Congress ; 

( 2) the courts of the United States ; 

( 3) the governments of the territories or possessions of 
the United States ; or 

( 4) the government of the District of Columbia . 
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Duty Station Address (past and present) 

INMATES: 

See list provided in the Program Statement on News Media Contacts 
and the Public Information Officer ' s Handbook (PIO Handbook) . 

BOP FOIA 2018-06557-LIT 37 of 54 



# : 

001 

002 

003 

004 

005 

006 

007 

008 

009 

010 

011 

Refer to BOP PS 1351 . 05 
9/19/2002 

Attachment C, Page 1 

PUBLISHED SYSTEMS OF RECORDS 

NAME: PUBLICATION DATE: 

Custodial/Security Record System 

FOIA Record System 

Industrial Inmate Employment Record 
System 

Inmate Administrative Remedy Record 
System 

Inmate Central Records System 

Inmate Commissary Accounts Record 
System 

Inmate Physical/Mental Health Record 
System 

Inmate Safety/Accident Compensation 
Record System 

Federal Tort Claims Act Record System 

Access Control Entry/Exit System 

Telephone Activity Record System 

09/28/78 

09/17/77 

09/28/78 

09/28/78 

06/07/84 

09/17/77 

09/28/78 

09/28/78 

09/28/78 

10/04/95 

04/21/95 

012 Office of Internal Affairs Investigative 
Record System 08/29/95 

101 NIC Technical Assistance Resource Persons 
Directory 04/18/83 

102 NIC Field Readers List 04/18/83 

BOP FOIA 2018-06557-LIT 38 of 54 



Refer to BOP 

Dear 

(Date) 

PS 1351 . 05 
9/19/2002 

Attachment D, Page 1 

Re : 
Our Reg . No : 

Docket No : 

Please advise us as to whether the attached docurnent(s) prepared 
by your agency may be (1) disclosed to the above inmate and (2) 
used with respect to the inmate ' s parole hearing(s) . 

Disclosure of information contained in an inmate ' s prison files 
is governed by a variety of Federal laws , principally the Freedom 
of Information Act (5 U . S . C . § 552) and the Privacy Act 
(5 U . S . C . § 552a) . Guidelines for the implementation of these 
laws are given below . 

GUIDELINES FOR DISCLOSURE TO A FEDERAL PRIS ON INMATE 

Upon an inmate ' s request , materials in that inmate's files will 
be disclosed to that inmate unless there is a legal exemption to 
such disclosure . Typical examples of documents which may be 
withheld are those which , if disclosed , might -

a . constitute a clearly unwarranted invasion of personal 
privacy ; 

b . reveal sources of information obtained upon a legitimate 
expectation of confidentiality or otherwise endanger the 
life or physical safety of any person ; 

c . lead to a serious disruption of the subject inmate ' s 
institutional program , due to the diagnostic or evaluative 
opinions contained in the document , and which could likely 
affect the inmate ' s clearly documented adjustment 
difficulties ; 

ct. interfere with ongoing law enforcement proceedings , 
including administrative investigations ; or 

e . enable the requestor to violate any law or threaten the 
security of a Federal Bureau of Prisons institution through 
disclosure of law enforcement techniques or procedures . 
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GUIDELINES FOR DISCLOSURE FOR USE AT THE INMATE'S PAROLE HEARING 

A Federal prison inmate must be provided reasonable access to 
reports or documents to be used by the Parole Commission in 
making its parole release determination . The Commission , of 
course , wants to use all the informat i on in the documents you 
prepare . If you determine that some information may not be 
disclosed , in accordance with the guidelines listed above , you 
must prepare a summary of excluded information if it is to be 
used by the Parole Commi ssion . This summary , as well as the 
disclosable portions of the document , will then be available to 
the inmate , and the Commission thereby be permitted to review the 
entire document . The summary need only be phrased in general 
terms to enable the inmate to respond to the essential 
allegations made in excluded material . It should not reveal 
specific information which might compromise a legitimate need for 
confidentiality . 

OPTIONS FOR DISCLOSURE OF INFORMATION 

There are three options which exist under Federal law with 
respect to disclosure to the inmate and to the U. S . Parole 
Commission of the information prepared by your agency . 

Option 1 - You may authorize complete disclosure of the 
document . The document is available for inmate review and 
copying . Court disclosure instructions , if any , will be 
followed . 

Option 2 - You may recommend exclusion of a portion or all 
of the document from disclosure. Please identify the part(s) of 
the document you consider exempt form disclosure and prepare an 
adequate summary of the excluded material . The Federal Bureau of 
Prisons will review the reasons given in accordance with the 
guidelines listed in this letter . If at least one of the 
guidel i nes is met , both the summary and the disclosable portion 
of the document , if any , will be available to the inmate . If the 
Federal Bureau of Prisons determines the document to be entirely 
disclosable , the document will be returned to you , and no copy 
will be retained by the Federal Bureau of Prisons or for release 
to the U. S . Parole Commission or to the inmate . 

Option 3 - You may refuse to authorize disclosure of the 
document , or a summary in any form to the inmate . If this option 
is selected, please provide a memorandum detailing reasons for 
non-disclosure . The Federal Bureau of Prisons will review the 
reasons given in accordance with Bureau policy and the guidelines 
listed in this letter . If at least one of the guidelines is met , 
the document will be placed in the Inmate Privacy Folder and will 
not be available for release either to the inmate or to the U. S . 
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Parole Commission . If the Federal Bureau of Prisons considers 
the document disclosable , the document will be returned to you , 
and no copy will be reta i ned for use by the Federal Bureau of 
Prisons . Please consider carefully before choosing t h is option . 

We appreciate your review of the attached documents with respect 
to their disclosure . We have enclosed a form for your response . 
Thank you for you cooperation . 

Sincerely , 

Warden 

Attachments 
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To : Warden : ___________ _ 
Institution : - --- -----

FROM: (Authorized Agency Representative) 
(Agency) 

SUBJECT : Disclosure of Information to Federal Inmate and to 
U. S. Parole Commission 

This replies to your (date) letter in which you forward to us , 
and ask that we review , certain document(s) prepared by our 
agency to determine whether the document(s) may be disclosed to 
the Federal inmate involved and the U. S . Parole Commission . 

Document (s) : 

The following action may be taken with respect to these 
documents : 

1 . Complete disclosure of the document(s) is (are) 
authorized . 

The document may be made availab l e for inmate review and 
copying . 

2 . The following portion(s) of the document(s) is (are) to be 
excluded on the basis that if disclosed , it might -

constitute a clearly unwarranted invasion of 
personal privacy ; 

reveal sources of information obtained under a 
legitimate expectation of confidentiality or 
otherwise endanger the life or physical safety of 
any person ; 

lead to a serious disruption of the subject 
inmate ' s institutional program , due to the 
diagnostic or evaluative opinions contained in the 
document , and which it could likely affect the 
inmate ' s clearly documented adjustment 
difficulties ; 

interfere with ongoing law enforcement 
proceedings , including administrative 
investigations ; or 
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enable the requester to violate any law or 
threaten the security of a Federal Bureau of 
Prisons institution through disclosure of law 
enforcement techniques or procedures . 

Other : (s pecify ) 
A summary of the excluded material is attached . 

3 . Neither the document nor a summary of the document is to 
be disclosed in any form to the inmate . 
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• U.S. Department of Justice 
~ Federa l Bureau of Prisons 

PROGRAM STATEMENT 
OPI: CPD/C PB 
NUMBER: P5265.13 
DA TE: 2/ 19/2009 

Trust Fund Limited Inmate Computer System 
(TRULINCS) - Electronic Messaging 

Isl 
Approved: Harley G. Lappin 
Dir ector, Federal Bureau of Prison s 

l. PURPOSE AND SCOP E 

This policy describes the operation of the Trust Fund Limited Inmate Computer System 
(TRULINCS) - Electro nic Messaging. Through TRULJNCS , inmat es may send electronic 
messages to securely, efficiently, and economically mainta in contact with persons in the 
~ommunity. Both inmates and electronic message recipient s must adhere to the rules of this 

olicy, and must not use TRULINCS for any purpose which would jeopardize the safety, 
security, or orderly operation of the correctional facility, or the protection of the publi c and staff. 
:nmates participating in TRULJNCS will not have access to the Internet. 

a. Program Objective s. The objectives of the TRULINCS program are: 

11 To provid e inmates with an alternative means of written communication with the public. 
11 To provid e the Bureau with a more efficient, cost-effective, and secure method of managing 

and monitoring inmate communication services . 
• To reduce the opportunities for illegal drugs or contraband to be introduc ed into Bureau 

facilities through inma te mail. 

b. Summary of Changes 

Policy Rescinded: P5265.12 Trust Fund Lim ited Inmat e Commun ication System (TRULJNCS) -
Electronic Messag ing (3/ 12/08) 

Attachment B 
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The following changes were made to this Program Statement: 

■ TRULlNCS name changed to "Trust Fund Limited Inmate Computer System" vs. "Trust 
Fund Limited Inmate Commu nication System." 

■ Policy now requires an institution supplement. 
■ Paragraphs were added regarding the use of outgoing mail labels. 

c. Institution Supplements. Each institution must deve lop an Institution Supplement for the 
local procedures necessary to operate TRULINCS. 

d. Pretrial, Holdo ver, or Detainee Inm ates. This policy appl ies to pretrial , holdover, or 
detainee inmates designated to Bureau facilities where TRULINCS is activated. 

e. Definitio ns. 

■ "E lectronic message" means any electronic, computer-based, written communicatio n 
composed by an inmate or received from an authorized person using TRULINCS. 

■ "Electronic message contact list" means a list of authorized persons with whom the inmate 
may correspond using TRULINCS . 

■ "Written correspondence" means traditiona l mail sent or received via the U.S. Postal 
Service. 

2. AUTHORIT Y 

The Bureau's authority to implement TRULINCS is found in 18 U.S.C. § 4042, which authorizes 
the Bureau to provide for tbe safekeep ing, care, and subsistence of Federal prisoners. Pursuant to 
that authority, the CEO prohibits or discontinues its operation, or individual inmates' 
participation, whenever it is determined to jeopardize the safety, security, or orderly operation of 
the correctional facility, or the protection of the pub lic and staff. 

Use of the TRULINCS is a privilege; therefore, the Warden or an authorized representativ e may 
limit or deny the privilege of a particular inmate (see Section 3 for restrictions). 

Individual inmates may be excluded from program participation as part of classification 
procedures (see Section 3). Information supporting the exclusion is forwarde d to the Warden for 
final determination. 

By participating in the TRULINCS program , inmates, and the persons in the community with 
whom they correspond, voluntarily consent to having all incoming and outgoing electron ic 
messages , including transactio nal data, message contents, and other activities, monitored and 
retained by Bureau staff. This authority includes rejecting individual messages sent to or from 
imnates using TRULINCS that jeopardi ze the above-mentioned interests. 
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An inmate's participation in TRULINCS is conditioned on his/her notice, acknowledgment, and 
voluntary consent to the Warden's authority, as indicated above. Each inmate's notice , 
acknow ledgment, and voluntary consent must be documented on the Inmate Agreement for 
Participation in TRULJNCS Electronic Messaging Program Form (BP-0934). As a reminder to 
inmates, a warning banner appears each time an inmate participant accesses the system, 
indicating his /her consent to monitoring. 

Community persons' consent to Bureau staff monitoring of all TRULINCS messages and activity 
is obtained when a community person accepts the initial system-generated message notifying 
him/her the inmate wants to add him/her to their contact list, and with each subsequent 
message(s) from inmate participants. 

3. TRULINCS RESTRICTIONS 

Inmates are excluded from electronic messaging when it is determined that their use would 
threaten the safety, security , or orderly running of the institution or the protection of the public 
and staff. 

Inmates excluded from program participation under this section are notified of the specific 
reason(s) by a written explanation of the decision, unless possessing such written information 
would threaten the safety of the inmate, or other legitimate penological interest(s). 1f prohibited 
from possessing a copy of the written explanation, inmates remain entit led under the Freedom of 
Information Act (FOJA) to access this information from their Central Files, and must be provided 
reasonable opportunities to access and review such documents. At the inmate's request, expense, 
and preparation of an envelope , staff may photocopy and mail the documents. 

a. Class ificatio n. An inmate's exclusion from program participation must be based on his/her 
individual history of behavior that could jeopardize the legitimate penological interests listed 
above. Inmates must not be excluded from program participation based on general 
categorizations of previous conduct. 

For example, inmates with a personal history of, or prior offense conduct or conviction for, 
soliciting minors for sexual activity , or possession /distribution of child pornography through the 
Internet or other means, are excluded from program participation based on their history. 
Likewise, an inmate with a personal history or special ski lls or knowledge of using 
computers /email/Internet or other communicat ion methods as a conduit for committing illegal 
activities will be excluded. 

The existence of a Public Safety Factor - Sex Offender indicates the in.mate shou ld be reviewed 
for underlying conduct that would exclude him/her from TRULJNCS program participation. 
However , inmates generally classified with a Public Safety Factor - Sex Offender , are not 
automatically excluded from participation, as their personal bfatory may not have involved the 
specific examples cited above. 
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b. Pending Investigation or Disciplinary Action for Possible Messaging (TRULIN CS) 
Abuse or Misuse . If an inmate is pending either investigation or disciplinary action for possible 
abuse or misuse, a partial or total TRULINCS restriction is authorized by the CEO or designee. 
A messaging restriction in this situat ion is discretionary to ensure the institution's safety, 
security, and orderly operation, or the protection of the public and staff. When deemed 
necessary, ordinarily the SIS office recommends this type of restriction. Any TRULINCS 
restriction recommended by tbe SIS office may only be imposed with the Warden's approval, in 
accordance with the procedures outlined in this section. 

Initial electronic message restrictions, imposed pendin g an investigation or pending discipLinary 
action for possible TRULINCS abuse or misuse, are limited to 30 days. If additional 30-day 
periods are required to comp lete either the investigation or disciplinary process , the Warden must 
reauthori ze the restriction in writing using these procedur es. Trust Fund staff obtain the 
Warden's approva l for reinstatement or continued restrictions every 30 days. 

c. Inmate Disciplin e/Criminal Prosecution. Inmate use of the program in violation of the 
procedures subjects the inmate to disciplinary action or criminal pros ecution. In addition , 
inmates who abuse, circumvent, or tamper with the TRULINCS program (equipment , 
application, furniture) or violate program procedures are subject to disciplinary action or criminal 
prosecution. 

The DHO or UDC may impose the sanctio n of loss of TRULINCS privil eges for inmates found 
guilty of committing prohibited acts. 

d. Administrative Remedy Program . Any issue related to the program may be raised through 
the Bureau's Administrative Remedy program. 

e. Specia l Housing Unit. Inmates in the SHU will not have access to TRULINC S electronic 
messagmg. 

4. CONTACT LIST 

a. Inmate to Persons in the Community Communication. [nmates may only exchange 
electronic messages with persons in the communjty who have accepted the inmate's reque st to 
.;;ornmunicate. The Warden may deny electronic messaging if it is detem,ined that there is a threat 
to institution security or good order, or a threat to the public and staff. Inmates may not exchange 
~lectronic messages with unauthorized contacts including, but not limited to, victims, witnesses, 
other persons connected with the inmate's criminal history, and law enforcemenr officers, 
contractors, or volunteers. 

~OTE: Inmates may place attorneys, "spec ial mail" recipients, or other legal representat ives on 
their electronic message contact list, with the acknowledgment that electron ic messages 
exchanged with such individuals will not be treated as privileged communications and will be 
subject to monitoring. 
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b. Inmate to Inmate Communication. An inmate may be permitted to correspond via 
electronic messaging with an inmate confined in any BOP faci lity if the other inmate is either a 
member of the immediate family , or is a party or witness in a Legal action in which both inmates 
are involved. The following additional Limitations apply: 

■ The appropriate Unit Manager at each institution must appro ve in writing the 
correspondence if both inmates are members of the same immediate family or are a party or 
witness in a legal action in which both inmates are involved. 

• The Ward en will be informed of any unusual circumstances pertaining to a request to 
correspond electronically for members of the same immediate family or for inmate s who are 
a party or witne ss in the same legal action. When denying an inmat e 's requ est to correspond 
electronically, the Unit Manager documents the reason(s ) for the denial. The approval of 
such electronic correspondence privilege s for both inmates ordinarily remains in effect if 
either inmate is transferred. 

• Such electronic correspondence may be approved in other exceptional circumstances, with 
particular regard to the security level of the institution, the nature of the relationship between 
the two inmates, and whether the inmat e has other regular corr espondence. 

c . Outgoing Mail Labe ls. Ordinarily , inmates are required to place a TRULINCS-generated 
mailing label on all outgoing postal mail. The Warden may exempt inmate s from this 
requ iremen t if he/she detemunes that an inmate has a physical or mental incapacity , or other 
extraord inary circumstances that prevents him/her from using the TRULINCS terminal, or the 
inmate pose s special security concerns prohibiting access to TRULINCS terminals . 

The Warden may exempt inmate s housed in SHU or other areas of the institution in which there 
are special securi ty concerns that limjt regular access to TRULINCS. 

If an inmat e fails to plac e the TRULINCS -generated label on outgoing postal mail, the mail is 
returned to the inmate for proper preparation , in the same way outgoin g mail is returned for 
failure to follow other processing requirements , e.g. Jack of return addres s, etc. 

Mailing label s are only placed on outgoing postal mail. Inmate s who use mailing labels for other 
than their intended purpose may be subj ect to disciplinary action for misuse of Government 
prop erty . 

Ordinarily, inmates are limited to printing no more than 10 labels per day. An inmate may be 
authorized to print label s in excess of these limits only upon approval of the Warden or designee . 

S. PROCEDURES FOR EXCHANGING ELECTRONIC MESSAGES 

[nmates and persons in the community may exchange electronic messages in the following 
manner. 
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a. Contact List. It is an inmate's responsibility to maintain his/her own contact list. An inmate 
requests to exchange electronic messages with a person in the community by placing that person 
on the inmate's contact list. 

b. Notice. Upon receiving the system generate d message, tbe person in the community is 
notified that : 

■ The Federal inmate identified seeks to add the person in the community to his/her authorized 
electronic message contact list. 

■ The person in the community may approve the inmate for electronic message exchanges, 
refuse tbe request for electronic message exchanges, or refuse the current and all future 
Federal inmates' requests for electroruc message exchanges . 

■ By approving, the person in the community consents to bave Bureau staff monitor the 
content of all electronic messages and agrees to comply with program rules and procedures. 

■ If the person in the community sends an attachment with an electronic message to a Federal 
inmate , the attachment will be stripped from the message and will not be delivered to the 
inmate. 

c. Consent. If the person in the community consents to receive electronic messages, that person 
is added to the inmate's electronic message contact list. 

d. Later otices. Every subsequent electronic message to a person in tbe community on the 
inmate's electronic message contact list will: 

(1) Allow the person in the community to take no action, in wh ich case the person remains on 
the inmate's electronic message contact list, remove himself /herself from this inmate 's electronic 
message contact list for all future exchanges, or remove himse lf/herself from all inmates' 
electronic message contact lists for all future exchanges. 

(2) Notify the person that by taking no action, the person in the community consents to have 
Bureau staff monitor the content of all electronic messages and agrees to comply with program 
rules and procedures . 

(3) Notify the person in the community that if he/she sends an attachment with an electronic 
message to a Federal inmate, the attachment will be stripped from the message and will not be 
delivered to the inmate. 

e. Removal of TRULINCS Block. When an email address is blocked by the contact via the 
system-generated message , the System Administrator removes the block by placing the contact's 
sta tus to pending contact approval when a written request from the contact is received. Copies of 
all reque sts are scanned into TRUF ACS using the document imaging process. 
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6. ELECTRONIC MESSAGE MONITORING - GENERAL 

Electronic messages sent or received by inmates at all secur ity levels are subject to monitoring 
for content by trained staff. If it is determined that workload pe1mits, all staff may be assigned to 
monitor electronic messages. 

7. ELECTRON IC MESSAGE MONITORING -SI S-DESIGNATED ELECTRONIC 
MESS AGE MONITORED INMAT ES 

Inmates identified as requiring communications monitoring will also have their electronic 
messages monitored and reviewed. 

8. REJECTIO N OF ELECTRONIC MESSAGES 

a. Reasons for Rejection. E lectronic messages that would jeopardize the safety, security, or 
orderly operation of the correctional facility or the protection of the public and staff may be 
rejected for reasons that include, but are not limited to: 

(1) The message is detrimental to the security, good order, or discipline of the institution, or a 
threat to the public and staff, or it mjgbt facilitate criminal activity, includin g any message that: 

■ Depicts , describes, or encourages activ ities that may lead to the use of physical violence or 
group disruption. 

■ Depicts or describes procedures for the construction or use of weapons, ammunition , bombs , 
or incendiary devices. 

■ Depicts, encourages, or describes methods of escape from Bureau facilities , diagrams, 
drawings , or similar descriptions of prisons. 

■ Encourages, instructs, or may facilitate criminal activity. 
· ■ Constitutes unauthorized direction of an inmate's business (see 28 CFR Part 541, subpart B, 

regarding Inmate Discipline). 
■ Contains threats, extortion, or obscenity. 
■ Is written in, or otherwise contains, a code. 
■ Constitutes sexually explicit material that , by its nature or content , poses a threat to the 

safety, security, and orderly operation of Bureau facilities, or protection of the public and 
staff. 

■ Depicts or describes procedures for the manufacture of alcoholic beverages or drugs. 

(2) The electronic message otherwi se violates the established parameters of the TRULINCS 
program. 

b. Authority to Reject. The authority to manually reject messages is not delegated below the 
Associate Wa1·den. 
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c. Notification of Rejection. When an electronic message is rejected, the sender is notified that 
his/her electronic message will not be delivered and the reason(s) for the rejection. The intended 
recipient is not informed of the rejection. 

9. RESPONSIBILITY FOR MISUSE OF TRULINCS 

If either an inmate or a person in the community attempts to send messages that are rejected, 
forward inmate electronic messages to an unauthorized address , or otherwise violate this policy, 
the Warden or designee may remove the individual from participation in this program. Both 
parties are notified of the removal by the Warden . 

10. EXPENSES OF lL"'lMATE TRULINCS USE 

The Chief of the Trust Fund Branch, with the concurrence of the Executive Staff, sets all 
program fees, including user fees and printing fees. The inmate pays all required program fees. 
By partic ipating in the program, the inmate consents to have the Bureau withdraw program fees 
directly from his/her Deposit Fund account. 

11. LAW ENFORCEMENT REQUESTS FOR ELECTRONIC MESSAGES 

The Bureau's TRULINCS System of Records, and the Privacy Act of 1974, allow disclosure of 
TRlTTJNCS transactiona l data and message content for law enforcement purp oses, as defined 
therein. Subpoenas for these are not requi red, as compared to recorded telephone conversations . 
Upon receipt of a properly submitted written request from a law enforcement agency, BOP staff 
are authorized to release both transactional data (e.g., date, time, electronic message address , 
electronic message recipient and sender, and length of the message) and copies of the electronic 
messages. 

Any inquiries can be referred to the FOIA Office, or seek regional counsel, or consolidated legal 
center assistance. 

REFERENCES 

Program Statements 
P 123 7 .13 Information Security Programs (3/31 /06) 
P 1315.07 Legal Activities, Inmate ( 11/5/99) 
Pl330.16 Administra tive Remedy Program (12/31/07) 
P4500.06 Trust Fund/Deposit Fund Manua l (2/19/09) 
P5264.08 Inmate Telephone Regulations (1/24/08) 
P5265.ll Cones pondence (7/9/99) 
P5267.08 Visiting Regulations (5/ 11/06) 
P5270.07 Inmate Disc ipline and Special Housing Units (12/29/87) 
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Requirements and retention guidan ce for records and infonnation applicable to this program are 
available in the Records and Information Disposition Schedule (RIDS) system in BOPDOCS and 
Sallypo rt. 
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BP-A093~ .C52 Inmate Agreement for Participation in TRUL:INCS 
FEB oe Electr onic Messaging 
U.S . DEPARTMENT OF JUST:ICE 

Program COFRM 

FEDERAL BUREAU OF <.J>flISONS 

Iru nate Name : Reg . No . I nstitution : 

/Vl L (. ,J. 0 
l . 1-'RULINCS Prog r am - I am notified of and acknowledge that the Bureau o! P.nsons 

BuceaJ) at the above-named institution is offering an cppor•uniry for inmates to 
participate in the Trust Pund Li~itcd Inmate Communication System (TRULfNCS) ptog,am , 
••hereby inmate-parcic;pants may send and receive electronic messaaes le-nail) Wlth 
Ncmbers o~ the communily . 

2 . Condition s o f Participation - As a TRULlNCS program participant, ram not:Jfied of, 
r.cknowledgc , ann voluntarily agree to the foliow1ng condittons: 

a . Compl i anc e wit h Pro g r am Proc e d ur es - r must abide by all terms prescribed ln Ll,c 
TRUL[NCS Program Procedures (procedures), whlch r ac~nowledge havLng been 
notif1ed of, received , tead , and understood prio~ to signing this agreement. 

b . Vol unta ry Par tici pa tion - My pa,ticipat1on in the TRULlNCS Electronic Messaging 
program 1s voluntary and r may decline participation, r w1thdra~ at anytime, 
without penally or cost, except as p:ovlded in the procedures related tQ fees 
which may have a.ready been collected fro~ me. In the absence of TRULINCS 
program pactic-1pation , I may still maintain contil.C'l wit.h persons in the community 
thtough written correspondence, telephone, and vis1l1ng, as p r ovided in thosP. 
relevant Bureau policies. 

c . Us er F e e - My TRULINCS program participation is conditio~ed on my payment of a 
fee for usage as prescribed in the procedures, and I authorize such tee(s) to be 
withdrawn direct_y from ny inmate deposjt fund account. 

d . Con een t to Moni t oring - Tam not1!1ed of, ac~nowledgc, a~d voluntarily consent to 
having my messages and transactional data (incomtng and out9oing) mon!tored, 
read , reta1ncd by Bureau staff , and other wise handled as described in the ln~ate 
Electronic Message Record System, Justice/SOP-013 (70 FR 69594-01, November 16, 
2005) . lam not1f1ed of, ac kn owledge, and voluntarily consent that th1s 
prov1s1on applies to messages both to ar.d !ro~ my at:orney or Other legal 
representa ► ive, and that such messages will not be rrdated as privileged 
co!IUTlun1cations. 

• · Warden ' s Au thority - The Warden may discontinue my part1cipat1on in the /RULlNCS 
program , or reject incoming/outgoing messages, whenever i: is dctermir.ed that my 
participation violates the procedures or otherwise jeopardizes the safely, 
security , or good order of the institution, or p~otection of the public. 
Additionally, my part1cipat1on may be limited or d1scont1nued at anyt19e due to 
program ur.ava1lability resulting from system maintenance, modification, SHU 
essignment o, other reasons unre_ated to my partic1paLion conduct. 

f . Ina ate Oi e ci p lin e / Cr i mi na l Pros e cution - My use ot the TRULlNCS progra~ in 
violation of the procedu r es nay re~ult in inmate discipllnary action and/or 
crim~nal prosecution. 

g . Ada in i e tr a ti ve Remedy Pr oq ra.m - Any grievance 1 may have related to the TRUL1NCS 
program may be raised through the Bureau's Adminlstracive Remedy Program . 

3 . ACKNOWLEDGMENT - As indicaccd by my signature below, I am r,ot1!.1ed of, aclc.no\olledqe, 
and voluntarily agree to all the above provisions. 
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BP-A065 5 REQUEST FOR INMATE TRANSACTIONAL DATA 
NOV 14 
U.S . DEPARTMENT OF JUSTICE FEDERAL BUREAU OF PRISONS 

This f orm should be executed by any federa l law e nfo rce ment agency or United States Atto rney's office in 
situations in which su c h agency or of fi ce requests copies of inmate transactiona l data of a person in Bureau of 
Prisccs custody for inte l ligence purposes o r i n conjunction with an ongoing criminal i nve stigation or p r osecution . 

SUB~.ISSION OF THIS FORM SHALL SIGNIFY BY THE UNDERSIGNED THAT ANY INFORMATION OBTAINED 
WILI, BE TREATED AS SENSITIVE I NVESTIGATIVE OR INTELLIGENCE INFORMATION AND WILL BE 
DIS~EMINATED ONLY IN A MANNER APPROPRIATE TO THE CONDUCT OF THE INVESTIGATION OR PROSECUTION 
OR !'OR LEGITIMATE INTELLIGENCE PURPOSES. 

Name of Inmate Register No. 

FB:: NO SSN DOB 

-
Pr :_ncipal Alias 

Cr Lminal Affi l iation I Pos i tion in Organization 

-Na cure of Investigation 

,___ 

Starting Date for Requested Transactional Data 

Ending Date for Requested Transact i onal Data 

Type of Transactional Data Requested 

C:::J Telephone D Electronic Messaging D Visiting D Financial 

Lis t any known targets to be searched ; i . e ., telephone :-iumber (s) , electronic messaging 
a ddress(es ) , etc. 

Other Specif i c Requests 

St bmi t ting Agency I Off i ce/D i strict I Date 

Phone Number : Fax: E- Mail Address 

E::t : 

_§pe ci a l A9en t or Assistant United States At torney 

Pr i nted Name Signature 

Tj tle 

Thi s f orm should be subm i tted di r ectly t o the War.den of the institution in which the 
p~rson in Bureau of Prisons cus t ody is incarcerated. In cases where the institution is 
n•)t known, the form sho u ld be mailed directly to Bureau of Pr i sons, I nte l ligence 
S~ction , at 320 Firs t Street , N. W. I Room #543 , Washington, D. C. 20534 , or e - mailed to 
BOP- CPD/SIS@bop.gov . 
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