
IDENTIFYING MISCONDUCT 
THROUGH TECHNOLOGY

USING TECHNOLOGY TO POLICE THE POLICE







Targeting Misconduct Through Litigation:  
Seeking IAD Files -- The Traditional Route









Policing the Police--Looking for What is 
Hidden











Search Warrant Required

● Katz v. United States, 389 U.S. 347 (1967) - reasonable expectation of privacy.  The 

Fourth Amendment protects the person, not the place.

● New York v. Payton, 445 U.S. 573, 590 (1980) - Fourth Amendment “draws a 

firm line at the entrance to the house.” 

● United States v. Karo, 468 U.S. 705 (1984) - use of a radio transmitter to track 

movement in a home was a search

● Kyllo v. United States, 533 U.S. 27 (2011) - thermal imaging inside a home is a 

search (becomes the basis for State v. Andrews)

● U.S. v. Jones, 565 U.S 400 (2012) -  GPS Tracking

● Riley v. California, 573 U.S. 373 (2014) - Cell phone search

















The Backdrop - Government Intrusions
“We are rapidly entering the age of no privacy, where everyone is open to surveillance 

at all times; where there are no secrets from government. The aggressive breaches of 

privacy by the Government increase by geometric proportions. Wiretapping and 

‘bugging’ run rampant, without effective judicial or legislative control.. Taken 

individually, each step may be of little consequence. But when viewed as a whole, there 

begins to emerge a *372 society quite unlike any we have seen—a society in which 

government may intrude into the secret regions of man's life at will.”

State v. Andrews, 227 Md. App. 350, 371–72 (2016)  (quoting Osborn v. United States, 

385 U.S. 323, 340–43 (1966) (Douglas, J., dissenting))



“We perceive the State's actions in this case to protect the Hailstorm technology, 

driven by a nondisclosure agreement to which it bound itself, as detrimental to its 

position and inimical to the constitutional principles we revere.”

State v. Andrews, 227 Md. App. 350, 377  (2016)

Looking from Katz through Karo/Kyllo (for surveillance tech law) to Jones 

(tracking surveillance law) through Riley (REOP with cell phones), COSA 

concludes: “[P]eople have a reasonable expectation that their cell phones will not 

be used as real-time tracking devices

State v. Andrews, 227 Md. App. 350, 355  (2016)



Using Technology to Surveil the Police





https://docs.google.com/file/d/1xXtDRu1cBjDMXN3lbE5leoFrB_oYXPBJ/preview


Inspecting Surveillance Footage







Request to See Every File for Every 
Officer







https://docs.google.com/file/d/1NxLehb4yEUQVRXwRk_UmC5W4nvgk82Pk/preview


https://docs.google.com/file/d/10CcKihdAwjDa7c2JKCdAI_v80jaNDok0/preview






Concealing Facts

Who Found the Weapon & What did the Video Show

State v. Dudley 





https://docs.google.com/file/d/1p2ZnYrgXsJ9gXf9LeY2ShB-MGVn4lCKy/preview












Concealing Misconduct





Physically Inspect Every Piece of 
Evidence

When the Motion to Compel Fails, Get it Yourself



https://docs.google.com/file/d/1p2ZnYrgXsJ9gXf9LeY2ShB-MGVn4lCKy/preview
















No Video = MJOA



OTHER WAYS TO DISCOVER 
MISCONDUCT THROUGH 

TECHNOLOGY



LOOK FOR PROHIBITED CONDUCT - Concealing Text Messages

https://docs.google.com/file/d/1fitAv34yi1ea6PNvU_kkNoLmi7fzngii/preview


ASK TO SEE EVERYTHING, EVEN IF IT “SHOWED NOTHING”



E-911 Alerts - often accompany Stingray, can be exculpatory







If You See Something on BWC, Follow It

https://docs.google.com/file/d/1ZmKYGw1ha8P7o41Kf0GPiUyuEBOQmz_N/preview


Using Bodycamera to Detect Misconduct

https://docs.google.com/file/d/1DEvYLsJbE-Llnsuvu-qK6rMdbOWe_aZ4/preview


USE THEIR POLICIES AND 
PROCEDURES



Ask for Audit Logs of Any Kind



After detecting Misconduct Determine The 
Right way and time to Report it to IA & Start 

the Papertrail 
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