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In the last seven years, the U.S. Supreme Court has 
issued a trinity of new Fourth Amendment deci-
sions designed to protect privacy rights in the dig-

ital age.1 Two of those opinions, Riley v. California and 
Carpenter v. United States, involve modern cellphones, 
establishing a privacy interest in both the data they 
contain and the location data they create through 
third-party service providers.2 But the Court has not 
yet had occasion to consider an important corollary: 
Can the government compel someone to unlock and 
decrypt a phone or digital device? This is fundamen-
tally a Fifth Amendment question, implicating the 
right against self-incrimination, but as a practical 
matter, it may be the surest guarantee of privacy 
rights. It is also a largely unresolved question that 
merits the close attention of defense attorneys and 
rights advocates alike.  

When the government has a warrant to search a 
device that it cannot readily access or decrypt, it may 
turn to the courts and attempt to compel the device’s 
purported owner to enter or produce the decryption 
key — typically a passcode, fingerprint, or faceprint. 
Whether or under what circumstances courts have 
such authority is a relatively new question, but it is 

arising with increasing frequency now that encryption 
has become a standard feature on smartphones.  

Case law on “compelled decryption” is frustrat-
ingly sparse, however. And the decisions that do exist 
deploy a variety of standards and have created a divide 
between federal and state courts around the country. 
Some cases, for example, treat passcodes differently 
from biometric keys, while more recent decisions view 
them as functionally equivalent. Likewise, some 
courts have set a low bar for invoking Fifth 
Amendment exceptions, such as the “foregone conclu-
sion” doctrine, while others apply higher standards in 
the wake of recent Supreme Court guidance. This arti-
cle will address the technology behind encryption, 
describe the current state of the law, and suggest 
strategies for any lawyer seeking to challenge a com-
pelled decryption order. 

 
Background: Device Encryption Today 

Encryption uses a mathematical algorithm to 
encode data in a way that makes it incomprehensible 
and unreadable until decrypted with an authorized 
key.3 An encryption algorithm takes information that 
can be read by humans, or “plaintext,” and converts it 
into unintelligible characters, or “ciphertext.”4 When 
the authorized key is entered, the algorithm trans-
forms the ciphertext back into useable, readable form. 
Without the key, encrypted data stored on a device 
appears to be random, and it is impossible to tell 
whether a file contains relevant data or nothing at all.5 
Decryption keys may be numeric or alphanumeric 
passcodes, or they may be biometric identifiers, like a 
fingerprint or faceprint.  
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Guessing a passcode can take a pro-
hibitively long time, depending on its 
length and complexity.6 Biometric fea-
tures are similarly difficult to guess,7 
although it is possible to replicate or steal 
them.8 Additional security measures pres-
ent on devices may limit the number of 
incorrect entries before the device locks 
down or deletes data.9 Consequently, the 
government is often keen to obtain the 
key, whatever the form. 

It is important to recognize, how-
ever, that there is a significant differ-
ence between unlocking and decrypt-
ing devices; the terms are not synony-
mous. For example, early iPhones 
could be “locked,” but they did not 
encrypt the data inside, making it pos-
sible to read user contents by bypass-
ing the lock. It was not until 2008 that 
iPhone users had the option to encrypt 
their devices, making the data not just 
inaccessible, but also impossible to 
understand without the proper pass-
code.10 In 2014, Apple released a new 
operating system (“iOS 8”), which 
provided encryption by default,11 a 
feature included on every subsequent 
iteration. Apple also issues regular 
operating system updates that 
strengthen protections and defeat 
workarounds.12 Default encryption, 
protected by a password or biometric 
key, is now a standard feature of 
Android devices as well.13 

The Supreme Court has recognized 
that mobile phones are “a pervasive and 
insistent part of daily life.”14 Further, 
cellphones are particularly unique, 
because they “faithfully follow[]” their 
owners “beyond public thoroughfares 
and into private residences, doctor’s 
offices, political headquarters, and 
other potentially revealing locales.”15 
They also hold sensitive private docu-
ments, pictures, videos, or data on 
usage of the device, including apps and 
web browsing history. Encryption keeps 
this sensitive information private. Even 
if someone steals the device, the thief 
will not be able to access or read it 
without the decryption key. 

This article addresses only 
whether individuals can be compelled 
to decrypt their devices, not the larger 
debate over requiring “backdoors” for 
law enforcement to access encrypted 
data.16 But in litigating compelled 
decryption cases, the government’s 
technological capabilities matter. If it 
has the ability to decrypt, or could rea-
sonably acquire the technology to do 
so, then compelled decryption should 
be impermissible given the constitu-
tional rights at stake.  

Encryption is as essential to privacy 
and free speech rights as are locks and 
envelopes.17 Encryption facilitates free 
speech, and it has become part of every-
day functions like financial transactions 
and digital communications.18 It allows 
for the safe discussion of ideas among 
human rights advocates, attorneys and 
clients, doctors and patients, journalists, 
and members of vulnerable groups.19 
Indeed, the American Bar Association 
recommends encrypting communica-
tions about confidential or sensitive 
information and encrypting devices 
where client information is stored.20 
Encryption should not be seen as an 
indication of wrongdoing nor as an 
insurmountable hurdle for law enforce-
ment to overcome in most cases.21 In 
fact, there may be no need to compel 
decryption at all, and any lawyer facing 
a compelled decryption order should 
stress the government’s alternatives and 
fight for the future of privacy. 

 
The Fifth Amendment  
and Compelled Decryption 

Courts have only begun to grapple 
with compelled decryption cases,22 and 
the cases do not fit a neat pattern, 
although many follow a similar trajec-
tory: the government, seeking to 
search an encrypted smartphone or 
computer, asks a court to compel the 
device owner to either enter or provide 
the decryption key or render the 
device in a decrypted state.23 The 
decryption order may be issued inde-
pendently or included in a search war-
rant.24 This is where the privilege 
against self-incrimination comes in. 

The Fifth Amendment states, in 
relevant part, that “no person … shall 
be compelled in any criminal case to 
be a witness against himself. …”25 
While the Supreme Court has not 
ruled on compelled decryption specif-
ically, the general rule is that the priv-
ilege applies if what the government 
wants is (1) compelled, (2) incriminat-
ing, and (3) testimonial.26 The “com-
pelled” and “incriminating” prongs are 
often easily satisfied. Compulsion 
exists where there is a court order, 
warrant or subpoena,27 as is often the 
situation in compelled decryption 
cases.28 Providing information that is 
inculpatory, or that could lead to the 
discovery of inculpatory evidence, 
qualifies as “self-incriminating.”29 
Thus, decrypting a device that the gov-
ernment claims to contain incriminat-
ing evidence would easily fulfil the sec-
ond element, as may the act of decryp-
tion itself. What is “testimonial,” how-

ever, is the first major point of dis-
agreement in the existing case law on 
compelled decryption.30  

 
What Is Testimonial? 

The Fifth Amendment does not 
prohibit the compelled production of 
all incriminating evidence, only evi-
dence that is “testimonial.”31 Thus, for 
example, it not testimonial to compel 
“fingerprinting, photographing or 
measurements, to write or speak iden-
tification, to appear in court, to stand, 
to assume a stance, to walk, or to make 
a particular gesture” because no “testi-
monial capacities” of the mind were 
used by the defendant.32 The Supreme 
Court has said that the touchstone is 
whether someone must “disclose the 
contents of his own mind,”33 contrast-
ing an order to produce the combina-
tion to a wall safe and an order to sur-
render the key to a strongbox.34 But 
even with this guidance, “the line 
between testimonial and non-testimo-
nial communications under the Fifth 
Amendment is not crystal clear.”35 

Furthermore, although analogiz-
ing to a safe combination is useful to 
show the mental process involved in 
recalling and entering a passcode, it is 
also important to caution against 
oversimplification. Like many 
attempts to compare the digital and 
the physical worlds, the safe analogy 
has some intuitive appeal, but it only 
tells part of the story.36 Entering the 
passcode on an iPhone, for example, 
not only “unlocks” the device, like 
opening a safe, but it also decrypts the 
data stored on the device, translating it 
from gibberish back into intelligible 
content. It would be as if a suspect 
were not only compelled to enter the 
combination to a wall safe, but also 
had to explain or translate any docu-
ments inside for the benefit of govern-
ment investigators.37 On modern 
iPhones, the functions are inextricably 
linked — the passcode helps generate 
the encryption cypher. Technically 
speaking, a passcode “provides entropy 
for certain encryption keys,” so “the 
stronger the user passcode is, the 
stronger the encryption key 
becomes.”38 In short, a passcode not 
only unlocks the device, but also 
makes use of the contents of the sus-
pect’s mind to translate the data for 
the government, making it an intrinsi-
cally testimonial act.39 

The Supreme Court has held that 
the definition of “testimonial” extends 
beyond oral communications to include 
certain communicative acts as well. For 
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example, in United States v. Hubbell the 
Court recognized that “the act of pro-
ducing documents in response to a sub-
poena may have a compelled testimoni-
al aspect.”40 The Justices found that 
compelling the production of 11 cate-
gories of documents in response to a 
subpoena was testimonial because it 
would effectively “admit the papers 
existed, were in [the subject’s] posses-
sion or control, and were authentic.”41 
Similarly, in the context of digital 
devices, the act of decryption is likely to 
demonstrate access to the device as well 
as knowledge, possession, and control of 
its contents.42 For example, In re Grand 
Jury tracked the reasoning in Hubbell, 
finding that compelling the defendant 
to use his password to decrypt a device 
was testimonial because it demanded 
the “use of the contents of the mind” 
and implied factual statements like con-
trol, possession, and authenticity of the 
purported evidence.43 

Despite seemingly widespread 
recognition that decryption may be an 
act of production, strong disagree-
ment exists about when, if ever, that 
act is sufficiently testimonial for Fifth 
Amendment purposes. Some courts 
treat compelling a passcode as testi-
monial, analogizing it to producing 
the combination for a wall safe; others 
do not. Some courts treat biometric 
keys as equivalent to passcodes; others 
liken them to taking a fingerprint or 
mug shot. Consequently, successfully 
asserting the privilege against self-
incrimination may hinge on the type 
of lock and key used, as discussed next. 

 
Numeric or  
Alphanumeric Passcodes 

The Eleventh and Third Circuits 
are the only federal courts of appeals 
to have ruled on compelled decryp-
tion, and both found that the compul-
sion of an alphanumeric or numeric 
passcode is potentially testimonial.44 In 
2012, the Eleventh Circuit reasoned 
that entering a passcode requires an 
individual to use his mental process-
es.45 The defendant was being com-
pelled to produce unencrypted files, 
not simply the passcode, but the court 
held that doing so required the defen-
dant to use his password and was testi-
monial because it demands both “the 
use of the contents of the mind, and 
the production is accompanied by the 
implied factual statements … that 
could prove to be incriminatory.”46 

State and federal district courts 
have adopted similar reasoning. In 
G.A.Q.L. v. State, a Florida court found 

the production of a device’s password to 
be testimonial because it “probes into 
the contents of an individual’s mind 
and therefore implicates the Fifth 
Amendment.”47 Likewise, in United Sates 
v. Kirschner, a Michigan federal court 
found that the government could not 
force the defendant to “divulge through 
his mental processes his password.”48 

In one instance, a Florida state 
court found that compelling a pass-
code is not testimonial because com-
plying does not use sufficient mental 
energy.49 In State v. Stahl, the court rea-
soned that for the Fifth Amendment to 
apply, the contents of the defendant’s 
mind must be “extensive[ly] use[d]” 
when responding to a subpoena.50 The 
court did not elaborate on what “exten-
sively” means, but applying Stahl’s rea-
soning could lead to potentially absurd 
results. Would a passcode of four 
numeric digits receive less protection 
than an alphanumeric passcode 25 
characters long? Further, Stahl found 
that the act of providing the passcode 
would not acknowledge that the phone 
contained incriminating evidence,51 
but failed to recognize that doing so 
would communicates one’s control 
over and previous use of the device.  

Most recently, however, a third 
Florida appeals court opted to follow 
G.A.Q.L and the Eleventh Circuit 
instead of Sthal.52 In State v. Pollard, the 
court reasoned that, “Forcing a defen-
dant to disclose a password, whether by 
speaking it, writing it down, or physical-
ly entering it into a cellphone, compels 
information from that person’s mind 
and thereby falls within the core of what 
constitutes a testimonial disclosure.”53 

 
Biometric Decryption Keys 

When Apple released the iPhone 
5S in 2013, it had a new security fea-
ture — the option to use a “Touch ID” 
fingerprint recognition sensor to 
unlock and decrypt the device.54  
Touch ID marked the first widespread 
use of biometric decryption keys,  
but they are now a standard feature on 
many modern smartphones. Most 
recently, Apple introduced “Face ID,” 
which uses facial recognition to gener-
ate a Face ID key that can act in place 
of a traditional alphanumeric code  
or Touch ID lock.55 These develop-
ments are relatively new, so cases 
involving biometric locks have only 
begun to work their way through the 
courts. Nonetheless, there is already a 
split in the law, as some recent opin-
ions have started to equate passcodes 
and biometric keys. 

Many of the first courts to consider 
the issue found that there is nothing testi-
monial about producing a fingerprint for 
the purpose of unlocking and decrypting 
a device, citing the lack of mental 
processes involved.56 In 2014, for example, 
a Virginia state court held that a passcode 
is testimonial for Fifth Amendment pur-
poses, but found that a fingerprint does 
not implicate a defendant’s Fifth 
Amendment privilege against self-
incrimination.57 The Supreme Court of 
Minnesota reached a similar conclusion 
in State v. Diamond in 2018, struggling to 
determine the testimonial nature of a fin-
gerprint in this context.58 Ultimately, the 
Diamond court decided that taking a fin-
gerprint to unlock a cellphone was non-
testimonial because unlocking a device is 
“not evidence of [the] mind’s thought 
process.”59 And just last year, in Matter of 
Search of [Redacted] Washington, District 
of Columbia, the government obtained a 
warrant to search a location and compel 
anyone present to unlock any digital 
devices seized using biometric features.60 
The court ruled that compelled decryp-
tion using the fingerprint sensor is akin to 
the compelled production of other phys-
ical characteristics that are generally not 
testimonial, like voice and handwriting 
exemplars, as they do not reveal the con-
tents of the subject’s mind.61  

More recently, however, some 
courts have begun to find biometric 
decryption to be testimonial. In 
Matter of Residence in Oakland, 
California, the court denied a warrant 
application, similar to the one in 
Washington, D.C., that would have 
authorized police to use the finger-
prints of any resident at the premises 
to unlock any electronic devices dis-
covered.62 The court reasoned that bio-
metric keys “serve the same purpose of 
a passcode … rendering them func-
tionally equivalent.”63 Just like a pass-
code, the act of biometric decryption 
“concedes that the phone was in the 
possession and control of the suspect, 
and authenticates ownership or access 
to the phone and all of its digital con-
tents.”64 This act authenticates the 
device’s contents, the court continued, 
in a way that “far exceeds the ‘physical 
evidence’ created when a suspect sub-
mits to fingerprinting.”65 

A district court in Illinois came to 
a similar conclusion in 2017.66 The 
court felt that by successfully unlock-
ing the device with a fingerprint, the 
“suspect is testifying that he or she has 
accessed the phone before … and that 
he or she currently has some level of 
control over or relatively significant 
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connection to the phone and its con-
tents.”67 And in May 2019, an Idaho 
district court embraced the Illinois 
opinion, finding a warrant that com-
pelled the production of the defen-
dant’s fingerprint to unlock his Google 
Pixel smartphone to be unconstitu-
tional under the Fifth Amendment.68 
The Idaho court reasoned that “the 
government seeks evidence that the 
individual’s fingerprint unlocks the 
phone not simply to access its contents 
but also to establish the individual’s 
possession and control of the phone 
and knowledge of its contents.”69 
Significantly, the Idaho court also 
found a Fourth Amendment violation 
as a result of the Fifth Amendment 
violation, holding that “because the 
compelled use of the individual’s 
fingerprints violates the Fifth 
Amendment, the search and seizure 
would not be reasonable under the 
Fourth Amendment.”70  

The California, Illinois, and Idaho 
cases highlight how some courts are 
coming to understand the testimonial 
significance of unlocking and decrypting 
a device with a fingerprint.  

While it is a physical characteristic, 
a fingerprint that successfully unlocks 
a device communicates a plethora of 
information to law enforcement, 
including a deep familiarity with the 
basic functions of the device. Indeed, 
before setting up Touch ID or Face ID 
the user must create a numeric or 
alphanumeric passcode for the device.71 
While biometric keys can be alterna-
tives for unlocking the device, a pass-
code is still required when restarting an 
Apple device or changing passcode set-
tings, linking a fingerprint to knowl-
edge of the passcode.72 This is an indi-
cation of significant control over 
device functions like updates and 
restarts, as well as any purchases made 
using fingerprint verification. Thus, 
the successful use of a biometric key 
communicates control over the device, 
showing that the individual set it up 
and created a passcode that is vital to 
the device’s most basic functions. 

The widening split on biometric 
decryption underscores the importance 

of understanding how encryption oper-
ates in practice as well as the difficulty 
of applying old doctrines to the digital 
world. New advances in technology will 
continue to complicate the analysis and 
reveal the limitations of simple analo-
gies to the physical world. 

 
The Foregone Conclusion Exception 

Even if compelling a passcode or 
biometric key is potentially testimonial, 
some courts have invoked the “foregone 
conclusion” doctrine to conclude that 
there is no Fifth Amendment violation.73 
First articulated by the Supreme Court 
in Fisher v. United States, the doctrine 
works as an exception to the privilege 
against self-incrimination, applicable 
when the existence and location of par-
ticular documents are a “foregone con-
clusion” and the testimony adds “little or 
nothing to the sum total of the govern-
ment’s information by conceding that he 
in fact has the papers.”74 In Fisher, decid-
ed in 1976, the government sought to 
compel a defendant to produce account-
ing documents in the possession of his 
attorney.75 The Court found that the act 
of production could not be considered 

testimonial because the government 
knew both the contents and location of 
the tax documents, making it a question 
“not of testimony but of surrender.”76  

It is important to emphasize, how-
ever, that the Supreme Court has never 
applied the foregone conclusion doc-
trine in the compelled decryption con-
text. Indeed, it has never applied the 
exception to anything other than 
paper business documents. Rather, the 
Fisher Court explicitly cautioned 
against applying it to more obviously 
private information, like a personal 
diary.77 An order to compel such mate-
rials might present “[s]pecial problems 
of privacy,” the Court explained, or 
implicate First Amendment values that 
were not involved in Fisher.78  

Thus, any challenge to a decryption 
order should begin by arguing that the 
foregone conclusion doctrine simply 
does not apply to digital devices, in 
keeping with the Court’s warning in 
Fisher as well as the Justices’ recent and 
repeated recognition that cellphones are 

not like ordinary closed containers or 
physical objects.79 In Riley v. California, 
decided in 2014, the Court declined to 
apply the longstanding search-incident-
to-arrest rule to cellphones, citing their 
capacity to contain the “privacies of 
life.”80 And in Carpenter v. United States, 
decided in 2018, the Court declined to 
apply the so-called “third-party doc-
trine” to historical cellphone location 
information, recognizing once again 
that, at least for Fourth Amendment 
purposes, digital is different.81 Indeed, 
the breadth and depth of private infor-
mation contained in modern electronic 
devices simply did not exist when the 
Court established the foregone conclu-
sion rule in Fisher. Counsel should 
therefore be sure to argue that the fore-
gone conclusion doctrine should not 
apply to device decryption, just as the 
Court declined to apply the old rules in 
Riley and Carpenter. 

Assuming, however, that the fore-
gone conclusion doctrine applies gen-
erally to digital devices, the question is 
how. Once again, courts are split. The 
Eleventh Circuit employs the “reason-
able particularity” test from In Re 
Grand Jury Subpoena, which requires 
the government to show with reason-
able particularly that the evidence it 
seeks exists, is in a specific location, 
and is authentic.82 In that case, the gov-
ernment failed to show it knew the 
location of the data, and government 
forensic examiners admitted that they 
could not say with certainty that any 
information existed on the seized 
devices at all.83 Thus, the Eleventh 
Circuit held that the foregone conclu-
sion exception did not apply to pro-
duction of the defendant’s passcode.  

This is a highly fact-specific test, 
as illustrated by the Third Circuit in 
2017. In United States v. Apple MacPro 
Computer, the Third Circuit applied 
the reasonable particularity standard 
from the Eleventh Circuit, but it came 
to the opposite result on the facts. 
Unlike the Eleventh Circuit, the facts 
indicated that the defendant’s sister 
watched him decrypt his computer to 
show her videos of child pornography 
on the computer in question.84 As a 
result, the Third Circuit found that the 
government already knew with reason-
able particularity that the evidence 
existed on the encrypted device, and 
that the defendant had custody and 
control over it, making the act of 
decryption a foregone conclusion.85 By 
contrast, in Florida the Pollard court 
applied the same test but found that 
the evidentiary record was “too thin” 
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underscores the importance of understanding 
how encryption operates as well as the difficulty 
of applying old doctrines to the digital world.
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for the foregone conclusion exception 
to apply.86 The court reasoned that 
“unless the state can describe with rea-
sonable particularity the information 
it seeks to access on a specific cell-
phone, an attempt to seek all commu-
nication data and images amount[s] to 
a mere fishing expedition.”87  

Some courts have taken a markedly 
different approach, rejecting the 
Eleventh Circuit’s reasonable particular-
ity test and requiring the government to 
show only that an individual is able to 
unlock and decrypt his device.88 In 
United States v. Spencer, for example, a 
California district court reasoned that 
because the government was asking the 
defendant to turn over entire decrypted 
devices, and not particular files, the gov-
ernment “need only show it is a foregone 
conclusion that [the defendant] has the 
ability to decrypt the device” by “clear 
and convincing evidence.”89 The Spencer 
decision contends that the Eleventh 
Circuit’s test is faulty, as it would make it 
too difficult for the government to com-
pel a password from a defendant.90  

At least one state court has adopted 
a similar framework for the foregone 
conclusion in the decryption context.91 In 
Commonwealth v. Jones, the Supreme 
Judicial Court of Massachusetts crafted a 
slightly stricter version of Spencer’s “clear 
and convincing” test, upping the stan-
dard to “beyond a reasonable doubt” that 
the defendant can unlock and decrypt 
the device.92 By doing so, the court said it 
hoped to reduce the “risk of incorrectly 
imputing knowledge to those defendants 
who truly do not know the password.”93 
But even this standard risks reducing the 
Fifth Amendment to a mere formality.94  

The reality is that people generally 
know the passcode to their own cell-
phones and computers, making it trivial 
to prove in many cases, either by “clear 
and convincing” evidence or “beyond a 
reasonable doubt.” As a result, the rules 
in Spencer and Jones effectively shift the 
goal posts far up the field from Fisher, 
Hubble, and the “reasonable particulari-
ty” test employed by the Eleventh and 
Third Circuits. Whereas the Eleventh 
Circuit would require the government to 
“describe with reasonable particularity” 
the files it seeks to access, Spencer and 

Jones simply require showing that people 
know the passcode to their phones. In 
effect, this is no test at all, and counsel 
should argue it is not the correct test to 
use, assuming the foregone conclusion 
doctrine applies. 

 
Is Compelled Decryption  
Necessary or Appropriate?  

Federal courts have the authority to 
compel production of evidence under 
the All Writs Act,95 which may include a 
decryption order in aid of a valid search 
warrant where “necessary or appropri-
ate.”96 But what is “necessary or appropri-
ate” in the context of compelled decryp-
tion is an open question. Generally 
speaking, the government must have no 
other adequate means of relief to which 
it is indisputably entitled.97 Thus, assum-
ing the government has a right to the 
decrypted contents of a device, it still 
may not compel a defendant to decrypt it 
if law enforcement has the technological 
capability to do so as well.98 

The government’s technical capabil-
ities currently depend on the services of 
two private companies, Cellebrite and 
GrayShift, which are in the midst of a 
digital arms race with device manufac-
turers like Apple.99 These companies 
boast the ability to unlock and decrypt 
any cellphone on the market today 
despite continuing efforts to keep them 
out.100 While the most advanced tools can 
be expensive for law enforcement to use 
or acquire,101 it is usually feasible for the 
government to do so, and counsel should 
be wary of any assertions to the 
contrary.102 Older devices are far less 
expensive to unlock, and well worth the 
cost to preserve Fifth Amendment rights 
in the digital age. In sum, an order com-
pelling decryption is not “necessary or 
appropriate” if the government has other 
viable means of decrypting the device. 

 
Challenging State Court Jurisdiction 

Whereas federal courts may invoke 
the All Writs Act, state courts may lack any 
analogous statutory authority. Some state 
provisions may permit courts to compel 
the production of certain types of physical 
evidence, but as discussed, passcodes and 
biometric keys are a far cry from mere 
physical evidence.103 Consequently, some 

state courts may lack the jurisdiction to 
issue a compelled decryption order alto-
gether. Counsel in state cases should 
therefore be sure to ascertain whether 
local courts have the authority to issue 
decryption orders in the first instance. 

 
Conclusion 

In this digital age, when the private 
and intimate details of daily life are record-
ed in intricate detail, and the complexity of 
digital devices makes it difficult to apply 
old analogies, the patchwork of standards 
in the compelled decryption context illus-
trates how difficult it can be to figure out 
how new technologies should be viewed 
under the Constitution. Fingerprint-based 
decryption keys became a standard smart-
phone feature before most courts had a 
chance to consider the Fifth Amendment 
implications of compelling a numeric 
passcode. And while courts began to grap-
ple with fingerprint keys, Apple replaced 
them with Face ID.104 Some courts have 
appreciated the constitutional significance 
of these developments more than others, 
but despite these bright spots, attorneys 
must be diligent to prevent technologic 
advances from undercutting the Fourth 
and Fifth Amendments. 
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phone company to assist in installation  
of pen registers); see also § 51:208. 
Construction of “necessary or appropriate,” 
21A Fed. Proc., L. Ed. § 51:208. 

98. Likewise, the government may not 
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have the right to compel a company like 
Apple to build a “backdoor” to its iPhone 
security features if other options are 
available to the government or within its 
reach. See Brief of Amici Curiae, In the 
Matter of the Search of an Apple iPhone, 
Counsel for Amici Curiae Electronic 
Frontier Foundation and 46 Technologists, 
Researchers, and Cryptographers, In the 
Matter of the Search of an Apple iPhone, No. 
16-cm-0010-SP (C.D. Cal. Mar. 22, 2016). 

99. See, e.g., Thomas Brewster, Apple 
Just Killed the ‘GreyKey’ iPhone Passcode 
Hack, Forbes (Oct. 24, 2018), https:// 
www.forbes.com/sites/thomasbrewster/ 
2018/10/24/apple-just-killed-the-graykey 

-iphone-passcode-hack/#5301fe595318.  
100. See, e.g., Mikey Campbell, 

GrayShift Claims It Defeated Apple’s 
Forthcoming ‘USB Restricted Mode’ Security 
Feature, Apple Insider (June 14, 2018), 
https://appleinsider.com/articles/18/06/ 
14/grayshift-claims-it-defeated-apples 
- fo r t h c o m i n g - u s b - r e s t r i c t e d - m o d e 
-security-feature and Thomas Brewster, The 
Feds Can Now (Probably) Unlock Every 
iPhone Model in Existence, Forbes (Feb.  
26, 2018), https://www.forbes.com/sites/ 
thomasbrewster/2018/02/26/government 
- c a n - a c c e s s - a n y - a p p l e - i p h o n e 
-cellebrite/#9b41da1667a0. 

101. GrayShift offers a model of its 
GrayKey product for $30,000 that allows 
for unlimited iPhone unlocks and a 
version for $15,000 that permits 300 uses. 
https://www.forbes.com/sites/thomasbre
w s t e r / 2 0 1 8 / 0 3 / 0 5 / a p p l e - i p h o n e - x 
-graykey-hack/#7683b3a2950f; Cellebrite 
UFED extraction models can range 
between $2,499 and $15,999 depending 
on the version desired. See, e.g., Product 
Information: Cellebrite UFED Series, SC 
Magazine (Oct. 1, 2015), https://www. 
s c m a g a z i n e . c o m / r e v i e w / c e l l e b r i t e 
-ufed-series. 

102. In Apple v. FBI, the government 
sought to compel Apple to bypass its own 
encryption security features despite the fact 

that it was aware a private company, widely 
believed to be Cellebrite, was “90 percent of 
the way toward a solution” that had been in 
the works for many months. Office of the 
Inspector General, A Special Inquiry 
Regarding the Accuracy of FBI Statements 
Concerning Its Capabilities to Exploit an 
iPhone Seized During the San Bernardino 
Terror Attacks Investigation, Mar. 2018, 
https://oig.justice.gov/reports/2018/o1803 
.pdf at 3. The government did not convey 
this information to the court, insisting that 
the FBI was unable to access the phone, as 
revealed in a subsequent investigation by 
the Inspector General for the Department 
of Justice. Id. After failing to compel Apple’s 
compliance in court, the FBI purchased the 
necessary technology within a week, 
obtained access to the phone in question, 
and sought to vacate the Apple order. Id. 

103. See Riley, 573 U.S. at 396-397; 
Carpenter 138 S. Ct. at 2222.  

104. See Edgar Alvarez, Apple’s Face ID 
Replaces Touch ID on the iPhone X, Engadget, 
https://www.engadget.com/2017/09/12/ 
apple-face-id-iphone-x.  

105. Compelled Decryption Primer, 
NACDL Fourth Amendment Center, 
available at https://www.nacdl.org/ 
uploadedFiles/files/criminal_defense/ 
fourth_amendment/CompelledDecryption 
Primer.pdf. n
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