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I Boxed Bold - Federal Regulation 

U.S. Department of Justice 
Federal Bureau of Prisons 

OPI : CPD/CPB 
NUMBER: P5 26 4. 08 

DATE: 1/24/2008 
SUBJECT: Inmate Telephone 

Regula t ions 

"CORRECTED COPY 2/11 / 2008" 

Regular Typ e - I mpl emen t in g I nf ormat i o n 

1 . PURPOSE AND SCOPE 

§ 540 . 100 Purpose and Scope . 

a . The Bureau of Prisons extends telephone privileges to 
inmates as part of its overall correctional management . 
Telephone privileges are a supplemental means of maintaining 
community and family ties that will contribute to an inmate ' s 
personal development . An inmate may request to call a person 
of his or her choice outside the institution on a telephone 
provided for that purpose . However, limitations and conditions 
may be imposed upon an inmate ' s telephone privileges to ensure 
that these are consistent with other aspects of the Bureau's 
correctional management responsibilities. In addition to the 
procedures set forth i n this subpart , inmate telephone use i s 
subject to those limitations which the Warden determines are 
necessary to ensure the security or good order, including 
discipline , of the institution or to protect the public . 
Restrictions on inmate telephone use may also be imposed as a 
disciplinary sanction (see 28 CFR part 541). 

This Pr ogram Statement provides national policy and procedure 
regarding inmate telephone pri v ileges within Bu rea u of Prisons 
(BOP) in st i t u t i o n s a n d contract fac i l i t ie s . 

Maintaining pro - social/le g al contact with family and community 
ties is a valuable tool in the overall correctional process . 
Wi t h t hi s object i ve in mind, t he Bureau prov i des inm ates wi t h 
severa l means of main ta inin g suc h contacts . Pr im ary among th ese 
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is wr i tt en corr es po nd ence, supp lemen ted by t ele p hone a nd v i s i t in g 
pr i v ile g e s . 

Altho ugh there is no constit u tional right for inmates to have 
unrestricted te le phone communication, part icul ar l y when 
a l t ern at e methods of communi cat ion ar e r e ad i l y ava i l ab le, the 
Burea u provides inmates with telephone access consistent with 
so un d correctional management . 

2 . SUMMARY OF CHANGES. Thi s Program State men t in corporates the 
following changes : 

■ References to the Washington v . Reno settlement agreement 
have been de le t ed ; 

■ The p r ovision allowing a special extended time frame of 
120 da ys for inmates to file Administrative Remedies 
rela t ed t o t he t ele p hone charges or credi t s has been 
de le t ed ; 

■ The number of times inmates are allowed to submit 
p ro p osed changes t o t heir t ele p hone li st has been changed 
from t hree t imes p er mon t h t o once p er calendar mon t h ; 
and, 

■ The requiremen t t ha t s ta ff forward copies of Ins t i t u t ion 
Supp lemen ts t o t he Centra l Office , Office of t he General 
Counsel , Litigation Branch has been deleted. 

■ Adds guidance for inma t e use of non - ITS t ele p hones . 

■ Removes the language requiring Unit staff to approve 
inmates telephone number request form . 

■ Provides guidance for inma t es administering t heir own 
phone lists via TRULI NCS . 

3 . PROGRAM OBJECTIVES. The expected res ul ts of this program 
are : 

a . All inmates will be afforded the opportunity to maintain 
family and co mmunity contact via the telephone consistent with 
in st i tut ion a nd co mmuni ty safety ; 

b . Inmates will be responsible for the expense of telephone 
u se ; and , 
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c . All ins t i tut ions wi ll es tab li s h monitoring procedures to 
pres er ve t he in st i tut ion' s secur i ty , ord e r l y management and 
safety of the commun ity . 

4 . DIRECTIVES AFFECTED 

a . Directive Rescinded 

P5264 . 07 Te l e p hone Regu l ations for I nma t es (1 /3 1 /02) 

b . Directives Referenced 

P1315 . 07 
P1330 . 16 
P1 480 . 05 
P4500 . 05 
P5100 . 08 

P5265 . 11 
P5267 . 08 
P5270 . 07 

P5360 . 09 
P5380 . 08 
P7331 . 0 4 

Inmate Legal Activities (11/5/99) 
Administrative Remedy Pr ogram (12/31/07) 
News Media Contac t s (9/2 1 /00) 
Trus t Fund/Deposi t Fund Manua l (1 /22/07) 
Security Designation and Custo d y Classification 
Manual (9 /12/06 ) 
Correspondence (7/9/99) 
Visi t ing Regu l ations (5/ 11 /06) 
Inmate Discipline and Special Housing Units 
(12/29/87) 

Re li gious Be l iefs and Prac t i ces (1 2/3 1 /04) 
I nma t e Financia l Res p onsibi l i ty Program (8/ 15/05) 
Pre trial Inmates (1/31/03) 

c . Rul es cited and/or referenced in this Program Statement are 
co n t a ine d in 28 CFR par t 540 , subpar t s A-B, D, E, a n d I; 
28 CFR part 541 , subparts A- B; 28 CFR part 542 , s ubpart B; 
28 CFR part 543 , subpart B, 28 CFR part 545 , subpart B, 28 CFR 
par t 548 , a n d 28 CFR par t 55 1 , subpar t J . 

5 . STANDARDS REFERENCED 

a . American Co rrectional Ass o ciation 4th Edition Standards f o r 
Ad ul t Correc t i ona l I ns t i t utions : 4-4497 , 4-427 1 , 4-4272 , and 
4-4273 

b . American Correc t i ona l Associa t ion 4t h Ed i t ion St a n dards for 
Adu l t Loca l De t en t ion Fac ili t ie s : 4-ALD F-6A-02 , 4- ALDF-6A-05 , 
4- ALDF- 2A- 65 , 4 - ALDF- 2A- 66 , 4- ALDF- 5B- 11 , and 4 - ALDF- 5B- 12 

c . American Correc t ion a l Associa t ion 2nd Ed i t ion St a n dards for 
t h e Adminis t ra t ion of Correc t ional Agencies : 2-CO-5D-0 1 

6 . INSTITUTION SUPPLEMENT. A local Institution Supplement is 
required a nd mus t in c l ude t he fo ll owin g info r ma t i o n : 
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a . The max im um l en gt h of t e l ep h one ca ll s , ord in ar il y 15 
minu t es; 

b . The minim um time frames between completed calls and the 
max i mum number of in comp l e t e ca ll attempts per day ; 

c . Telephone access proced ures for inmates on " days offu o r 
" evening shift , u workers ; 

d . Es tab li s h procedures for t ho s e inm ates who exhaus t t he 300 
minu t e s per ca l endar mon t h li mi tat i on to r e c ei ve add i t i ona l 
minutes for goo d ca use ; 

e . Estab l i s h proc e dures wh en a staff ass i sted ca ll may be made 
for good ca use , incl uding proced ures for Pretria l and Holdover 
inmates . 

The in st i t u t ion wi ll in vo l ve t he Regiona l Correct i ona l Progra ms 
Administrator in developing the Instit u tion Suppl e me nt . 

7 . PRETRIAL, HOLDOVER, AND/OR DETAINEE PROCEDURES. Th e 
pr oced ures contained in this Pro gra m Statement apply only to 
institutions where individual Ph on e Access Codes (PAC) are 
u t i l i zed . 

a . Pretrial Inmates. The Public Safety Factor (PSF) Serious 
Te l e phone Abuse app lie s to s en t en c e d inm at e s a nd t he r ef or e, does 
no t app l y to pretr i a l inm at e s . However, if in st i t u t ion staff 
receive information abo u t a pretrial inmate that may j eopardize 
the sec u rity and safety of the instit u tion o r commun ity , staff 
wi ll fo ll ow t he p rocedures ou t l ine d in Sect i on 13 of t hi s Program 
Stat emen t . 

b . Holdover Inmates. Inmates with the PSF Serio u s Telep hone 
Abuse wi ll no t be perm i tt ed acc ess to t he I nmate Te l ephone Syste m 
(ITS) , except as provided in§ 54 0 . l0l(e) o r§ 54 0 . 105 ©. 

c . Detainee Inmates. A deta inee of t he I mmigrat i on a nd 
Cu stoms Enforcement (ICE) , denoted by the Admission/Release 
Stat u s (ARS) code of A- INS , who has completed a federal sentence , 
may h ave a PSF of Se r i ous Te l ephone Abuse . Th e de ta inee wi ll no t 
be perm i tt ed access to IT S , exce pt as prov i ded in § 540 .l 0 l (e) or 
§ 540 . 105(c) . If instit u tion staff recei v e information about an 
immigration detainee that may j eopardize the sec u rity and safety 
of t he in st i t u t i on or communi ty , staff will fo ll ow t he procedures 
out lin ed in Se ct i on 13 of t hi s Program Statem en t . 
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8 . PROCEDURES. The Bu reau ' s Inm at e Te l ephone Syst em i s a 
calling system that is available in all instit u tions ope rated by 
the BOP . 

To ensure t he safe ty a n d secur i ty of t he in st i t u t ion a n d 
communi ty , inmates must place all personal telephone calls 
thro ugh the ITS and must not circ umv ent it via call forwa rdin g , 
incl u ding a u tomatic electronic forwarding o r any similar 
t e l ephone func t ion . Addi t ion a ll y t o ll -free or cred i t card ca ll s 
are no t aut horize d , examp l es inc l ude t e l ephone ca ll s t o 1-800 , 1-
888 , 1 - 877, 1- 866, 1- 90 0, 1- 976 , or to credit card access 
numbers . 

a . Warden ' s Authority. 

b . Except as pro v ided in this rule, the Warden shall permit an 
inmate who has not been restricted from telephone use as the 
result of a specific institutional disciplinary sanction to 
make at least one telephone call each month . 

Wardens ar e r e spo n s ib l e for im p l emen t in g a n d main ta inin g an 
inma t e t e l ephone progra m wi t hin t hei r in st i t u t ion . I n 
establishing an institution telephone pro g ram , Wardens should 
consider s u ch variables as the size and complexity of the 
in st i t u t ion . The Warden h as t he aut h or i ty to restr i ct or suspend 
t emporari l y a n inm ate ' s regu l ar t e l e p h o ne pr i v i l ege when t here i s 
reasonable s u spicion that the inmate has acted in a way that 
would indicate a threat to the institution's good o rder or 
secur i ty . Wardens may restr i ct t e l ephone pr i v ileges only in 
accordance wi t h Sect i on 1 3 of t hi s Program Stat emen t . 

Reasonable suspicion exists when facts and circumstances 
indicate that the inmate is engaged in , or attempting to enga g e 
in, cr imin a l or o t he r pro hi b i t e d be h av io r using t he t e l e p h one . 
The Warden has the authority to restrict o r s u spend temporarily 
an inmate 's reg u lar telephone privilege when there is a 
reasonab l e susp i c ion t h at t he inm ate h as acted in a way t h at 
t hre ate n s t he safety , secur i ty , or good order of t he ins t i tut ion, 
o r the protection of the p ublic . Reasonable s u spicion may be 
based on reliable , confidential information g athered through 
in te l li ge n ce t h at i de n t ifi es t h e inm ate in quest ion . I n 
deter minin g reasonab l e susp i c ion, t he ava i l ab l e inf or mat i on 
sho u ld reasonably lead a person with correctional experience to 
s u spect the inmate is engaged in criminal o r othe r prohibited 
be h av ior using t he t e l ephone system . 

b . Telephone List Preparation and Submission. 
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a. Telephone List Preparation. An inmate telephone call shall 
ordinarily be made to a number identified on the inmate's 
official telephone list. This list ordinarily may contain up 
to 30 numbers. The Associate Warden may authorize the placement 
of additional numbers on an inmate's telephone list based on 
the inmate's individual situation, e.g., size of family. 

(1) During the admission and orientation process, an inmate 
who chooses to have telephone privileges shall prepare a 
proposed telephone list. At the time of submission, the inmate 
shall acknowledge that, to the best of the inmate's knowledge, 
the person or persons on the list are agreeable to receiving 
the inmate's telephone call and that the proposed calls are to 
be made for a purpose allowable under Bureau policy or 
institution guidelines. 

(2) Except as provided in paragraph (a) (3) of this section, 
telephone numbers requested by an inmate ordinarily will be 
placed on the inmate's telephone list. When an inmate requests 
the placement of numbers for persons other than for immediate 
family or those persons already approved for the inmate's 
visiting list, staff ordinarily will notify those persons in 
writing that their numbers have been placed on the inmate's 
telephone list. The notice advises the recipient that the 
recipient's number will be removed from the list if the 
recipient makes a written request to the institution, or upon 
the written request of the inmate, or as provided in paragraph 
(a) (3) of this section. 

(3) The Associate Warden may deny placement of a telephone 
number on an inmate's telephone list if the Associate Warden 
determines that there is a threat to institution security or 
good order, or a threat to the public. Any disapproval must be 
documented in writing to both the inmate and the proposed 
recipient. As with concerns about any correctional issue, 
including any portion of these telephone regulations, an inmate 
may appeal the denial through the administrative remedy 
procedure (see 28 CFR part 542). The Associate Warden will 
notify the denied recipient that he or she may appeal the 
denial by writing to the Warden within 15 days of the receipt 
of the denial. 
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In mates wi t h acc e ss to TRULINCS workstat ion s whi c h prov i de acc e ss 
to t ele p hone li st updates s h a ll ge ne rate and maintain t hei r l i sts 
using TRULINCS . These inmates will not be required to s ubmit a 
Telephone Number req u est form (BP - 505) . All other inmates shall 
fo ll ow t he process be lo w . 

An inmate who wishes to have telephone privile g es must submit a 
Telephone Number Req u est form (BP - 505) to un it staff . Their 
telephone list ordinarily may contain up to 30 telephone numbers . 

I nmates may subm i t te l ephone numbers for a n y perso n t he y 
choose , incl uding numbers for co u rts , elected officials and 
members of the news media . Attorneys may be incl u ded on an 
inm a t e ' s te l ep h one l is t wi t h t he unders t a n d in g t h a t suc h ca ll s 
are s ub j ect to monitoring . 

Uni t staff s h a ll sig n t he Te l ephone Numb e r Request form 
ver if y in g t he i de n t i ty of t he inm ate t h a t h as h a n d de li vered the 
form to the staff member. Once an inmate s ubmits a list , it will 
be processed within seven calendar days . 

On ce unit staff s i g n t he BP-505, i t must be forwarded to IT S 
staff in a sec u re manner and within the time frames established 
by this Program Statement. At no time will the BP- 505 be 
returned to t h e inm a t e or h a n d l e d by a no t he r inm ate . 

This time frame may be extended if the total number of chan g es 
is so lar g e that un it staff or ITS staff cannot process them and 
st i ll perform t heir no rma l du t ie s . 

c . Telephone List Modifications. 

b . Telephone List Update. Each Warden shall establish 
procedures to allow an inmate the opportunity to submit 
telephone list changes on at least a quarterly basis. 

An inmate may submit proposed chan g es to his or her telephone 
list once per calendar month , unl ess staff determine that the 
inm ate h as a de mo n strated nee d for more prompt commu ni cat i on . 

In determinin g if a more freq u ent chan g e is to be permitted due 
to a demonstrated need for prompt communi cation , staff must rely 
o n t hei r profess i o n a l judg men t a n d eva l ua t e each reques t on a 
case-by-case bas i s . 

Placing additional numbers (above 30) on an inmate's telephone 
li st i s wi t hin t he Associa t e Warden ' s d i scre t i o n . Whi l e 30 
numbers s h ou l d mee t t he nee d of mos t i nma t es, t he re may be 
isolated sit u ations when additional numbers may be warranted . 
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For ex a mp l e , a n inm ate who h as a l arge fami l y may wis h t o p l ac e 
add i t ion a l fami l y members on t he t e l ep hone l i st . Addi t ion a l 
numbers may also be warranted for an inmate who wishes to place 
both work and home telephone numbe rs for his or he r spo u se and 
children . 

c. Telephone Access Codes . An inmate may not possess another 
inmate's telephone access code number. An inmate may not give 
his or her telephone access code number to another inmate, and 
is to report a compromised telephone access code number 
immediately to unit staff. 

d . Call Blocking. The Associa t e Warden has a u t ho r i ty t o b l ock 
a number on an inmate acco un t in a case - by - case determination . 
In s u ch cases , the Associate Warden o r desi gn ee must notify the 
inm ate of a n adm ini strat i ve b l ock, ordinari l y wi t hin five 
ca l en dar days fo ll owing t he deni a l or re mova l of t he number . 

For sec u rity reasons , the Associate Warden also has the a u thority 
t o b l ock t e l ephone numbers from be in g ca ll ed by a ll inm ates at 
t heir in st i t u t i on . Examp l es of numbers b l ocked in st i t u t i on wi de 
incl ude , b u t are not limited to gamblin g lin es , etc . 

Reques t s for BOP-w i de b l ocking of t e l ephone numbers s ha ll be 
approv e d by t he Chief, I n t e ll igence Sect ion or hi s/ he r des ignee . 

Telephone numbers for Victims and Witnesses (as defined in 28 
C . F.R . § 151- 151 a . & b . ) t h at have requested no t ifi cat i on 
regarding a n inm ate at a Bureau faci l i ty wi ll be b l ocked at t he 
facility where the inmate is housed . 

e . Call Blocking by Recipient. I n IT S , t he ca ll r e c i p ien t has 
t he capab i l i ty t hrou gh hi s or he r h ome t e l ephone t o de ny and/or 
block f u rther telephone calls from the inmate . A voice prompt 
wi ll d ire ct t he ca ll ed party t h roug h t he process . Thi s 
capab i l i ty i s ava i l ab l e for d i rect-d i a l and co ll ec t ca ll s from an 
inmate . 

Once t he recipien t b l ocks a t elephone number , t he rec i p ien t can 
unb l ock t he number on l y when he or s he se nds a wr i tt en request 
for reinstatement . To ens u re the called party 's identity, the 
req uest for reinstatement must incl ude a copy of a recent 
t e l ephone b i ll. Trus t Fun d staff wi ll process t hi s request 
expedi tio usly. 

In the event that staff receive a telephonic req uest from a 
ca ll recipien t t o h ave hi s/ her te l ep hone numb er b l ocked from an 
inm ate ' s t e l ephone l i st , uni t staff may request t hat t he I TS 
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t ec hni cian p l ace a t emporary suspension, no t t o ex c ee d 20 
ca l endar days , on a n inm ate ca ll in g t h at spec ifi c t e l e p h o ne 
numb er . Unit staff sho ul d take reas onabl e steps to v er ify the 
identity of the pe rs on ma ki ng the re quest (e . g ., by callin g the 
number t o be b l ocked) . Th e ca ll rec i p ien t s houl d be info rm e d 
t h at t he b l ocking of t he numb e r i s t emp orary , a n d t h at he or she 
must s ubmit a prompt writte n req u est to ma ke it permanent . 

Copi es of written doc umentation , b loc ki ng o r un blocking a 
t e l ep h one number (at t he rec i p ien t ' s request or t h e Associa t e 
Warden ' s d i scret ion) mus t be forwarded t o Trust Fund s ta ff in t he 
Financial Mana g ement office . 

f . Limitations on Inmate Telephone Calls. 

d. Placement and Duration of Telephone Call. The placement 
and duration of any telephone call is subject to availability 
of inmate funds. Ordinarily, an inmate who has sufficient 
funds is allowed at least three minutes for a telephone call. 
The Warden may limit the maximum length of telephone calling 
based on the situation at that institution (e.g., institution 
population or usage demand). 

e. Exception. The Warden may allow the placement of collect 
calls for good cause. Examples of good cause include, but are 
not limited to, inmates who are new arrivals to the 
institution, including new commitments and transfers; inmates 
confined at Metropolitan Correctional Centers, Metropolitan 
Detention Centers, or Federal Detention Centers; pretrial 
inmates; inmates in holdover status; inmates who are without 
funds (see§ 540.l0S(b)); and in cases of family emergencies. 

The Warden will establish the maximum length of telephone calls , 
ord in ari l y 1 5 minu t es . A war nin g t one ordinar il y will be 
prov i ded app roxim at e l y one minu t e before t he ca ll i s 
disc onnect ed . This applies to both debit and coll ect telephone 
calls . The Warden determines the interval waiting period between 
co mp le t ed t e le p hone ca ll s . 

Inmates with ITS acco un ts are limited to 300 minutes per 
cal e nda r month . This applies to all inmates with an ITS account 
in Bureau in st i t u t i o n s , and ma y be used for a n y comb in at i on of 
co ll ec t or direct-d i a l ca ll s at t he inm ate ' s d i scret i o n . 
Ordinarily , the inmates will be allowed a n e xt ra 100 minut es p er 
month in Novembe r and Dece mbe r . 

In mat e s wh o exhau st t hei r 300 minu t e li mi tat i on may be prov i ded 
additional minut es , at the Warden ' s discretion , for g ood ca us e . 
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The 300 minu t es per ca l en dar mon t h limi tat ion do e s no t app l y t o 
a n inm at e ' s ab i l i ty to p l ace unmoni t ored l ega l t e l ephone ca ll s . 

g . Hours of Telephone Operation. The hou rs of telephone 
opera t ion begi n at 6 : 00 AM a nd en d no l ater t h a n 11: 30 PM. 
Inmate telephones will not be available f r om at least 11 : 30 PM to 
6 : 00 AM. Inmate access to telephones will normally be limited 
d u ring the following times , Monday thro ugh Friday , not including 
ho l i days : 

7 : 30 am un til 10 : 3 0 am; and , 
12 : 30 pm un til after 4 : 00 pm co un t . 

Inmates are expected to be at their wor k assignments and must 
not u se the telephone d u r ing their work hou rs . For inmates who 
work var ie d work s hif ts , at l oca l d i scret ion, in st i t u t i o n s may 
l e av e one t e l e p hone p er uni t ava i l ab l e for inm at e s on " days off,u 
or " evenin g shift u s uch as food service workers , UNI COR workers , 
etc . Staff are enco u r aged to take disciplinary action if an 
inm at e l e aves his or he r work ass ignmen t t o p l ac e a t e l e p hone 
ca ll (s) wi t h out t he appropr i ate in st i t u t ion staff member ' s pr io r 
approval . 

The se res t ric t ion s s hou l d no t be imposed in Pretr i a l / Ho l dover 
ins t i t u t ion s or Pre tr i a l / Ho l dov e r Uni ts whe r e inm ates ar e no t 
req u ired to work and gene rall y have more need for telephone 
access d u rin g the day to p re pa re for trial . 

h . Complaints. As wi t h a n y comp l a in t regard in g a ny 
correctional iss u e , an inmate may us e proced u res outlined in the 
Program State men t on t he Admini strat i v e Remedy Progra m t o reso l ve 
d i sputes concerning t hei r t e l ephone pr i v i l eges, e . g . l i sts , 
access , accounts , and services . 

9 . MONITORING OF INMATE TELEPHONE CALLS. 

§ 540 . 102 Monitoring of Inmate Telephone Calls . 

The Warden shall establish procedures that enable monitoring of 
telephone conversations on any telephone located within the 
institution, said monitoring to be done to preserve the 
security and orderly management of the institution and to 
protect the public . The Warden must provide notice to the 
inmate of the potential for monitoring. Staff may not monitor 
an inmate's properly placed call to an attorney . The Warden 
shall notif y an inmate of the proper procedures to ha v e an 
unmonitored telephone conversation with an attorney . 
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As part of t he adm ission a nd orien tat ion process , inm at es will be 
adv i sed of t he procedures for p l ac in g moni t ored a nd unmoni t ored 
telephone calls . 

Th e no t ific at ion t o inm ates will be docu men t ed on t he 
Ac kno wl e dgme n t of I nmat e form (BP-408) a nd t hen fi l ed in t he 
inmate Central File . 

In addition , a notice will be placed , in both Spanish and 
Eng li s h, at a ll moni t ored t ele phone l oca t i ons wi t hin t he 
in st i t u t ion adv i s ing t he u ser t h at a ll con v ersa t ion s from t ha t 
telephone are sub j ect to monito ri ng and that us in g the telephone 
constit u tes consent to this monitoring . A notice will advise 
inm ates t o con ta c t t h eir uni t t eam t o request a n unmoni t ored 
attorney telephone call . The SIS must ens u re that the notice(s) 
is placed at all monito red telephone locations within the 
in stitut ion . 

Req uests for information (e .g ., s ubpoenas) on monitored calls 
sho ul d be processed in accordance with the Pr ogram Statement 
Recorded I nma t e Te l ephone Conversat i on s, Reques ts for Product i on . 
The Bureau does no t a ll ow inm at e s t o send or r ecei ve facsimi l e 
communications . 

10 . INMATE TELEPHONE CALLS TO ATTORNEYS. 

§ 540.103 Inmate Telephone Calls to Attorneys. 

The Warden may not apply frequency limitations on inmate 
telephone calls to attorneys when the inmate demonstrates that 
communication with attorneys by correspondence, visiting, or 
normal telephone use is not adequate. 

Th e Bure au prov i des each inm ate wi t h severa l met ho ds t o ma i n ta in 
co nfi de n t i a l co n tact wi t h hi s or her attor ne y . Fo r examp l e : 

■ inm ate - attorney correspondence i s covered under t he 
special mail provisions; 

■ private inmate-attorney visits are provided; and , 
■ t he inm ate i s afforded t he oppor t uni t y t o p l ace a n 

occasional unmoni t ored ca ll t o his or her attor ney . 

Based on t hese prov i s ion s , frequen t co nfi de n t i a l inm ate­
attorney calls sho ul d be allowed only when an inmate demonstrates 
that commun ication with his o r he r attorney by othe r means is not 
adequate . For examp l e, when t he inm ate or t he inm ate ' s attorney 
ca n de mon strate a n imminen t court dead line ( see t he Program 
Statements Inmate Correspondence or Inmate Le gal Activities) . 



P5264 . 08 
1 /24/2008 

Pa ge 12 

Staff ar e t o mak e reasonab le effor ts t o ver if y unmoni t ored ca ll s 
p l ac e d on a n inm ate ' s be h a l f are t o a n attor ne y ' s off i ce . 
Inmates are responsible for the expense of unmon itored attorney 
telephone calls . When possible , it is preferred that inmates 
p l ac e unmoni t ored l ega l ca ll s co ll ec t . Thi rd-party or t h re e -way 
ca ll s ar e no t aut hor i z e d . 

11 . INMATE USE OF NON-ITS TELEPHONES (Non-attorney calls). On 
rare occasion , dur ing t ime s of cr i s is, staff de s i gnated by t he 
Warden may find t h e ne ed t o a ll ow in mat es t o p l ace t e l ephone 
calls ou tside the Inmate Telephone System . These calls should be 
placed on telephones that are set to rec o rd the conversation and 
s h a ll fo ll ow t he gu i de l ine s de ta i l e d b elo w. 

a . Additional monitored non-ITS telephones must be operated as 
follows: 

(1) Inmates using the telephones must have read and signe d 
t he Acknow l edgmen t of Inm ate form (BP-408) in d i cat in g t hei r 
un derstandin g that telephone calls on that device are s ub j ect to 
monitoring ; 

(2) A notice must be placed , in both English and Spanish , 
above or near the telephone indicatin g that all calls are sub j ect 
to monitoring , and that u sin g the telephone constit u tes consent 
t o suc h moni t oring . Th e no t ice s hou l d a l so in d i cat e t hat t he 
t ele ph one i s for inm ate use on l y . Staff are not perm i tt ed t o use 
the telephone beca u se staff telephone calls may not be monito red ; 

(3) The telephone must be placed in a sec u re a r ea (e . g ., a 
l ocked office); 

(4) The t ele p hone mus t be set t o record t ele p hone ca lls ; 

(5) Staff coordinating the call shall notify the SIS staff in 
writing via email that telephone call was placed and shall 
incl ude the followin g; and 

■ The date/time, telephone numbe r, and name of the person 
be ing called 

■ The name a nd regis t er number of t he inm at e p l ac ing t he 
call 

■ A br ief reason fo r the call . 

(6) SIS s t aff shall b e res p onsible for in p u tt ing t hi s da t a 
in to t he recording system to ensure t he ca ll record in g can 
i den t if y t he inm at e on t he t ele p hone. Thi s data mus t be en t e red 
within seven calendar days . 
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b . Institutional Authorization Procedures for Additional 
Monitored Non-ITS Telephones (Non-ITS) 

PS 5360 , ex pr e ss l y prov i de s for a n add i t ion a l mon i tor e d inm at e 
telephone located in the Chapel area . As s uch , the procedures in 
this doc ument for a u thorizin g that sin g le telephone do not apply. 
These proced u res apply , rather , to additional monitored inmate 
te l e phone s b e yo nd t he s in g l e add i t ion a l te l ephone p e r mi tt ed by 
the reli g i ou s policy (e .g . , teleph on es located in the 
Lie u tenant ' s office , the Unit Team office) . 

The followin g proced ures must be followed when req uestin g 
additional monitored inmate telephones : 

(1) The Warde n shall se nd a request to the Regional Director 
for consideration and identify the extraordinary reasons 
jus tifying the need for additional telephones ; and 

(2) If approve d b y the Regional Director , written 
notification of approval shall be provided to the Warden and the 
Administration Di v ision ' s Tr u st Fun d Branch (TFB) staff for 
process in g . 

12 . RESPONSIBILITY FOR INMATE MISUSE OF TELEPHONES. 

§ 540.104 Responsib i lity for inmate misuse of telephones. 

The inmate is responsible for any misuse of the telephone . The 
Warden shall refer incidents of unlawful inmate telephone use 
to law enforcement authorities . The Warden shall advise an 
inmate that violation of the institution ' s telephone 
regulations may result in institutional disciplinary action 
(See part 541, subpart B) 

I nmates v io l at in g t hi s po l i cy may be subject t o d i sc i p l in ary 
act ion pursua n t t o 28 CFR part 54 1 , subpart B, a nd t he po l i cy on 
Inmate Discipline . 
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a . An inmate is responsible for the expenses of inmate 
telephone use . Such expenses may include a fee for 
replacement of an inmate ' s telephone access code that is used 
in an institution which has implemented debit billing for 
inmate calls . Each inmate is responsible for staying aware of 
his or her account balance through the automated process 
provided by the system. Third part y billing and electronic 
transfer of a call to a third party are prohibited . 

b . The Warden shall provide at least one collect call each 
month for an inmate who is without funds . An inmate without 
funds is defined as an inmate who has not had a trust fund 
account balance of $6 . 00 for the past 30 days . The Warden may 
increase the number of collect calls based upon local 
institution conditions (e . g . , institution population, staff 
resources , and usage demand) . To pre v ent abuses of this 
provision (e . g . , inmate shows a pattern of depleting his or 
her commissary funds prior to placing collect calls) , the 
Warden may impose re s triction s on the provisions of this 
paragraph b . 

c . The Warden may direct the government to bear the expense 
of inmate telephone use or allow a call to be made collect 
under 
compelling circumstances such as when an inmate has lost 
contact with his family or has a family emergency . 

13 . TELEPHONE RESTRICTIONS IMPOSED BY THE WARDEN. I nmates may 
be s ub j ect to telephone restrictions imposed by the Warden to 
prot e ct t he saf e ty , s e cur i ty , a nd good ord e r of t he in st i tut i on , 
as we l l as to p ro t ec t t he p ub l i c . Te l ephone restr i ct i ons imposed 
un der the a u thority of this section are separate and apart from 
telephone restrictions imposed by the UOC or OHO followin g formal 
a nd comp le t ed inm at e d i sc i p line proceed ing s . 

Inmates with telephone restri ctions are still entitled to place 
at least one telephone call pe r month , unl ess a lso un der a 
sa nct ion of t e l ephone restr i ct ion t he UOC or OHO imposed . 

a . Authorized Circumstances. Inmates may be s ub j ect to 
t e l ephone res t ric t i ons under t hi s sect i on in t he fo ll owin g two 
c ir cumsta nces : 
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(1 ) Public Safety Factor (P SF ). An inmate whose current 
offense, pr i or hi story , or t h reat c h aracter i st i cs in d i cate a 
propensity to ab use telephone privileges will be assigned the 
PSF - Serious Telephone Abu se . If an inmate is assi gn ed the PSF 
for Serious Te l ep hone Abuse ( se e t he Secur i t y Des ign at ion and 
Cus t ody Cl ass ific at ion Manua l ), a t e l e p hone r e str i ct ion i s 
a u thorized . Telephone restrictions imposed un der these 
circ ums tances are discretionary and necessa r y to ens u re the 
instit u tion ' s safety , sec u rity , good order and/or to p rotect the 
pub l i c . When dee med ne cessary , t he inm ate ' s Uni t Manager wi l l 
ordinari l y recommend t hi s typ e of r e str ic t ion to t he Warden for 
final decision maki ng . 

Upon h is / her ini t i a l co mmit men t or redes ign at ion, a n inm ate 
with a PSF for Se ri ous Telephone Abuse will not be autho rized use 
of the ITS un til classified by the uni t tea m. Inmates identified 
at t heir ini t i a l c l ass ifi cat i on as r e qu i r in g t e l e p hone 
res t ric t ion s wi ll no t be per mi tt ed access t o t he IT S un t i l after 
the final review by the Warden . 

(2) Pe nd ing Investigation or Disciplinary Acti on for Possi ble 
Te l ephone Abuse . I f a n inm at e i s pe ndin g a n in vest i gat ion or 
disciplinary action for possible telephone ab u se , a partial o r 
total telephone restriction is a u thorized . Telephone 
res t ric t ion s imposed under t he s e circums ta nces ar e d i scret ion ary 
a nd ne c e ssary to en sur e t he in st i t u t ion ' s saf e ty , s e cur i ty , or 
good order , and/or to protect the public . When deemed necessa r y, 
the Special Investi gative Supervisor ' s office will ordinarily 
recommend t hi s typ e of restr i ct ion . Any t e l e phone restr i ct ion 
recommended by t he SI S office may on l y be impos e d wi t h t he 
Warden ' s approval , in accordance with the proced u re s outlined in 
this section . 

b . Procedures for Imposing or Removing Telephone Restrictions. 
The following proced ures must be followed when imp o sing , 
r emov ing, or renewing, a t e l e p hone r e str i ct ion under t hi s 
sect i on : 

(1 ) The appropr i ate s ta ff member recommends a t ele p hone 
res t ric t ion to t he Warden by comp l e t in g t he Reques t for Te l ephone 
Res tr ic t ion form (BP-740 . 052) . The reco mmend in g staff memb e r 
sho ul d describe briefly the reaso n for rec ommending a telephone 
restriction , as well as the extent of the proposed restr iction . 

For example , staff may rec ommend red ucing an inmate 's telephone 
u se to 100 minu tes pe r month rat he r than a total restricti on , if 
suc h a res t ric t ion wou l d suff i c ien t l y protect t he saf e ty , 
sec u rity , or good order of the instit u tion , o r protect the 
p ublic ; 
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(2) The Warden will review the recommendation and either 
approve , modify, or de ny t he restr ic t ion . I f t he Warden approves 
a restriction , such decision must be based on the concl u sion that 
it is necessary to protect the institution's safety , security , or 
good order, or t o protect t he pub lic; 

(3) If t he Warden approves a t ele p hone res t ric t ion , a co py of 
the completed form sho u ld be provided to the inmate, the Trust 
Fund Office , and placed in Section 3 of the inmate ' s Central 
Fi l e ; 

(4) Tele p hone res t ric t ion s imp osed by t he Warden due t o a PSF 
for Serious Telephone Abu se must be reviewed at least every six 
mon t hs, or d in ar i l y in co njun ct ion wi t h t he inm ate ' s Program 
Review , to determine if the restriction should continue or 
be modified . A decision to contin ue a c u rrent telephone 
res t ric t ion imposed under t hi s s e ct ion r e qu i r es no fur t he r 
act ion, but mus t be docu men t ed in t he Progra m Review Repor t . 

Any proposed change to a current telephone restriction must be 
made accord in g t o t he se procedures , a nd requ i res t he Warden ' s 
approva l. I f appropr i ate , a n inm at e ' s t e l ephone pr i v i l eges can 
be g rad ually restored , based on demonstrated res ponsibility 
doc umented by the inmate's Unit Team or other staff ; 

(5) Tele p hone res t ric t ion s imposed pend ing an in vest ig at ion 
or pending disciplinary action for possible telephone ab u se are 
l imi t ed t o a per io d of 30 days . I f a n add i t ion a l 30 day per io d 
i s required t o co mp l e t e ei t he r t he in vest i gat i on or d i sc i p l in ary 
process , the Warden must re - a u thorize the restriction u sing these 
procedures . Specifically , the Warden 's approval must be obtained 
on a not her Request for Te l ephone Res tr i ct ion form (BP-740 . 052) . 
Un l ess re-aut horize d in t hi s ma nne r , Trust Fun d s ta ff wi ll ob ta in 
the Warden ' s approval for reinstatement or contin ued restrictions 
every 30 days . 

Eac h subseque n t res t ric t i on per iod i s l imi t e d t o 30 days . 
Staff sho u ld make every effort to complete investi gations and 
disciplinary proceedings for possible telephone ab us e within the 
firs t 30 day per io d of t he t elephone restr i ct ion; 

(6) Inm ates wi t h t ele p hone res t ric t ion s under t hi s sect ion 
are still entitled to place at least one telephone call per 
mon t h , un l ess a l so un de r a sa nct ion of t e l ephone restr i ct ion t he 
UDC or OHO im posed fol l owin g forma l , and comp l e t ed, inm ate 
discipline proceedings . Ordinarily , s uch telephone calls are 
placed thro ugh the inmate telephone system , not by staff ; and , 
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(7 ) Inmates may cha ll enge telephone restricti on s imposed 
under t hi s s e ct ion t h ro ugh t he Admini strat i v e Remed y Progra m. 

Isl 
Har l e y G. Lap pin 
Di re cto r 
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I N THE UNIT ED STATES DI STRI CT COURT 

FOR THE DISTRICT OF HAWAII 

MALIA ARCIERO, ET AL . , 

Pl a in t iff s , 

vs . 

ERIC HOLDER, JR ., ET AL ., 

Defe ndants . 

CIVIL 1 4- 00506 LEK- BMK 

ORDER GRANTING DEFENDANTS' MOTION FOR JUDGMENT ON 
THE PLEADINGS. OR IN THE ALTERNATIVE. SUMMARY JUDGMENT 

On May 8 , 2015 , Defe ndants Eric Holder , Jr ., in his 

capacity as Un ited States Att o r n ey General, Charles E. Samuels , 

Jr . , in hi s officia l capaci ty as Direc t or of t he Uni t ed States 

Bure au of Pri so n s , J . Ray Ormo n d , in hi s off i c i a l capac i ty as 

Warden o f the Hono l u l u Federal Dete n tion Ce n ter , and Florence T . 

Nakak un i , in her official capacity as United States Attorney for 

t he Di str ic t of Hawa i ' i (co ll ec t i ve l y " Defe n da nts ") fi l e d 

Defe n da n ts ' Mot ion for Judgme nt on t he P l eadings, or in t he 

Alter n ative , Summary J u dgment ("Motion") . [Dkt . no . 20 . ] On 

Augu st 28 , 2015 , Plaintiffs Malia Arciero , 1 Alan Mapu at u li , 

Gi l bert Med in a , a n d Gary Vic t or Dub in (co ll ec t i ve l y "Pl a in t iff s ") 

fi l ed a memor a n dum in opposi t ion. [Dkt . no. 38 .] De fen dants 

filed a reply on September 3 , 2 01 5 . [Dkt . no . 4 0 .] This matter 

1 On Augus t 13, 2 01 5 , this Cou rt approved the parties ' 
St i pu l at ion t o Di smis s P l a in t iff Ma l i a Arciero as a Party t o th i s 
Ac t ion, d i s mi ss in g P l a in t iff Arciero's c l a im s . [Dkt . no. 25 .] 
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came on for he ar ing on Sep t ember 1 5, 20 1 5 . Af t er carefu l 

consideration of the Motion , supporting and opposing memoranda, 

arg u ments of co un sel , and relevant le g al a u thority , Defe ndants' 

Mot ion i s HEREBY GRANTED for t he reasons set for t h be l ow . 

BACKGROUND 

In 2005 , the Bu rea u of Prisons ("BOP") started a 

project called Tr u st Fun d Li mited Inmate Computer System 

( "T RULI NCS" ) , t h at a ll ows inm ates to communi cate wi t h t he pub l i c 

v i a emai l. [Mot ion , Dee l. of Kat h l een D. Je n k in s , Chief, Trust 

Fun d Branch (" Je nkins Deel . ") at 'l['l[ 2 - 3 . 2
) Emails from TRULINCS 

can on ly be retrieved thr ough a pr og ram called " Co rrLinks . " 

at 'JI 2 . l Since 20 1 0, every t ime a n inm ate use s TRULI NCS, he or 

s he i s met wi t h t he "T RULI NCS I nmate Acknow l edgmen t " page 

(" Inmate Acknowled gment ") . [ Id . at 'l[ 6 , Exh . A . ) The first two 

paragraphs of the Inmate Acknowledgment inform the u ser , in 

re l evan t part : 

Warning : Thi s compu t er system i s t he 
property of t he Uni t ed States 
Depart ment of J u stice . The 
Department may monitor any 
activity on the system and 
search and retrieve any 
inf ormat ion stored wi t hin t h e 
system . By access in g a n d 
u s in g t hi s comp u t er, I am 
co n sent in g t o s u c h moni to ring 
and information retrieval for 

2 Kathleen D . Je nkins is the Chief of the Tr ust Fun d Branch 
o f the Administrati on Di vision o f BOP . The Tr us t Fun d Branch 
" imp l emen ts and manages " TRULI NCS . [Jenk in s Dee l. at '.I[ l.] 

2 
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Re spons i b i l i t y : 

l aw enforcemen t a n d ot her 
purposes . I h ave n o 
ex pectat ion of pr i vacy as to 
any commun ication on or 
information stored within the 
system . 

I mus t ab i de by a ll t erms 
prescr i bed in Bu reau of 
P r i so n s ' po l i cy regard in g my 
use of TRULI NCS a n d e l ec tr onic 
messaging systems , which I 
acknowled g e having read and 
un derstood . I un derstand and 
consent to having my 
e l e ctro ni c messages a n d system 
act i v i ty moni t ored, read , and 
reta ine d by aut horize d 
p ersonne l. I un dersta n d a n d 
consent that this provision 
applies to electr on ic messages 
both to and from my attorney 
or other le g al representative , 
a n d t h at suc h e l ec tro ni c 
messages wi ll n ot be tr ea t ed 
as pr i v i l eged commu ni cat ion s , 
a n d t h at I h ave a l t erna t i ve 
methods of cond u ctin g 
privile g ed le g al 
communication . 

[I d ., Exh . A .] An inm ate mus t c l i ck " I Accept " t o ge t past th i s 

screen and g ain access to TRULINCS . [Id . at '.![ 9 . J 

Similar to TRULINCS , CorrLinks req u ires u sers to a g ree 

to Terms and Conditions of Service ("Terms and Conditions "). 

[I d . at '.![ 1 0, Exh. B .] Th e Terms a n d Condi t ion s state t h at t he 

pro g ram " is a way for family and friends to commun icate with 

their l ov ed ones incarcerated in prison . " 

I n a sect ion t i t l ed "Moni t or in g ," states : 

3 

[ Id ., Exh . B . at l .] 
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Cor r Lin ks serv i ce s t aff may access co n t en t o n t he 
serv i ce , in c l uding any messages sen t or rece i ved 
v i a t he serv i ce . All inf orma t i on and con t en t 
abo u t messages sent and received u sin g Corr Links 
are accessible for review and/or download by 
Ag ency or their assi gn ees responsible for the 
partic u lar inmate . By us in g Corr Links services 
you are a t l eas t eigh t een years o l d , and express l y 
agree t o t he moni t or in g a n d rev ie w of a ll messages 
se nt a n d rece i ved v i a t hi s serv i ce by CorrL in ks 
s t aff , and t he app l i cab l e correct i ona l age ncy and 
its staff , contractors , and a gents . 

[Id . at 2 . ] 

I nma t es may o n l y correspo n d wi t h approved co nt acts . 

[Jenk in s Dee l. a t i 11.] Once approved, con t ac t s are no t ifie d 

that , "[ b]y approving electr on ic correspondence with federal 

prisoners , you consent to have the Bu rea u of Prisons staff 

moni t or t he co nt en t of a ll e l ec t ro ni c messages exc h a nged ." [I d . 

a t ii 13- 14 , Exh . C .] Fin a ll y , every t ime an approved co n t ac t 

reads an email in Corr Links , text below the inmate ' s messa g e 

reminds the reader that , "[ b]y u tilizin g Corr Links to send or 

receive messages you co n sen t t o h ave Bureau of Pr i sons s t aff 

moni t or t he in forma t i o n a l co nt e n t of a ll e l ec t ro ni c messages 

exchan g ed and to comply with all Pro g ram r u les and proced u res . " 

[Id . at i 15 , Exh . D. ] 

The Comp l a in t a ll eges t h at P l a in t i ff Dub in d i scovered 

t he "e avesdropp in g " a few weeks before fi l in g t he Compl a in t , and 

Plaintiffs Mapu at u li and Medina were never aware of BOP's policy 

before Plaintiff Du bin bro ug ht it to their attention . [Verified 

Comp l a in t for I n j unc t i ve a n d Ot h er Re l i ef Pu rsua n t t o t h e S i xt h 

4 
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Amendmen t to t he Uni t ed States Cons t i t ut i on ("Comp l a in t "), fi l ed 

11/10/14 (dkt . no . 1) , at 11 23 - 24 . ] Plaintiffs ar gu e that BOP' s 

electronic correspondence policies violate the Sixth Amendment of 

t he Uni t ed States Co n st i t u t i o n, a n d seek " a t emporary restra i n in g 

order , a p re l imin ary in j un ct i on, a nd a perma ne n t in j un ct i on 

pr oh ibitin g" Defe ndants fr om " readi ng and re viewing" their 

electronic correspondence (" Coun t I " ) . [Complaint at 11 31 - 3lb . ] 

P l a in t i ffs a l so assert t h at t he emai l moni tor in g po l i cy amounts 

to prosecutor i a l misconduc t a nd a de ni a l of effec t i ve ass i stance 

of co un sel . [Id . at 1 34 . ] They seek the dismissal of 

Plaintiffs Mapu at u li and Medina ' s criminal cases , as well as the 

d i smi ssa l of a ll cr i min a l cases aga in st Federa l Dete nt i on Center 

(" FDC" ) inm ates wh o h ave commu ni cated wi t h t h e i r cou n se l v i a 

email (" Coun t II ") . [Id . ] Plaintiffs ar gu e this dismissal 

sho u ld be a u tomatic as " a matter of ri g ht " or , alternatively , " a 

matt er of d i scret i on , " wi t h t he co u rt i ss uin g a n order to show 

cause requiring Defe nda n ts to prove t h at no "in vas ion of the 

att o rney - client privilege " occ u rred . [Id . at 1~ 34a - 34b . ] 

Plaintiffs ar gu e that any discretionary dismissal 

sho u ld apply to FDC inmates whose email correspondence with their 

attorneys was "re ad and rev ie wed " by Defe n da n ts , and who h ave 

a l ready been co nv i cted . [I d . at 1 34c . ] Plaintiffs seek 

attorneys ' fees and co u rt costs related to both co un ts . [ Id . at 

~~ 32 , 35 .] 

5 
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Defe n da n ts argue t h at t he y are en t i t l ed to j udgmen t on 

the pleadin gs, or in the alternative , summary j ud gment because : 

(a) " Plaintiffs ' claims are barred by Heck v . Humph re y," 512 U. S . 

477 (1 994) ; (b) P l a in t iffs' Six t h Amendmen t righ ts we re n ot 

v io l ated ; (c) P l a in t iff s Mapua t u l i a n d Medina d i d n ot exhaus t 

their administrative remedies as req u ired by the Prison 

Liti g ation Reform Act (" PLRA"); and (d) Plaintiff Dubin does not 

h ave " sta n d in g to br in g a Six t h Amendmen t c l a im o n hi s own 

b eh a l f . " [Mem. in Supp . of Mot ion at 2 .] 

DISCUSSION 

I. Heck v. Humphrey 

Pl a in t iff s ' c l a im s are barred by Heck v . Hump h rey , as 

" a j u dgme nt in favor of [P l a in t iff s ] wou l d ne cessar i l y imp l y t he 

invalidity o f [their] convicti on o r sentence . " See 512 U. S . at 

487 . Plaintiffs ar gu e that Heck does not apply in the instant 

case because t he y are federa l inm ates , t h ey seek o n l y dec l aratory 

a n d in j un ct i ve re l ief, and t he y are c ha ll enging a v io l at i on of 

the Sixth Amendment . [Mem. in Opp . at 1 4- 15 .] Each of these 

arg uments fail as a matte r of law . 

On June 9 , 20 15 , P l a in t iff Map u at u l i was found gu i l ty 

in t hi s d i str i ct of t h ree cou n ts re l ated to drug t rafficking . 

[Uni ted States v . Mapu at u li , CR 12 - 01301 DKW, Verdict Form as to 

Coun ts 1- 3 of the Indictment , filed 1/30/15 (dkt . no . 274) . ] 

Pl a in t i ff Mapua t u li' s case i s c ur rent l y on appea l. See i d ., 

6 
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Not i ce of Appea l , fi l ed 6/ 15/ 15 (dk t . no . 298) . The t ria l in 

Plaintiff Medina 's criminal case is scheduled to be g in on 

November 3 , 2015 . [United States v . Medina , CR 13 - 01039 HG, 

Minu t es : Con t inue d Hear ing on Def . ' s Mot ion t o Suppress (ECF No . 

61 ), fi l ed 4/ 13/ 15 (dk t . no . 100) at 2 . J 

held that : 

In Heck v . Humph re y , the United States Sup reme Cou rt 

[I] n order t o recover damages for a ll eged l y 
un co n st i t u t ion a l co nv i ct ion or impr i so nmen t , or 
for o t her harm caused by act ion s whose 
un l awfu l ness wou l d render a co nv i ct ion or sen t ence 
invalid , a [42 U. S . C . ] § 1983 plaintiff must prove 
that the conviction or sentence has been reversed 
on direct appeal , exp ung ed by exec u tive o rder , 
declared invalid by a sta te trib un al a u thorized t o 
make s uch determ in at ion, or ca ll ed in t o que st ion 
by a federa l cour t ' s i ss ua nce of a wr i t of habeas 
corpus , 28 U.S . C . § 2254 . A c l a im for damages 
bear in g t hat re l at ion s hi p t o a conv i ct ion or 
sentence that has not been so invalidated is not 
cognizab l e un der§ 1983 . Thu s , when a state 
pr i so ner seeks damages in a§ 1983 su i t , t he 
d i str i ct court mus t co n s i der whe t he r a j udgmen t in 
fav o r of the plaintiff would necessa rily imply the 
invalidity of his convic ti on o r sentence ; if it 
would, the complaint must be dismissed un less the 
plaintiff can demonstrate that the conviction or 
se n t ence has a l ready bee n in va l i dated . 

512 U. S . at 486-87 (emp has i s in Heck) (foo t no t e omi tt ed) I n 

Heck , the Supreme Court intended to " deny the existence of a 

cause of action n where the case would un dermine a valid 

co nv i ct ion . I d . at 489 . 

The Su pr eme Court subseq uen t l y he l d t hat Heck app lie s 

equally t o monetary j udgment , as well as declaratory a nd 

7 
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in j unc t i ve re l ief : 

[A] state prisoner 's §1983 act ion i s barred 
(absent prior invalidation) - no matter the relief 
so ugh t (damages or equi tab l e re l ief), no matt er 
t he ta rge t of t he pr i so ne r ' s su i t ( state co nduct 
l eading to co nv i ct i on or in t erna l pr i so n 
proceed in gs) - if success in t h at act ion wou l d 
necessarily demonstrate the invalidity of 
conf inemen t or i ts du rat i on . 

Wil k in so n v . Dotso n, 544 U. S . 74 , 81- 82 (2005) (emphasis i n 

Wilkinson) . The Ni nth Circ u it concl u ded that Dotson " erases any 

do ubt that Heck applies both to actions for money dama ges and to 

t hose , l i ke t hi s one , for in j un ct i v e re l ief ." Osbor ne v . Di st . 

Attor ney' s Off i ce for Thi rd Jud i c i a l Di st . , 423 F. 3d 1050, 1053 

(9th Cir . 2 005) . 

The instant case is bro ugh t purs uant to neithe r§ 1983 

nor i ts co un t erpar t for federa l off i c i a l s , Bi ve n s v . S ix Unknown 

Named Agen ts of Fe d . Bure a u of Narcot i cs , 403 U. S . 388 (197 1 ) 

Plaintiffs seek inj un ctive relief un der for a constit u tional 

violation . See , e . g ., Bollin g v . Sharpe , 347 U. S . 497 , 498 

(1954) . Nevert he l ess , t he Heck bar c l ear l y app li es t o 

a ll ega t i on s of v i o l at i on s of t he Six t h Amendmen t . See , e . g ., 

Valdez v . Rosenba um, 302 F . 3d 1039, 10 43 , 10 49 (9th Cir . 2002 ) 

( findin g that , where a federal detainee challen ged the 

requiremen t t hat he obta in p ermission to ca ll co un se l in a state 

pretr i a l faci l i ty in Al aska (as t he resu l t of a n arrangement 

between the federal o fficials and the state) as a violation of 

the Sixth Amendment , his claim was "no t cognizable un der Heck v . 

8 
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Humphrey " because i t " wou l d necessari l y i mpl y t he in va l i d i ty of 

Valdez ' s s ubseq uent conviction " ( some citations omitted) (citin g 

Heck , 512 U. S . at 486 - 87 , 114 S . Ct . 2364)) ; see also Trimble v . 

Ci ty of Santa Rosa , 49 F . 3d 583 , 585 (9 t h Ci r . 1 995) ( " Be cause 

Tr imb l e's F i ft h a n d S ix t h Amendmen t a ll ega t i on s ne cessar i l y i mpl y 

the invalidity o f his c onv iction and beca u se he did not sh ow that 

his conviction has been invalidated , Trimble ' s Fifth and Sixth 

Amendmen t c l a im s h ave n ot accrued at t hi s t ime ." (ci tat i on 

omi tt ed)) . S imi l ar l y , t hi s Cour t has found t h at Heck bars a 

constit u tional challen g e to restricti ons placed on a pretrial 

inmate ' s phone calls with his att o r ney " beca u se a successful 

ru l in g on [t h e ] c l a i m wou l d n ecessar i l y im p l y t he in va l i d i ty of 

P l a in t i ff ' s o n go in g cr imin a l proc eedings ." Adk ins v . Shinn, 

Civil No . 14 - 001 56 LEK/KSC , 2014 WL 2738531 , at *7 (D. Hawai'i 

J un e 16 , 2 01 4 ) (citation omitted) . 

At t he he ar in g , Pl a in t iff s represe n t e d t h at t he y wer e 

n ot seek in g to reverse a cr imin a l co n v i ct i on , but t hi s i s 

contradicted by their own Complaint : " Arciero , Mapu at u li , and 

Medina and all criminal defendants bein g federally prosec u ted in 

t hi s Di str i ct at t he t ime of t he f i l in g of t hi s Comp l a in t . 

are en t i t l ed to h ave t hei r cr imin a l cases he reby d i smi ssed based 

on prosecutorial miscond u ct . " [Complaint at 1 34 . ] This Court 

FINDS that there are no genuine iss u es o f material fact and 

CONCLUDES t h at Defendants are en t i t l ed to j udgmen t as a matt er of 

9 
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l aw as t o bot h co un ts beca u se t he c l a im s are barred by Heck . See 

Fed . R . Civ . P . 56(a) . 

Altho ugh these r u lin gs are sufficient g ro un ds to g rant 

Def en dants ' Mot ion, for t he sake of comp l e t eness, t hi s Cour t wi ll 

address t he ot her i ssues raised in t he Mot ion . 

II. Attorney-Client Privilege 

This Co u rt also concl u des that Plaintiffs' claims fail 

beca us e they have waived the attorney - client privile ge by 

c hoo sing t o use TRULI NCS and CorrLinks . I nforma t ion is covered 

by the attorney - client privile g e if it meets an ei gh t - part test : 

(1) Where le g al advice of any kind is sought 
(2) from a professional legal adviser in his 
capaci ty as such, (3) t he commun i cat ion s re l at in g 
t o t h at purpose , (4) made in confidence (5) by t he 
c l ien t , ( 6) are at hi s ins ta n ce permane n t l y 
protected (7) from d i sc l osure by him se l f or by t he 
legal adviser , ( 8) un less the protection be 
waived . 

Uni t ed Stat es v . Rueh l e, 583 F. 3d 600 , 607 (9 t h Cir . 2009) 

(ci tat ions omi tt ed). "[T]h e party assert in g attor ne y - c l ien t 

privile g e has the b u rden of establishin g the relationship and the 

privileged nature of the communication . " United States v . Ba ue r , 

1 32 F. 3d 504, 507 (9 t h Cir . 1997) (ci tat ion omi tted ) . 

Thi s Cour t tak es ser iou s l y t he fact t hat, in cr imin a l 

cases , the ability of a defendant to " communicate candidly and 

confidentially with his lawyer is essential to his defense . " 

Nordstrom v . Ryan , 762 F. 3d 903 , 91 0 (9 t h Cir. 20 1 4) . Pl a in t iff 

10 
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Du b in exp l a in s t h a t " when a tt orney - c l ien t matt ers were in c l uded 

in my emails I p u t vario u s ' attorney - client privile g ed and 

protected confidential commun ication ' notices on the s ubject 

l ine ." 

'.!I 7 . l 

[Mem. in Opp . , Dee l. Gary Vic t or Dub in ( " Dub in Dee l. ") a t 

Fur t herm ore , Pl a in t i ffs argue t h a t t he TRULI NCS I nma t e 

Ackn o wledgment 3 is " inconspicio u s , is printed in very small type , 

is b u ried within voluminous additional information , and is 

con t ro ll ed mere l y by t wo bo tt om bu tt ons l abe l ed ' I accep t ' and ' I 

do no t accep t ,' se l ec t ion of t he l a tt er deny in g use of t he pr i son 

email system entirely for any p u rpose . " [Id . at '.![ 25 . ] 

Similarly , Plaintiffs contend that the Corr Links Terms and 

Co n d i t i o n s are " of a genera l na t ure, [are ] even l ess consp i cuous , 

[do ] n o t def ine ' Agency,' n owhere men t i on [] t he a tt orney - c l ie n t 

privilege , and [are] not repeated when an attorney s u bsequently 

accesses the system . " [Id . at '.![ 26 . ] 

The record does no t suppor t t he se c h arac t eriza t i ons . 

As no t ed above and prov i ded t o t hi s Cour t by Defenda n t s, t he 

Inmate Acknowledgment : consists of only three sections; warns 

inmates in the first para g raph that thei r communications are 

be in g monitored; informs t he inm a t e t ha t even correspo nde n ce wi t h 

hi s or her a tt orney wi ll no t be t rea t ed as pr i v i l eged; a n d mus t 

3 Plaintiffs at t ribute t his notice to the " prison email 
system known as Corr Links bein g used at the Honolul u FDC . " 
[Complaint at '.![ 25 . ] It is clear to the Co u rt that Plaintiffs 
are referencing the Inmate Ackn owledgment from TRULI NCS . Compare 
i d . , wi t h Jenk in s Dee l. , Exh. A. 

11 
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be accepted by a n inm ate each time he or s he uses TRULI NCS. 4 

[Jenk in s Dee l. , Exh . A.] Fur t he rmore, CorrLinks users rece i ve a 

letter when they are added to an inmate ' s contact list , and the 

l e tt er informs t he recipien t t hat a ny communi cat ion wi t h an 

inm ate wi ll be moni t ored; [ i d . , Exh . C; ] t he tw o-pa ge Te rms and 

Conditions include a section titled " Monitoring " ; [id . , Exh . B; 

Dubin Deel . , Exh . 7 ;] and each and every time a person gets an 

emai l from a n inm ate , a d i sc l a ime r at t he bottom of t he screen 

reminds t hat person t hat t he y have consented to BOP moni t oring 

[Je nkins Deel ., Exh . DJ . Contrary to Plaintiffs ' assertion , see 

Complaint at 1 26 , the term " Agency " is defined as " correctional 

agenc ie s " in t he second paragrap h of t he Terms and Condi t i ons . 

[Je nk in s Dee l. , Exh . B .] P l a in t iff Dub in, a l i ce n sed attorney in 

the State of Hawai'i , does not disp u te that he agreed to these 

Terms and Conditions and u sed this interface when readin g mail 

from hi s c l ien ts at FDC. 

I t i s wort h no t in g t hat t he re are ot her ava i l ab l e forms 

of confidential communication at FDC. BOP's confidential mail 

4 Plaintiff Medina asserts that he " did not waive any rights 
in order t o use t he Corr l in ks [ s i c ] system . " [Subm i ss ion of 
Or i g in a l Signe d Dee l. of Gi l bert Medina ("Medina Dee l. "), fi l ed 
9/ 14/ 15 (dk t . no . 41 ), at 1 5 .] I t i s c l ear to t he Court t ha t 
P l a in t iff Medina i s referencing TRULI NCS, as he i s a n FDC inm ate . 
See id . at 1 3 . This declaration directly contradicts Plantiffs' 
Complaint , see Complaint at 1 25 , and memorandum in opposition . 
See Mem. in Opp . at 12, 18 . Fu rthermore , former Plaintiff 
Arciero sent Plaintiff Dubin a handwritten copy of the Inmate 
Acknow l edgmen t . [I d ., Exh . 6 . ] 

12 
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system a ll ows inm ates to " p l ace appropr i ate l y marked outgoing 

special mail in the appropriate depository ," and the mail "w ill 

only be opened for ca us e . " [Motion , Deel . of Melissa Harris 

Arno l d , Case Managemen t Coordina t or ("A r n o l d Dee l. ") at 1 3 . 5
) 

" [P ] roper l y marked spec i a l mai l ," s u c h as co nfi de n t i a l mai l from 

an inmate 's att o rney , "wi ll be l ogg ed and hand delivered t o the 

inmate by Unit Team staff , who will then open the item in the 

prese n ce of t he inm ate a n d in spect for co n traba n d , but wi ll no t 

read t he conte n t of t he commu ni cat ion." I nma t es may a l so 

" send a req u est to their un it team " for a confidential phone 

conversati on, which will not be " a u ditorily monitored by BOP ." 

[I d . at 1 4 .] I nmates represe n t ed by a F edera l Pu b l i c Defender 

"h ave a n unmoni to red p h o ne in t he h ous in g uni t ." [I d . ) Fi na ll y , 

inmates may have confidential , in - person meetings with their 

attorneys . [ Id . at 1 5 .] Attorneys may meet with their clients 

seve n days a week from 6 : 30 a . m. to 8 : 00 p . m, a n d do no t need a n 

appo in t men t . [I d . l 

The cases that Plaintiffs cite t o support their 

positions are un convi n cin g . In the Complaint and at the hearing, 

P l a in t iff s repea t ed l y referred to Uni t ed Stat es v . Ahmed, 1 4- CR-

00277 (DLI ) , a cr imin a l case in t he East ern Di str i ct of Ne w York 

where the district j u d g e r u led that United States Attorneys in 

5 Melissa Harris Ar nol d is the Case Mana g ement Co o rdi n ator 
and the Administrative Remedy Coo rdinat o r at FDC . [Arnold Deel . 
at i 1. l 

13 
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t he case cou l d not read emai l s betwee n defense co un se l t he and 

defendant . [Complaint at 11 19 - 21 ; Dubin Deel ., Exhs . 2 - 5 . 6
) 

However, as Plaintiffs themselves point out, another district 

j udge in t he Eastern Di str i ct of Ne w York has stated : 

Whi l e t he Cour t may no t agree wi t h t he pos i t ion of 
t he Uni t ed Stat es Att orney's Off i ce t o rev ie w n on­
pr ivi l eged emai l commun i cat ion s between inm ates 
and their attorneys communicated over a monito red 
system , the Co u rt has no le gal basis to find that 
the f un damental ri gh t of access to effective 
assistance of co uns el established in Gideon v . 
Wainwrigh t , 372 U. S . 335 , 83 S . Ct . 792, 9 L . Ed . 
2d 799 ( 1963) , is comprom i sed by t he review of 
commu ni cat ion t hat bot h Defendant and hi s counse l 
knew to be monitored and th u s not privile g ed . 

United States v . Walia , No . 14 - CR- 2 13 (MKB), 2014 WL 3734522 , at 

*1 6 (E. D. N. Y. Ju l y 25, 20 1 4) . The on l y o t he r cour t t o ru l e on 

t he va l i d i ty of BOP' s moni tor in g of e l ec tro nic correspo n dence 

reached the same concl us ion . See F . T . C . v . Nat ' l Ur ological 

Grp ., Inc ., Civil Action No . 1 : 04- CV- 3294 - CAP, 2012 WL 171621, at 

* 1 (N . D. Ga . Ja n. 20, 20 12) (" [The defe ndant ' s ) co n st i t ut ion a l 

righ ts were no t v io l ated because he co n sented t o t he mon i t oring 

and th us had no reas on able expectati on o f privacy ." ). 

This Co u rt sha res many of the same concerns as 

P l a in t iff s a n d t he Easter n Di str i ct of New York in Wal i a . Emai l 

i s t he pr im ary a n d preferred met ho d of communica t ion in t he l ega l 

profession , and has been for decades . Treatin g email attorney 

commun ications differently from attorney communications mailed 

6 Exhibits 2 - 5 are from Ahmed . 
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t hr oug h t he post " sna i l ma i l n makes no se n se . I t i s a 

distinction without ca u se . That BOP cannot implement , or simply 

has not implemented , proced u res to allow privile g ed attorney -

c l ien t emai l commu ni ca t ion i s t roub l in g , t o say t he l eas t . Th i s, 

h owever , does n o t c h a n ge t he fac t t h a t , he re , P l a in t i ffs h ave 

waived the attorney - client privile g e . This co u r t FI NDS that 

there are no g en u ine iss u es of material fact and CONCLUDES that 

Defe n da n t s are en t i t l ed t o j udgemen t as a matt er of l aw as t o 

bo t h cou n t s . 

III. Exhaustion Under the PLRA 

Under the PLRA, "[n]o acti on shall be br oug ht with 

respec t t o pr i so n co n d i t i ons under sec t i on 1 983 of t hi s t i t l e, or 

a n y ot her Federa l l aw , by a pr i so n co n f ine d in a n y j a i l , pr i son , 

o r other correctional facility un til such administ r ative remedies 

as are available are exha u sted . n 42 U. S . C . § 1997e . In Woodford 

v . Ngo , where t he Supreme Cour t he l d t h a t t he PLRA requ i res 

" proper exhaus t i on , n i t ex p l a ine d t h a t t he s t a t u t e , 

[G]ives prisoners an effective incentive to make 
f u ll u se of the prison grievance p r o cess and 
accordingly p r ovides p r isons with a fai r 
opportunity to correct their own errors . 
Pr oper ex h aus t i o n reduces t h e q u a nt i t y of pr i so n er 
s ui t s beca u se some pr i so n ers are s u ccessf u l in t he 
adm ini s t ra t i ve process , a n d o t he rs are pers u aded 
by t he proceed in gs no t t o f i l e an ac t i on in 
federal co u rt . Finally , proper exha u stion 
improves the q u ality of those prisoner s u its that 
are event u ally filed beca u se proper exha u stion 
o ften results in the creation o f a n administrative 
record t h a t i s he l pf u l t o t he co u r t . When a 
gr ie va n ce i s fi l ed s h or t l y af t er t he even t g i v in g 
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rise to t he gr ie vance , wi t nesses ca n be i de n t ifie d 
and quest i oned whi l e memories are st i ll fresh, and 
evidence can be gat here d and pr eserved . 

548 U . S . 81 , 93 , 94 - 95 (2006) (footnote omitted) . 

Thi s d i str i ct court h as observ e d : 

"T he Pri son Li t i gat ion Reform Ac t [ ' PLRA' ] 
requires t h at a p risoner exhaus t ava i l ab l e 
adm ini strat i ve remed ie s before br in g in g a federa l 
action concernin g prison conditions ." Griffi n v . 
Aroaio, 557 F . 3d 111 7 , 111 9 (9 t h Cir . 2009) 
(ci t in g 42 U. S . C . § 1 99 7e( a)) ; Brown v . Va l off, 
422 F . 3d 926 , 934 (9th Cir . 2005) (quoting Porter 
v . Nuss l e, 534 U. S . 5 1 6 , 525 n . 4 , 122 S . Ct . 983 , 
1 52 L . Ed . 2d 12 (2002)) . " '[T] he PLRA' s 
exha u stion req u irement applies to all inmate s u its 
abo u t prison life , whether they involve g eneral 
circ umstances or partic u lar episodes , and whether 
t he y a ll ege excessive force or some ot he r wrong . ' " 
Bennett v . Kin g, 293 F . 3d 1096, 1098 (9th Cir . 
2002) (q uo tin g Porter , 534 U . S . at 532) . 
Exhaustion is mandatory, and "un exha u sted claims 
cannot be bro ug ht in co u rt . " J ones v . Bock , 549 
U. S . 199, 2 11, 127 S . Ct . 910 , 166 L . Ed . 2d 798 
(2007) ; McKinne y v . Care y, 311 F . 3d 1198, 1199 
( 9th Cir . 2 0 02) (per c u riam) . Even if the 

pr i so ner seeks mone tary or ot her re l i ef t h at i s 
unavai l ab l e t h roug h t he gr ie va n ce system in 
quest i o n, t he pr i so ne r mus t st i ll exhaus t a ll 
ava i l ab l e adm ini strat i ve remed ie s . See Boo t h v . 
Churner, 532 U. S . 73 1, 74 1 , 12 1 S . Ct . 1 8 1 9 , 1 49 
L . Ed . 2d 958 (200 1 ) . 

Beni t ez v . Uni t ed States , Civ. No . 1 3- 00668 SOM/RLP, 20 1 4 WL 

2881452 , at *1 (D . Hawai'i J un e 24 , 2014) (alterations in 

Benitez) The definition of "prison conditions " in the PLRA has 

been " broad l y construed " : 

Our court a n d ot h ers h ave t rea ted var i ous pr i soner 
claims as challenges to pris on conditions 
req u iring exha us tion , ra nging from claims of 
harassment by prison o ffi cials, Bennett v . Kin g, 
293 F . 3d 1096 (9th Cir . 2002) , to complaints about 
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t he ava i l ab i l i ty of Spanish l anguage in t er pr e t ers, 
Cas ta no v . Neb . Dep ' t of Corr ., 20 1 F . 3d 1023 (8 t h 
Cir . 2000) . See a l so Prei ser v . Rodriguez, 4 11 
U. S . 475 , 49 8- 99 , 93 S . Ct . 1827, 36 L . Ed . 2d 439 
( 1983) (characterizing the confiscation of 

prisoner ' s legal mate rial s as a "con dition[ ] 
of . . pris on life "); Gibson v . Goo rd , 280 F . 3d 
22 1 (2d Ci r . 2002) (re quiring exhaus t ion for a 
c h a ll enge t o acc umu l at ion of wat er in ce ll and 
ex pos ure t o seco n d - ha n d smoke) ; Hartsf ie l d v . 
Vidor , 199 F . 3d 305 (6th Cir . 1999) (holding an 
alle g ation that prison of ficial s violated the 
prisoner ' s equal protection rights by treatin g him 
more ro ugh ly than they treated a white inmate was 
one concerning a prison condition) . In li gh t of 
t he broad in t er p re tat ion of t he t erm, we conc l ude 
t h at Ro l es' c l a im [- t h at t he se i zure of magazines 
in a pr i vate correct ion a l faci l i ty v io l ated t he 
Co n st i t u t ion and I da ho l aw - ] i s one concern in g a 
prison condition that is properly subject to 
§ 1997 ( e) (a) 's exha us tion req u irement . 

Ro l es v . Maddox, 439 F . 3d 1016, 1018 ( 9th Cir . 2006) ( some 

alterations in Roles) ( footnote omitted) . 

BOP h as a deta i l ed adm ini strat i ve appea l process 

t hrou g h whi c h inm ates may express gr ie va n ces . Thi s pr ocess 

req u ires an inmate to see k "info r mal re solution of their conce r n 

thro ugh their un it team" before startin g the formal , three - level 

p rocess . [Arno l d Dee l. at i 7 .] I f t he pa r t ie s ca nn ot reach an 

inform a l reso l u t ion , t he firs t l eve l of t he forma l pr ocess 

req u ires an inmate to file a " Req u est for Administrative Remedy " 

f o rm with their cor re ctional facility . If the inmate 's 

re q ues t i s den i ed , t he second l eve l re q uires a n inm ate t o fi l e a 

" Re g i o n a l Adminis t r at ive Reme dy App e a l " wi t h t he re l evant BOP 

Regional Office - in this case , t he BOP Western Regional Office 
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in Stockton , Ca l i forn i a . I f t he Re g i o n a l Off i ce den ie s 

the inmate ' s appeal , the third level req u ires the inmate to file 

a " Central Office Administrative Remedy Appeal " form with the 

Off i ce of t he Genera l Cou n s e l. [I d .] BOP l ogs a ll 

adm ini strat i ve gr ie va n ces , in c l uding a ll appea l s , in a program 

called SENTRY. [ Id . at 1 9 . ] Defe ndants rep o rt that , acc o rdin g 

to SENTRY, Plaintiffs Mapu at u li and Medina have not filed any 

adm ini strat i ve gr ie va n ces . [I d . at i1 11 - 12 ; Exhs . F , G 

(screensho ts of t he SENTRY database for P l a in t iff s Mapua t u l i and 

Medina , showin g that Plaintiffs have not filed any administrative 

g rievances) . ] 

Whi l e P l a in t i ffs assert t h at " t hei r c l a im s go n ot t o 

co n d i t i o n s of co n f inemen t [but ] to a n in vas i o n of t hei r attorney ­

client ri g hts ," [Mem. in Opp . at 20 ,] BOP' s electronic 

commun ication policy is clearly a prison condition . Pu rs u ant to 

t he PLRA, Pl a in t iff s Mapua t u l i a n d Medina mu st exhaus t 

adm ini strat i ve remed i es before br in g in g an act ion in federa l 

co u rt . It is un disp u ted that Plaintiffs Mapu at u li and Medina 

have not exha u sted administrative remedies . This co u rt FINDS 

t h at t here are n o ge nuin e i ssues of mat eria l fac t a n d CONCLUDES 

t h at Defe n da n ts are en t i t l ed to j u dgme nt as a matt er of l aw as to 

both co u nts . 
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V. Plaintiff Dubin ' s Standing 

Fin a ll y , t hi s Cour t no t es t hat P l a in t iffs assert t ha t 

BOP's electronic commun ication policies violate Plaintiff Dubin ' s 

attorney work product pr i v i l ege . [Comp l a in t at i 28a .] I n 

Hic kman v . Tay l or, t he Su pr eme Court observed t ha t , " i t i s 

essential that a lawyer work with a certain degree of privacy ," 

that is " reflected , of co u rse , in interviews, statements, 

memoranda, correspo n de n ce , br iefs, men ta l impress ion s , persona l 

be l ief s, and count l ess o t he r ta ngib l e and in ta ngib l e ways . " 329 

U. S . 495 , 510 - 11 ( 1947) . However , 

[T]h e Supreme Cou rt developed the work prod u ct 
doctrine to shield counsel's private memora n da 
from t he l i bera l d i scovery perm i tt ed by t he 
Federa l Ru l es of Civi l Procedure . The Court 
grounded t he doctr ine no t in t he Con st i t ut ion, but 
on t he ass umptio n t hat t he drafters of t he Fe dera l 
Ru les did not seek to alter " the histo rical and 
the necessary way in which lawyers act within the 
framework of our system of jurispr udence to 
promote j u stice and to protect their clients ' 
in t eres ts . " Hi ckma n, 329 U. S . at 5 11. 

Varghese v . Uribe , 736 F . 3d 81 7 , 826 (9 t h Ci r . 20 1 3) (some 

citations omitted) Th us, claims of attorney wor k prod u ct 

violations are not cognizable un der the Sixth Amendment . 

P l a in t iff Dub in a l so l acks sta n d in g t o c h a ll e n ge 

v io l at ion s of hi s c l ien ts ' S ix t h Amendmen t righ ts . I n Portman v . 

County of Santa Clara , a p ublic defender was dischar ged and filed 

suit, alleging , inter alia , that the statute that made the Santa 

Clara County Public Defe nde r an at - will position violated the 
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Si x t h Amendmen t . 995 F. 2d 898, 90 1 (9 t h Ci r . 1993) . The Nin t h 

Circ u it held that , " in order to have direct standing to claim 

that the stat u te violates the Sixth Amendment , Portman must show 

t ha t t he Six t h Amendmen t co n fers r i gh t s upon him d i rec t l y . " I d . 

a t 902 . The Nin t h Ci rcu i t not ed t ha t " [n ] o cour t . h as ever 

held that the Sixth Amendment p r o tects the r ights o f any on e other 

than criminal defendants . " Id . (citations omitted) . Plaintiff 

Dubin does not have standin g , and Defendants are entitled to 

summary j udgmen t on t hi s i ssue . 

CONCLUSION 

In accordance with the f o re go in g, Defendants ' Motion 

for Judgmen t on t he Pl eadings , or in t he Al t erna t i ve , Summary 

Judgme n t , fi l ed May 8, 20 15 , i s HEREBY GRANTED in sofar as t he 

Cou rt GRANTS summary j udgment in favor of Defendants as to 

Counts I and II . The portion of the Motion seekin g j udgment on 

t he p l eadings i s HEREBY DENI ED AS MOOT. 

There be in g no rema inin g c l a im s in t hi s case , t hi s 

Cou rt DIRECTS the Clerk ' s Office to enter final j udgment and 

close the case on October 21 , 2015, un less Plaintiffs file a 

mot ion for reconsidera t i on of t hi s Order by October 19 , 2015. 

IT I S SO ORDERED. 
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DATED AT HONOLULU, HAWAII, September 30 , 20 15 . 

/s/ Leslie E . Kobayashi 
Leslie E . Kobayashi 
United States District J udge 

MALIA ARCIERO, ET AL. VS. ERIC HOLDER, JR., ETC., ET AL; CIVIL 
14-00506 LEK-BMK; ORDER GRANTING DEFENDANTS' MOTION FOR JUDGMENT 
ON THE PLEADINGS, OR IN THE ALTERNATIVE, SUMMARY JUDGMENT 
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Federal Detention Cent e r Number: HON 4500.llTRLa 
October 14, 2015 
Trust Fund Limited 
Inmate Computer 
System (TRULINCS) 

Hono lulu, Hawaii 9682 0 Date: 
Subject: 

Institution Supplement 

1. PURPOSE: To establish local procedures and guidelines at the 
Federal Detention Center (FDC), Honolulu, Hawaii, for inmate 
access to the Trust Fund Limited Computer System. 

2. DIRECTIVES AFFECTED: 

a. Dire c tives Rescinded : 

HON 5265.13B Trust Fund Limited Inmate Computer 
System (TRULINCS) (5/14/ 14 ) 

b. Directives Referenced: 

PS 1237.13 

PS 1315.07 

PS 1330.18 

PS 4500.11 

PS 5264.08 

PS 5265.14 

PS 5267.08 

PS 5270.09 

PS 5270.10 

Information Security Programs (3/31/06) 

Legal Activities, Inmate (11/5/99) 

Administrative Remedy Program (1/6/14) 

Trust Fund/Deposit Fund Manual (4/9/15) 

Inmate Telephone Regulations (1/24/08) 

Correspondence (4/5/11) 

Visiting Regulations (5/11/06) 

Inmate Discipline (7/8/11) 

Special Housing Units (7/29/11) 

3. RESPONSIBILITIES FOR FUNCTI ONS: The following staff offices 
are responsible for the following functions: 

a. Central Office Trust Fund Staff - Oversee TRULINCS 

b. Institution Trust Fund Supervisor - Administer and 
maintain the TRULINCS Program; provide TRULINCS 
overview to inmates during Admission and Orientation 
(A&O); supervise inmate workers assigned as TRULINCS 
tutors; and respond to inmate inquiries regarding the 
TRULINCS Program . 

c. Supervisor of Education - Provides training to inmates 
and education staff on the usage of the Electronic Law 
Library (ELL). 
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d. Computer Services Staff - Identify, in conjunction with 
Unit Management Staff, inmates who are prohibited from 
using TRULINCS Program : paid services, public messaging 
application (Computer No Use). 

e. Special Investigation Staff (SIS) - Identify, create, 
monitor, approve/reject messages and contacts for 
targeted inmates, and establish random monitoring 
procedures . 

f. Unit Management Staff - Identify, in conjunction with 
Computer Services Staff, inmates who are prohibited 
from using TRULINCS (Computer No Use), and monitoring 
messages as determined locally by the Warden or SIS. 

4. PROCEDURES: Inmates will have access to TRULINCS work 
stations on each housing unit excluding the Special Housing 
Unit (SHU). Inmates may participate during authorized time 
frames, as established by the institution. Inmate must agree 
to the Electronic Inmate Agreement to Participate in Public 
Messaging by clicking the "Agree Button". This is to ensure 
the inmate has demonstrated his or her understanding of the 
program rules and procedures. 

TRULINCS Program is designed for inmates to exchange 
electronic messages with individuals in the community in the 
following manner: 

a. An inmate may request to exchange electronic messages 
with a person in the community by placing the 
individual on their electronic message contact list. 
Once the inmate's request to exchange electronic 
messages with a person in the community is approved, 
the system will generate a message to the person. 

b. Upon receipt of the system generated message, the 
person in the community will be notified that the 
identified inmate seeks to add them to his/her approved 
electronic message contact list. The person in the 
community may approve the inmate for electronic message 
exchanges, refuse the request for electronic message 
exchange, or refuse current and all future Federal 
inmates request for electronic message exchanges. 

c. If the person in the community consents, they will be 
added to the inmate's electronic message contact list . 
The person in the community will be informed that 
Bureau of Prisons (BOP) staff monitor the content of 
all electronic messages, and agree to comply with all 
program rules and procedures. 
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d . Every subsequent electronic message to a person in the 
community on the inmate's electronic message contact 
list requires no further action. The person in the 
community will remain on the inmate's electronic 
message contact list; until they remove themselves from 
all Federal inmates e l ectronic message contact lists 
for all future exchanges. The person in the community 
will also be notified that if he/she sends an 
attachment with an e l ectronic message to an inmate, the 
attachment will be str i pped from t he message and will 
not be delivered to the inmate . 

e . Inmate to Inmate Communication: 

• An inmate may be permitted to correspond via electronic 
messaging with an inmate confined in any BOP facility 
if the other inmate is either a member of the immediate 
family, or is a party or witness in a legal action in 
which both inmates are involved. The following 
additional limitations apply: 

• The appropriate Unit Manager at each institution must 
approve in writing the correspondence if both inmates 
are members of the same immediate family or are a party 
or witness in a legal action in which bo t h inmates are 
involved. 

• The Warden wi l l be informed of any unusual 
circumstances pertaining to a request to correspond 
electronically for members of the same immediately 
family or for inmates who are a par t y or witness in the 
same legal action. When denying an inmate's request to 
correspond electronica l ly, the Unit Manager documents 
the reason(s) for the denial. The approval of such 
electronic correspondence privileges for both inmates 
ordinarily remains in effect if either inmate is 
transferred. 

• Such electronic correspondence may be approved in other 
exceptional circumstances, with particular regard to 
the security level of the institution, the nature of 
the relationship between the two inmates, and whether 
the inmate has other regular correspondence . 

• Inmate tutors or helpers will be assigned by the Trust 
Fund Supervisor, Unit Team, and the Supervisor of 
Education . Those tutors will be assigned to each 
TRULINCS terminal location, only to act as tutors for 
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the general inmate population. The inmate tutors will 
assist TRULINCS users with issues such as account set­
up, system usage, and account maintenance. Inmate 
tutors are NOT allowed to sit at, type, or otherwise 
directly or indirectly use any of the TRULINCS 
equipment while an inmate is logged onto their account. 
Inmates will be responsible for entering their own 
account information. 

5. INMATE PARTICIPATION: 

a. Voluntary Participation: 

TRULINCS Public Messaging Application is a voluntary 
electronic message application, in which an inmate may 
participate for a monetary fee. By participating in 
the program, the inmate consents to the Bureau 
withdrawing program fees directly from his/her deposit 
fund account. An inmate may withdraw from the program 
at anytime without penalty or cost, except those costs 
that have already incurred as a result of their 
participation. 

Inmates choosing not to participate in the program may 
still maintain contact with persons in the community 
through written general correspondence, telephone, and 
visiting, as permitted by policy. 

b. Many of the TRULINCS services are available at no 
charge to the inmate population. These services 
include; Account Transactions, BP-199's (Request for 
Withdrawal of Inmate's Personal Funds), Electronic 
Bulletin Board, Contact List Maintenance, Electronic 
Law Library, Inmate Request to Staff (Staff Messages), 
and Surveys. Services that have no fee are regulated by 
session use time. 

c. User Fee: 

Inmates will be required to purchase units of session 
time using TRULINCS in unit increments of 40, 100, 200, 
300, and 600. Inmates will be limited to a maximum of 
600 units per month. Inmates will be charged five 
cents per unit in fees for using TRULINCS service. An 
electronic message is billed as one TRU-Unit per minute 
of session time, and printing is billed as three 
TRU-Units per page. There will be no charge to check 
for new messages received. The TRULINCS program will 
not be available to inmates without funds to purchase 
the minimum increment of units. 
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Inmates may elect to print their messages using the 
designated stations. Inmates will be charged three 
units (15 cents) per printed page. A multiple page 
message will be printed front and back (duplexed) and 
will count as two pages per sheet of paper. 

Example: A two-page message will be printed on the 
front and back of one sheet of paper and cost six 
units (30 cents.) 

e. Funds Returned to TRUFACS: 

Funds shall be returned to an inmate's TRUFACS account 
only in the following circumstances: 

• Inmate is released. 

• An inmate on messaging restriction for more than 
sixty (60) days may request, in writing, that 
their balance be returned to their commissary 
account. In these circumstances, trust fund 
staff will be provided written documentation to 
support the transfer. This is a one-time 
transaction for the entire balance. 

• As a result of system malfunctions which have 
been documented using the approved trouble ticket 
management system, when granted by the Trust Fund 
Supervisor. 

• Refunds due to a printer malfunctions shall be 
granted in the form of a reprint. 

• Or, the inmate can do it yourself option, 
available within the system. 

f. Hours of Operations: 

The use of TRULINCS shall not interfere with 
institution schedules, programs, work assignment, or 
counts . 

• Upon announcement of a count, all inmates shall 
terminate their TRULINCS session immediately. 

• During institution emergencies, the use of 
TRULINCS may be restricted or terminated. 
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• Inmates will be responsible for their TRULINCS 
account and are expected to conduct themselves in 
a responsible manner. 

• Each inmate is responsible for the content of the 
electronic messages they send. 

g. Consent of Monitoring: 

Inmates must consent to have all incoming and outgoing 
electronic messages monitored, read, and retained by 
Bureau staff. 

h. Warden's Authority: 

The Warden may limit the number of contacts an inmate may 
have on his/her electronic message contact list . The Warden 
may discontinue an inmate's participation in the program, 
and/or reject incoming/outgoing electronic messages; 
whenever it is determined that it jeopardizes the safety, 
security, or orderly operation of the correctional facility, 
or for the protection of the public . Also, participation in 
the program may be limited or discontinued at any time due 
to system maintenance, modification, or other reasons 
unrelated to inmate conduct . 

i. Computer Use Category: 

If an inmate is identified as CUC "Computer No Use " , a 
partial or total messaging restriction is authorized. A 
messaging restriction in this situation is discretionary to 
ensure the institution's safety, security, and orderly 
operations are not compromised, and for the protection of 
the public . 

j . Pending I nvestigation or Disciplinary Action for Possible 
Messaging (TRULINCS) Abuse : 

If an inmate is pending either investigation or disciplinary 
action for possible abuse, a partial or total TRULINCS 
restriction is authorized. A messaging restriction in this 
situation is discretionary, to ensure the institution's 
safety, security, or orderly operation, or for the 
protection of the public. Ordinarily, the SIS office 
recommends this type of restriction . 

k. Inmate Discipline/Criminal Prosecution: 

Inmates who abuse, circumvent, tamper with the TRULINCS 
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program (i.e., equipment, application, or furniture) or 
violate the program procedures may receive disciplinary 
action and/or criminal prosecution. 

Staff authorized to restrict, limit, or deny inmate use 
of the TRULINCS must provide written notification to 
the Trust Fund Supervisor. This includes expunged sanctions 
imposed by granted authorities. 

1. Contact List: 

An inmate may exchange electronic messages with persons in 
the community who are on the inmate's approved electronic 
message contact list. Through use of the computers provided 
by the Bureau, the inmate may request message addresses be 
added to his/her electronic message contact list. 

m. Attorney or Other Legal Representative: 

Inmates may place their attorney or other legal 
representatives on their electronic message contact list, 
with the understanding that electronic message exchanges 
with such individuals will not be treated as privileged 
communications, and will be subject to monitoring. 

n. Electronic addresses which jeopardize the safety, security, 
or orderly operation of the institution, or the protection 
of the public, are prohibited and will be removed. 

Examples of such addresses include, but are not limited 
to, victims, witnesses, or other persons connected with 
the inmate's criminal history. 

o. Consent : 

Members of the community may consent to the exchange if 
electronic messages with inmates. As a result, they must 
agree to comply with all established program rules and 
procedures. 

p. Appeal: 

• If the sender of the rejected electronic message is a 
person in the community: 

He or she will be notified that the rejection may be 
appealed within 15 days of the date of the electronic 
message rejection notice by submitting a written appeal 
request to the Warden of the institution where the 
inmate is located with a copy of the rejection notice. 
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• If the sender of the rejected electronic message 
is an inmate: 

He or she will be notified of the rejection and 
may appeal the decision through the Administrative 
Remedy Program. 

SYSTEM/ MESSAGE CONTROLS: 

a. The maximum number of consecutive minutes an inmate may 
use for public messaging (session time) is 60 minutes. 

b. Inmates may have 100 active contacts on their contact 
list, 30 active phone numbers and 30 active email 
addresses. 

c. Messages may not contain attachments . 

d. Messages may not exceed 13,000 characters. 

e. Inmate-to-inmate communication may be allowed after the 
appropriate approval has been granted. 

f. After three consecutive failed attempts to access the 
system, the inmate's account will be locked and the 
System Administrator must unlock the account . Inmates 
must request, in writing to the Trust Fund Supervisor, 
that their account be unlocked. 

INMATE IN THE SPECIAL HOUSING UNIT: Inmates in Administrative 
Detention or Disciplinary Segregation status wi ll not be 
authorized access to the electronic messaging system. Inmates 
will be allowed to access the TRULINCS terminals for the 
electronic law library, and for legal proceedings. 

PROHIBITED ACTS: A violation of any of the rules regarding the 
use of TRULINCS will be cause for discip l inary action and the 
possible revocation or restriction of the electronic message 
program. Electronic messages about illegal activities either 
inside or outside the institution may lead to criminal 
prosecution and/or processing under the P . S. 5270.09 Inmate 
Discipline Program and P . S. 5270 . 10 Specia l Housing Units. 

LAW ENFORCEMENT REQUEST FOR ELECTRONIC MESSAGES: The Bureau 
TRULINCS Systems of Record, and the Privacy Act of 1974, allow 
disclosure of TRULINCS transactional data and message content for 
law enforcement purposes, as defined there i n . 

Subpoenas for those are not required, as compared to recorded 
telephone conversations. Upon receipt of a properly submitted 
written request from a law enforcement agency, Bureau of Prisons' 
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staff are authorized to release both transactional date (e.g., 
date, time, electronic message address, electronic message 
recipient and sender, and length of the message) and copies of 
the electronic messages . 

Any inquiries can be referred to the FOIA Office, or the Regional 
Counsel . 

10. TRULINCS MEDIA (MUSIC) SERVICE: The TRULINCS Media service 
provides the inmate population the opportunity to purchase an MP3 
player from the institution Commissary. Purchased MP3 players 
must be connected to a TRULINCS workstation for activation. 
Inmates owning an activated MP3 player may browse the Music 
Library in the TRULINCS media service and purchase music using 
TRU-Units. Inmates will be limited to four 15 minute media 
sessions for a maximum of 60 minutes per day. Inmates will be 
required to revalidate their MP3 players every 14 days or the 
player will become de-activated . Charging stations for the MP3 
p l ayers are located in each of the Housing Units . Instructions 
for the use of both the MP3 players and TRULINCS media service 
are located on the TRULINCS electronic bulletin board . Upon 
release from custody inmates will have opportunity to 
de-institutionalize the MP3 player and access their music . 

11. MANAGING DEPARTMENT: Trust Fund 

Approved by : 




