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privileged materials sealed and labeled, locked or otherwise
securely out of the realm of the prosecution team; (3) coordinating
procedures with opposing counsel; and (4) permitting court review
of challenged documents prior to handing such documents over to
the prosecution team. Pre-approval of filter team procedures by a
court also may be helpful in that the court would make a
prospective determination regarding the adequacy of proposed -
procedures.

The policy set forth below adopts PRAO’s recommended best practices, with
modifications specific to the resources and needs of the USAO-EDKY.

11 WHEN TO USE A FILTER TEAM

A filter team should be used whenever there is a reasonable possibility that materials to
be reviewed may include privileged information.

The most common scenario for encountering privileged information is during the
execution of a search warrant targeting individuals or entities that are part of a legitimate
business or hold themselves out to be one. Privileged information may also be encountered
when searching a target’s home where the target is known to be represented by an attorney.
Though uncommon, a search warrant for an attorney’s office would undoubtedly involve
privileged material.! Searches of electronic service provider accounts, electronic devices, and
the interception of communications through a wiretap or recorded jail call may also uncover
privileged materials.

The need for a filter team may also arise when a represented defendant engages in
ongoing or new illegal activity. The investigation of the new criminal activity could expose
privileged contacts between the defendant and his or her attorney on the indicted case. A filter

team could be used to direct an investigation into the new criminal activity without running afoul

of professional responsibility rules or Constitutional protections afforded the defendant as a
result of the indicted crime or complaint. PRAQ refers to this scenario as a “new matter filter
team.”

There may be times when you do not know or anticipate that lawfully-seized evidence
contains potentially-privileged information until you are contacted by a defense attorney or you
encounter information that appears to be privileged during your review of evidence. Once you
are on notice of a potential privilege issue, you have a responsibility to stop your review to
ensure that adequate safeguards are taken to protect the defendant’s rights.

!In order to search an attorney’s office or otherwise collect evidence directly from an attorney,
the prosecution team should follow the guidelines at Section 9-13.420 of the Justice Manual and
all other related policies.
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Provide guidance to filter agent(s) on what privileged materials may exist based
on the specific facts of the case set forth in the filter instructions.

Contact the Litigation Support Unit (LSU) Coordinator to assign the matter to one
of the LSU specialists. The LSU Coordinator will then ensure that the assigned
LSU specialist is walled off from other work being conducted by the prosecution
team on that particular case, consistent with paragraph 6 below. The filter AUSA
will coordinate with the assigned LSU specialist to load the discovery into Eclipse
or other electronic document-review platform, as necessary based on the nature of
the material at issue.

Review potentially-privileged materials and identify and segregate privileged
materials, non-privileged materials, and potentially-privileged materials. Filter
AUSAs shall err on the side of caution and treat any questionable items as
potentially privileged.

Create a log to document the review process and disposition. At a minimum, the
log should include the Bates number of each record reviewed when available, a
brief description of the record (date, to/from, subject matter, etc.), its
classification as privileged, non-privileged, or potentially privileged, and the
nature of the privilege when applicable (attorney-client, work product, etc.).
Under no circumstances shall members of the filter team participate in, or provide
other assistance to the prosecution team, or convey any privileged information to
the prosecution team. The filter team is barred from having any role with respect
to the prosecution of the matter.

Other than the status of the review, the filter attorney should not discuss or
disclose any findings or information reviewed with the prosecution team or any
other USAO employee except to the extent necessary to confer with the Executive
AUSA.

Once the filter team has completed its review and made the appropriate
determinations, the filter team AUSA will forward to counsel for the defendant all
items that are not privileged and that the filter AUSA intends to provide to the
investigating agents and prosecutors. Counsel for the defendant will be given a
reasonable time, given the specific circumstances of the case and the nature of the
information, to review these materials for privileged information. If the defense
attorney claims that an item is privileged and the filter AUSA does not agree, the
item shall be submitted to the court under seal for a final determination.

Securely store all privileged information. Coordinate with filter agent and the
LSU specialist to ensure that privileged materials are removed from evidence
available to the prosecution team.
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