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Challenging the Warrantless
Bulk Surveillance of
Money Transfer Records

enforcement agencies in the United States have been

secretly “operating an indiscriminate and bulk sur-
veillance program that swept up millions of financial
records about Americans.”' These records have been
accessible to law enforcement officers from hundreds of
federal, state, and local agencies across the country, with-
out any legal process or judicial oversight, and have been
used to develop criminal prosecutions. Yet, the program
operated in near-complete secrecy for years, and has
been briefly addressed in just a single published court
ruling on a motion to suppress — even though, based on
what is currently known, there are significant arguments
that it is unconstitutional.

This surveillance program, which began operating
in 2010, is centered around a giant database estab-
lished by the Arizona attorney general’s office that
contains records of virtually every money transfer of
more than $500 sent to, from, or within the four
southwest-border states (Arizona, California, New
Mexico, and Texas) or Mexico, as well as transactions
from anywhere in the United States to 23 foreign coun-
tries and territories.” For example, money transfers

In March 2022, Sen. Ron Wyden revealed that law
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exceeding $500 sent from Mexico to New York, from
one party in Arizona to another party in Arizona, or
from Illinois to California, are tracked in the database,
as are transactions between Nebraska and Spain, or
Florida and Panama. The database now contains
records of more than 150 million money transfers.
Thousands of law enforcement officers from hundreds
of agencies across the country have the ability to
directly query the database without any subpoena or
court order. And because of unequal access to tradi-
tional banking services, this surveillance program has
a disproportionate effect on immigrants, people of
color, and poor people, who often rely on money
transfer services to send and receive funds.’

Like previously revealed bulk surveillance programs
involving phone records and other data, this program —
at a minimum — raises serious constitutional and legal
concerns. Defense attorneys should be vigilant for the
possible use of this surveillance data to build prosecu-
tions of their clients, and ready to make legal arguments
in support of a motion to suppress.*

Background

This story starts with an Arizona attorney general
(AG) investigation into suspected illicit Western
Union wire transfers from the United States to Mexi-
co. In 2006, the Arizona AG’s office issued a subpoena
under a state anti-racketeering investigative statute,
Ariz. Rev. Stat. § 13-2315, to Western Union, seeking
records of “any wire-transfers made in an amount of
$300 or more to any location in Sonora, Mexicol[,]
from any Western Union location worldwide for a
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three-year period.”> Western Union
resisted, and a state appellate court
held the overbroad scope of the AG’s
subpoena was “not authorized by Ari-
zona law” and amounted to a request
for “limitless” investigative power.®
The court quashed the subpoena,
explaining that “[t]he Attorney Gener-
al cites no case, and we have found
none, in which an administrative
request similar in scope to the one at
issue has been upheld as reasonable.””

Unsatisfied, the Arizona AG pro-
ceeded to sue Western Union for viola-
tion of a state anti-money laundering
statute. In 2010, the Arizona AG and
Western Union reached a settlement to
resolve that lawsuit.® The settlement
required that Western Union, on an
ongoing basis, provide the AG’s office
with information about every money
transfer of more than $500 to or from
Arizona, California, New Mexico,
Texas, or Mexico.’

In 2014, shortly before the settle-
ment was set to expire, Western Union
and the Arizona AG entered into a sec-
ond agreement that extended the bulk
data production arrangement to 2019."
This second settlement also established
a new 501(c)(3) nonprofit organiza-
tion, the Transaction Record Analysis
Center (TRAC), to “facilitate law
enforcement access to the bulk data.”"
The agreement required Western Union
to pay hundreds of thousands of dollars
to fund TRAC’s budget. Although
TRAC is nominally an independent
organization, under its bylaws its Board
of Directors is chosen by the Arizona
AG,” many of TRAC’s officers are
employees of the Arizona AG’s office,"”
and its annual reports since at least
2018 list the organization’s “known
place of business” as the same physical
address as the AG’s office." Indeed, the
Department of Homeland Security
(DHS) describes TRAC as “a database
run by a state government.”"*

Once TRAC was up and running,
Western Union began sending the
money transfer records to TRAC instead
of providing them to the Arizona AG.
Moreover, although Western Union was
the only company subject to an enforce-
able settlement agreement, “dozens of
other money transfer businesses also
provided TRAC with similar bulk trans-
action data”;'* TRAC documents indi-
cate that as of early 2021, there were “28
different [money service businesses]
providing data to the TRAC database,”
which, at that time, amounted to “over
145 million records.””” Although initial
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reporting suggested that those compa-
nies had been providing records to
TRAC “voluntarily,” records disclosed in
response to an ACLU public records
request to the Arizona AG’s office
revealed that the AG has been sending
prospective, annual bulk records sub-
poenas to a number of money transfer
companies, directing each company to
produce customer data on an ongoing
basis over the next year." The AG issued
those subpoenas under Ariz. Rev. Stat.
§ 13-2315, the same anti-racketeering
statute that a state appellate court held
did not authorize the bulk money-trans-
fer-records subpoena issued to Western
Union in 2006.” The AG produced 140
of these subpoenas, issued between 2014
and 2021 to 18 money transfer compa-
nies, in response to the ACLU’s public
records request.”

By early 2023, TRAC’s database had
swollen to more than 150 million wire
transfer records from Western Union
and the other companies.”

TRAC’s main purpose is to facili-
tate sharing of the money transfer
records with other law enforcement
agencies. On that count, it has suc-
ceeded: internal TRAC records state
that as of early 2021, TRAC had pro-
vided access to the database to 12,000
individuals from 600 federal, state and
local law enforcement agencies,” “who
could mine the data for leads without
being required to issue a warrant.”*
The ACLU has obtained and published
TRAC’s list of more than 700 law
enforcement agencies and field offices
that, as of May 2022, had current or
previous access to the database.”
Using direct log-ins supplied by
TRAC, law enforcement agents can
search for financial transactions of
specific individuals, or analyze large
numbers of transactions involving
multiple people in specified geograph-
ic areas or worldwide.”

When the second settlement with
Western Union expired in 2019, the
company apparently took the position
that it would not voluntarily continue
providing records to TRAC. The Arizona
AG sought assistance from DHS — via
the Phoenix Field Office of Immigration
and Customs Enforcement (ICE),
Homeland Security Investigations (HSI)
— “to compel [Western Union] to con-
tinue sharing data.”* Between July 2019
and January 2022, the HSI Phoenix Field
Office issued six customs summonses to
Western Union for continued provision
of the bulk data. It also began issuing
summonses to a second money transfer

company, Maxitransfers Corporation
(Maxi), starting in 2021. HSI issued
summonses every six months, which
prospectively directed each company to
turn over bulk money transfer data on
an ongoing basis over the next six
months. Separately, the San Juan field
office of HSI was issuing summonses to
at least two money transfer companies,
Furonet and Viamericas, for bulk data
on transfers from anywhere in the
United States to 23 countries and terri-
tories, and to Maxi for records on trans-
fers from 21 U.S. states to Colombia, the
Dominican Republic, Venezuela, and the
U.S. Virgin Islands.”

The HSI summonses were issued
under the purported authority of 19
U.S.C. § 1509, an administrative subpoe-
na statute conferring limited authority
to request records related to importation
of merchandise. As explained below, that
statute clearly does not authorize HSI’s
indiscriminate summonses for these
money transfer records.

This was not the first time that
DHS had abused its customs summons
authority. In March 2017, U.S. Cus-
toms and Border Protection (CBP)
issued a summons under § 1509 to
Twitter, seeking the identity of an
anonymous Twitter user who had been
posting tweets critical of federal immi-
gration agencies. After Twitter sued to
quash the summons on First Amend-
ment and statutory grounds, CBP
withdrew it. A subsequent report by
the DHS Inspector General (IG) rec-
ognized that § 1509 “addresses ascer-
tainment, collection, and recovery of
customs duties,” yet “CBP’s purpose in
issuing the summons to Twitter was
unrelated to the importation of mer-
chandise or the assessment and collec-
tion of customs duties.””® Therefore,
“CBP may have exceeded the scope of
its authority under Section 1509 when
it issued the summons to Twitter.*
The IG found that CBP investigators
had issued § 1509 summonses dozens
of times in investigations having noth-
ing to do with importation of mer-
chandise, including drug investiga-
tions, and even internal investigations
into CBP employees suspected of vio-
lating the agency’s sick leave policy.”
In response to the IG’s findings, CBP
agreed to update its policy and train-
ings to end abusive uses of § 1509.*

The DHS IG report apparently had
little effect on ICE’s practices, however.
Far from seeking particular evidence rel-
evant to the investigation of offenses
related to importation of merchandise,
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the HSI summonses at issue here
requested bulk records of money trans-
fers, including transfers that occurred
wholly within the United States. And
instead of identifying and requesting
existing records, as would be typical of a
subpoena, the summonses prospectively
directed the companies to transmit
records on an ongoing basis.”

After learning about this program
in 2021, Sen. Wyden contacted HSI to
request a briefing. In response, HSI
“Immediately terminated” its summons-
es under the customs statute.” However,
other money transfer companies have
apparently continued providing bulk
records to TRAC in response to the

be at issue in a client’s case, arguments
are available to seek suppression. If
counsel’s client sent or received money
transfers that may have contributed to
the government’s investigation, the
client may have good reason to file a
motion to suppress. This article discuss-
es the legal arguments supporting sup-
pression and concludes with tips for
seeking discovery to shed light on the
government’s conduct.

Fourth Amendment

There are at least three Fourth
Amendment arguments that defense
counsel may seek to advance in chal-
lenging evidence derived from this bulk

The bulk wire transfer surveillance program
is another troubling example of law
enforcement attempting to circumvent
Fourth Amendment protections against
unreasonable searches and seizures.

Arizona AG’s subpoenas. On March 8,
2022, Sen. Wyden sent a letter to the
DHS IG, requesting an investigation of
this “indiscriminate and bulk surveil-
lance program.”* And in January 2023,
after learning that the DEA and FBI were
also sending subpoenas to money trans-
fer companies and compelling them to
send bulk records to TRAC, Sen. Wyden
wrote to the Department of Justice
Inspector General, seeking an investiga-
tion of violations of law or policy by
agencies within DOJ.*

The public still lacks many details
about this program. Reporting by the
Wall Street Journal has identified one
federal narcotics prosecution in the
District of Oregon where the wire trans-
fer records were used,”® and a federal
court decision from Montana denying a
motion to suppress provides details
about another case,” but the breadth of
use in other state and federal cases is as
yet unknown. And although the Arizona
AG has released copies of its bulk sub-
poenas, HSI, the FBI, and the DEA have
yet to make public copies of the sum-
monses or subpoenas they served on
money transfer companies. The ACLU
submitted a Freedom of Information
Act request to HSI in March 2022 but
has yet to receive documents.*

Legal Arguments

If evidence obtained or derived
from queries of the TRAC database may
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wire transfer surveillance: (1) the sum-
monses’ or subpoenas’ overbreadth and
lack of relevance to any particular crim-
inal investigation make them unreason-
able; (2) the bulk acquisition of these
financial records is a Fourth Amend-
ment search under the reasonable-
expectation-of-privacy test, notwith-
standing the government’s near-certain
invocation of the third-party doctrine;
and (3) government access to these
records is a search under the property-
based Fourth Amendment approach
because it intrudes on people’s propri-
etary interest shaped by financial priva-
Cy statutes.

1. Lack of Relevance to
an Identified Criminal
Investigation and Overbreadth
The Fourth Amendment imposes a
reasonableness requirement on subpoe-
nas, including the administrative sub-
poenas and summonses at issue here.
Such process may only seek information
that is (1) relevant and material to an
ongoing investigation,” (2) not grossly
overbroad,” and (3) not overly burden-
some for the recipient to comply with."
The bulk summonses and subpoenas
used to populate the enormous TRAC
database cannot possibly pass muster
under this reasonableness test.
“[D]ocument subpoenas typically
seek the records of a particular indi-
vidual or corporation under investiga-
tion, and cover particular time periods

when the events under investigation
occurred.”” The U.S. Court of Appeals
for the Eighth Circuit has applied this
rule in the context of a subpoena to
Western Union for customer records,
finding that a subpoena for a subset of
records from a single Western Union
office over “a relatively short period of
time” was reasonable but that a more
“sweeping” request might well be
unreasonable under the Fourth
Amendment.” A subpoena seeking six
months’ or a year’s worth of records of
all wire transfers that exceeded $500
and were sent to or from one or more
states does not seek information “rele-
vant” to an ongoing investigation.
Indeed, the entire point of the subpoe-
nas appears to have been to gather
records in anticipation of their possi-
bly being relevant to some unspecified
and unknown future investigations.
They amount to a “claim of ‘an unlim-
ited right of access to the ... records,
relevant or irrelevant, in the hope that
something will turn up.”*

As the Second Circuit explained
when rejecting a government program
involving prospective bulk requests for
telephone dialing records, subpoenas
for “records that do not yet exist” are
invalid because they indiscriminately
seek records not yet created, whose rel-
evance cannot be known at the time
they are requested.” For that reason,
such prospective data-gathering sub-
poenas are virtually unheard of: as the
Second Circuit observed, the govern-
ment in that case could not identify any
other “subpoena that is remotely com-
parable to the real-time data collection
undertaken under this program.”

Further, even if the subpoenas did
identify some existing investigation as
to which certain financial records were
purportedly relevant, the scope of
these requests would undoubtedly be
overbroad in relation to such an inves-
tigation. Like the government’s dis-
credited — and now-defunct — bulk
telephone metadata surveillance pro-
gram, the indiscriminate collection of
money transfer records means “[t]he
records demanded are not those of sus-
pects under investigation.” Such sub-
poenas require money transfer compa-
nies to “turn over records on an ‘ongo-
ing ... basis’— with no foreseeable end
point, no requirement of relevance to
any particular set of facts, and no limi-
tations as to subject matter or individ-
uals covered,” other than the greater-
than-$500 and geographic limits. The
subpoenas are invalid because the gov-
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ernment cannot indiscriminately col-
lect bulk surveillance data without first
making “a showing of relevance to a
particular authorized investigation
before collecting the records.””

Because they lack relevance and are
overbroad, the bulk summonses and
subpoenas are unreasonable under the
Fourth Amendment, and defense coun-
sel should seek suppression of any
records obtained or derived from them.”

The prosecution may contest the
accused’s entitlement to seek suppres-
sion, on the ground that only the recip-
ient of the subpoena (i.e., the wire
transfer company) has standing to
challenge a summons on relevancy
grounds, since wire transfer customers
lack a reasonable expectation of priva-
cy in the records. This precise question
has not often been litigated, but courts
have permitted accused individuals to
challenge demands for records held by
third parties when the information
relates to their activities and they are
raising constitutional and statutory
challenges.”’ Indeed, as described
below, defense counsel can argue that
people do have a privacy interest in
these records sufficient to confer
standing under the Fourth Amend-
ment. Finally, counsel may argue that
an overbroad and unreasonable sub-
poena is invalid from its inception and
so is akin to a request supported by no
legal process at all.”

2. Reasonable Expectation

of Privacy

Counsel may also challenge the evi-
dence on the basis that government col-
lection of bulk records violates reason-
able expectations of privacy, and the
search is therefore unreasonable.”

The financial records at issue here
reveal personal details most people typ-
ically consider to be private. However,
prosecutors are likely to invoke the so-
called “third-party doctrine,” arguing
that United States v. Miller controls
because the individual who wired the
money revealed that transfer to a third
party, the money transfer company. In
Miller, the Supreme Court held that
people have no reasonable expectation
of privacy in information they volun-
tarily reveal to a bank, and thus the gov-
ernment can obtain account state-
ments, canceled checks, and other sim-
ilar records with a mere subpoena,
rather than a warrant. Here, the prose-
cution will likely contend that Miller’s
holding forecloses any argument that
there can be a reasonable expectation of
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privacy in similar financial records
obtained from a money transfer com-
pany. At least one court has accepted
this argument in the context of TRAC
records, holding that the accused “lost
any expectation of privacy he had in the
[money transfer] information when he
turned it over to the third parties” —
i.e., the money transfer companies —
in the course of wiring funds.*

The defense should respond that
whatever Miller means for traditional
subpoenas for a specific suspect’s
records, it does not control a bulk
request for everyone’s records. Such
dragnet surveillance is “qualitatively dif-
ferent™* from the limited set of canceled
checks and bank statements pertaining
to a single suspect at issue in Miller. In
other words, whatever the third-party
doctrine means in the context of a nor-
mal request for a particular suspect’s
records, it should not be extended to the
sort of bulk surveillance occurring here.
As the Supreme Court has explained, the
simple “fact that the information is held
by a third party does not by itself over-
come the wuser’s claim to Fourth
Amendment protection.””’

As the Supreme Court made clear
in Carpenter v. United States, courts
should not mechanically apply the
third-party doctrine to new — and
newly invasive — contexts.” Whatever
might be revealed by a traditional
request for a particular suspect’s finan-
cial records, the dragnet search at issue
here revealed an unprecedentedly com-
prehensive record of people’s associa-
tions and activities — and not just for
one person but for large numbers of
people who happened to use one of
dozens of money transfer companies
during the relevant time span. As the
Supreme Court has recognized, even
where limited tracking of a particular
suspect for a discrete period is permis-
sible, “dragnet type law enforcement
practices” may require application of
“different constitutional principles.”*

Additionally, defense counsel may
argue that the government’s querying
of TRAC’s database was a Fourth
Amendment search, separate and apart
from the search effected by the acquisi-
tion of records using the bulk subpoe-
nas. Courts have recognized that the
obtaining of information and the
querying or analysis of that informa-
tion are separate Fourth Amendment
events.” That is particularly true where
records seized for one purpose are later
searched for a completely separate pur-
pose or in a separate investigation.'
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The success of the expectation-of-
privacy argument may turn, in part, on
conveying to the court just how much
can be learned from these records.® The
more detail defense attorneys can show
about the breadth of records collected
pursuant to the subpoenas (not just as to
their client, but as to the whole swath of
people swept up in the bulk requests)
and the wealth of information about
people’s associations and activities that
can be inferred from those records, the
greater chance of conveying to the court
why Miller does not control.*

3. Property-based Search

Independent of the reasonable-expec-
tation-of-privacy test, counsel should also
argue that access to these financial records
is a search under the property-based theo-
ry of the Fourth Amendment.*

In Carpenter, Justice Gorsuch
explained in a dissenting opinion that a
person may retain Fourth Amendment
rights in digital records within a third
party’s possession if that person can
claim a property-like interest in those
records.” One source of such propri-
etary interests may be positive law —
statutes and common law doctrines
conferring rights on individuals. In
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Justice Gorsuch’s view, if sources of
positive law grant “substantial legal
interests [to] this information, includ-
ing at least some right to include,
exclude, and control its use,”*® there
may be a sufficient property interest to
trigger Fourth Amendment protection.
Justice Gorsuch posited that the federal
Telecommunications Act, 47 U.S.C.
§ 222, which restricts cellphone com-
panies from selling or otherwise dis-
closing customers’ location records
without the customers’ consent, may
grant individuals enough of control
over those location records to “rise to
the level of a property right”¥ Thus,
warrantless government requests for
those records may interfere with a per-
son’s property and constitute a Fourth
Amendment search.

Here, the federal Gramm-Leach-
Bliley Act requires financial institutions
to protect the privacy of customers’
financial records and generally requires
customer consent before such records
may be disclosed.® State financial priva-
cy statutes also restrict what financial
institutions, including money transfer
companies, can do with customers’
financial records without those cus-
tomers’ consent.” These statutes mean
that “customers have substantial legal
interests in this information, including
at least some right to include, exclude,
and control its use,”” thus rendering the
records their “papers” for Fourth
Amendment purposes.” Notwithstand-
ing how the third-party doctrine might
interact with an argument asserting a
reasonable expectation of privacy in
these records, the implication of the
property-based theory is that a govern-
ment request for the records is a search
or seizure to the same extent it would be
if police sought a copy of the records
directly from the accused’s own files.

Statutory Violation

The HSI summonses and the
Arizona AG subpoenas violated the
statutes under which they were purport-
edly issued, 19 U.S.C. § 1509 and Ariz.
Rev. Stat. § 13-2315.

Section 1509 confers on ICE limited
authority in customs investigations to
seek records “related to the importation
of merchandise, including the assess-
ment of customs duties.”” But there is
“no way these broad requests for bulk
records would turn up only documents
‘relevant’ to specific investigations””
related to importation of merchandise.”
HSI should have known as much
because the DHS Inspector General, in
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2017, issued a report saying CBP’s Office
of Professional Responsibility (CBP
OPR) “misused the same authority”
when it demanded records that would
unmask an anonymous Twitter user,
concluding that “CPB OPR ‘may have
exceeded the scope of its authority’ and
that it ‘regularly’ issued customs sum-
monses in violation of agency policy.””

The Arizona AG was similarly on
notice that its subpoenas were illegal
under state law. In 2007, the Arizona
Court of Appeals held that a bulk,
prospective subpoena to Western Union
violated Ariz. Rev. Stat. § 13-2315
because it was overbroad, and because it
sought records of wire transfers that
occurred wholly outside of Arizona and
thus beyond the state’s criminal juris-
diction under its anti-racketeering
statute.” Therefore, much of the infor-
mation requested was by definition not
relevant to a permitted racketeering
investigation.” The subpoenas at issue
here are even broader: while the 2007
subpoena sought records of money
transfers involving one Mexican state
(Sonora), the recent subpoenas seek
records of transfers to or from all of
Mexico or to/from any of the south-
west-border states.

Section 1509 and section 13-2315
do not contain express suppression
remedies, but defense attorneys may
argue for an implied suppression reme-
dy for the statutory violation. Although
the suppression remedy has been
applied “primarily to deter constitution-
al violations,” courts may suppress evi-
dence for statutory violations where “the
statutory violation implicates underly-
ing constitutional rights.”” For example,
the Ninth Circuit has repeatedly sup-
pressed evidence obtained in violation
of a statute or procedural rule tied to
constitutional interests.** Furthermore,
courts “may use their supervisory power
in some circumstances to exclude evi-
dence taken from the defendant by ‘will-

IMg]

ful disobedience of law.

Make Smart Use of
Discovery Requests

Information obtained by the ACLU
and Sen. Wyden’s office about which
money transfer companies have been
subject to bulk summonses and sub-
poenas, and about which law enforce-
ment agencies have access to TRAC,*
provides a starting point for defense
attorneys to assess whether evidence
obtained or derived from TRAC may be
at issue in their client’s case. But more

information will be needed to bring a

motion to suppress.

There is reason to believe prosecu-
tors have used parallel construction to
conceal TRAC’s role in investigating
accused individuals. Thus, defense
counsel should be attentive to disclosure
of any information about government
acquisition of money transfer records in
a case, even if it does not appear to
involve TRAC. In a federal prosecution
in Montana, the government initially
disclosed only a particularized subpoe-
na issued to a money transfer company
for the defendant’s records.®” Only later,
in response to a motion to suppress, did
the prosecutor reveal that earlier in the
investigation, law enforcement had
queried the TRAC database and
obtained records about the accused.*

Defense counsel should consider
making the following discovery
requests to glean more information
about potential evidence being used
against their clients:

+ Information pertaining to any
money transfer. Request any and all
state and/or federal records regard-
ing the client that any law enforce-
ment agency possesses, or at any
time possessed, that were obtained
or derived from any money transfer
company or any platform or data-
base containing records from a
money transfer company. This
should include any and all commu-
nications between the money trans-
fer company and law enforcement
related to the money transfers to or
from counsel’s client.

« Information pertaining to TRAC.
Request any and all state and/or fed-
eral records regarding the client that
any law enforcement agency pos-
sesses, or at any time possessed, that
were derived from TRAC’s data-
base(s). This request should include
any and all communications
between the money transfer compa-
ny and law enforcement that are
related to the wire transfers’ being
added to, removed from, or other-
wise modified within TRAC’s data-
base(s), such as any and all commu-
nications between the money trans-
fer companies, law enforcement
agencies, and/or TRAC staff mem-
bers or contractors acting on
TRAC’s behalf (e.g., communica-
tions between TRAC’s tech support
and law enforcement regarding a
relevant wire transfer).
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< Law enforcement queries of TRAC's
database. Request records relating
to all queries that law enforcement
has submitted to TRAC, including
the substance and volume of
records that law enforcement
received in response from TRAC
regarding the query or queries.

< Third parties’ involvement. Request
any and all communications
between the money transfer compa-
ny and the Arizona attorney gener-
al, HSI, and/or any other law
enforcement agency that concerned
the bulk records of wire transfers,
including any summonses or other
legal process issued to the money
transfer company.

< Number of individuals and records
implicated. Request records reflect-
ing how many individuals were
swept up in this bulk surveillance
program, particularly in defense
counsel’s jurisdiction, the total vol-
ume of records contained in
TRAC’s database, the total volume
obtained from the money transfer
company at issue in the client’s case,
and other information about the
breadth and depth of the records in
TRAC’s database.

2
E X4

Searches, generally. Like defense
counsel in one of the few known
prosecutions involving these bulk
money transfer demands, request
“[a]ll state or federal reports relating
the circumstances of any search
involving the defendant or [their]
property ... or any other search
related to this case, listing the items
seized and the information obtained
as a result of these searches.”*

Conclusion

This bulk wire transfer surveillance
program is yet another troubling exam-
ple of law enforcement attempting to
circumvent Fourth Amendment protec-
tions against unreasonable searches and
seizures. Rather than investigate an
already committed crime and attempt to
determine whether probable cause exists
to obtain a search warrant for a suspect’s
money transfer records, law enforce-
ment has been issuing administrative
subpoenas to wire transfer companies,
prospectively compelling them to surren-
der millions of customer records.

To adequately defend their clients,
defense attorneys whose clients’ cases
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involve or may involve a wire transfer
should seek discovery and suppression
of this potentially unconstitutional evi-
dence. Doing so may not only benefit the
client but could ultimately shed light on
this indiscriminate bulk surveillance
program, which disproportionately
affects individuals from vulnerable com-
munities who rely more heavily on
money transfer services.
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