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Opinion 02-01 (November, 2002)

Question Presented:
The NACDL E thics Advisory Committee has been asked: What are a criminal
defense attorney’s duties to the client when the attorney learns that jail or prison co mmun ications between the attorney and client are subject to official monitoring?

Digest:
A criminal defense attorney has an ethical and constitutional duty to take affirmative
action to protect the confidentiality of attorney client communications from government
surveillance. This includes seeking relief from the jailers, if possible, or judicial review
and seeking of protective orders. Defense counsel should argue that the Sixth Amendment
right to counsel and a fair trial and the Fifth Amendment right to due process and a fair trial
protects attorn ey-client comm unications f rom disclo sure to the g overnm ent.

Ethical Rules, Statutes, and Constitutional Provisions Involved:
Mod el Rule s of Pro fession al Con duct, R ule 1.6
Code of Professional Responsibility, DR 4-101
California Bus. & Prof. Code § 6068(e)
New York Code of Professional Responsibility, DR 4-101, 22 N.Y.C.R.R. § 1200.19
(2002)
ABA S TANDARDS, The Defense Function § 4-3.1(b-c) (3d ed. 1991)
28 C.F.R. § 501.3(d)
18 U.S.C. §§ 2 501-10 (Title III)
50 U.S.C. § 1801 et seq. (Foreign Intelligence Surv eillance Act (“FISA ”))
U.S. Const., First, Fourth, Fifth, Sixth, and Fourteenth Amendments

Opinion:
I. I NTRODUCTION
The question presented is one that has arisen for years . Lawyers often discover that
communications with their clients in custody are subject to official monitoring, whether
during a v isit or a telepho ne call.
1

This matter recently came to public notoriety in late 2001 with the October 31, 2001
adoption of the Attorney General’s regulations governing monitoring attorney-client communications of those suspected of acts of terrorism. 66 Fed. Reg. 55 062 (Oct. 31, 2001 );
28 C.F.R. § 501.3(d). The Ethics Advisory Committee fielded immediate inquiries under
the Attorney General’s regulation from criminal defense lawyers who were told their
conversations with their clien ts were subject to monitoring. The Attorney General insisted
at the time of the amendment of § 501.3(d) that only 16 persons of the 125,000 in federal
custody were subject to the regu lation. In the year since its adoption, § 501.3(d ) has been
cited in three cases, discussed below. Since the adoption of § 501.3(d), there has also been
concern that Title III and FISA wiretaps have obtained attorney-client communications.
The issue had p reviously arisen under state prison regu lations or systems where
confidentiality was not secure. This formalizes those responses.
A. NACDL’s comm ents on the Attorney General’s regulation
When the proposed regulations w ere posted in the Fede ral Register, they were
effective the day before; 66 Fed. Reg. at 55062, col. 1; but the Attorney General sought
public comment through December 31, 2001.
NACDL President Irwin Schwartz appointed an ad hoc committee to draft a response, and it came December 20, 2001. It is posted on the NACDL website.1
NACD L’s position is that the regulation suffers numerous constitutional infirmities,
and it evades the strict requirements of the Title III wiretaps in 18 U.S.C. § 2518.
First, the regulation undermined the First Amendment rights of the detainee because
it chilled communication with counsel and the right of access to the courts. Under the
standards recognized by the cou rts, prison regu lations had to be “reason ably related to
legitimate penological interests”; Turner v. Safley, 482 U.S. 78, 89, 97 (1987); and these
were not. We w ere also con cerned w ith the lack of judicial oversight of attorney-client
monitoring. The regulation’s use of a “privileg e team” to attempt to protect attorney-client
communications is, in NACDL’s view, plainly insufficient. It borrowed the concept from
law office searches where the government’s burden in initiating the intrusion was much
higher, and an independent master would be used to protect the privilege.
Second, the regulation permitted u nreasona ble searche s of attorney-clie nt comm unications in violation of the Fourth Amendment. While prison inmates have a much lower
expectation of privacy, pretrial detainees still have greater rights, subject to institutional
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http://www.nacdl.org/public.nsf/freeform/Leg-atclientdoc?opendocument.
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security, and the Su preme C ourt has no ted in dicta tha t intrusions into attorney-client
communications in prison w ould still be unreasona ble. Lanza v. New York, 370 U.S. 139,
143-44 (1962). The regulation’s use of the “reasonable suspicion” standard is also inappropriate. That standard is only applied when immed iate polic e action is requir ed. Terry v.
Ohio, 392 U.S. 1, 19 (1968). The justification of institutional security, or a wiretap based
on probable cause and “oath or affirmation” issued un der Title III, were previously required
for surveillance of conversations. This regulation thus circumvents Title III, and the
Attorney General lacks the power to do so.
Third, the regulation violates the due process requirements of the Fifth and Fourteenth Amendments if applied to accused persons prior to the formal attachment of the right
to counsel. Jail inmates are still entitled to the protections of due process.
Fourth, the regulation undermines the Sixth Amendment right to counsel and effective assistance o f counse l. The regu lation require s written no tice of surve illance to both
attorney and client. NACDL insists that the chilling effect on open communication between attorney and client will be in surmoun table. The f oundation of attorney-clien t confidentiality and privilege is the free exchange of information necessary to effective representation of the accused. Without this free exchange, the right to counsel is seriously impaired.
Of the concerns voiced to the Ethics Advisory Committee over application of § 501.3(d) to
specific cases,2 this was by far the greatest concern.
Fifth, the regulation violates separation of powers because it amounts to an executive amendm ent to Title III and evades judicial review by a “neutral and detached magistrate.”
Sixth, the regulation violates the attorney-client and work product privileges which
both must be respected as to those in jail. No recognized exception to the privileges applies
to monitoring under the regulation.
Seventh, the regulation violates the attorney’s duty to protect confidentiality and the
presumption that attorneys will not become co-conspirators with their clients.
Eighth, the regulation serves no legitimate investigative function. Accused persons
who are told they w ill be monitored will simply not provide information that the government h opes to learn to p revent te rrorism .
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The specifics of those communications otherwise remain confidential as a part of
attorney-client confidentiality between the Committee and the NACDL member. Ethics Advisory
Committee, Mission Statement ¶ 3(a) (available only to NACDL members on NACDL’s website,
Ethics Advisory Committee pages).
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After a year of operating under the regulation, none of NACDL’s concerns have
been dispelled. A criminal defense attorney has been creatively indicted for violating an
affirmatio n under the regulation. Significantly, other defense attorneys have avoided
having to make such an affirmation because the trial courts refused to indulge in the government’s unsupported assumption that attorneys, as officers of the court and advocates
guaranteed by the Sixth Amendment will violate the law, even for accused terrorists. On
the other hand, the government has not yet been required to disclose whether attorney-client
communications are subject to wiretapping or eavesdropping under Title III or FISA during
the perio d of the wiretap ping or eavesd roppin g.
Some of these issues are being litigated in the Southern District of New York and
the District of Columbia Circuit, and NACDL members are cautioned to watch for the
outcome of those cases.
B. Ethics Advisory Committee’s summary
The NACDL E thics Advisory Committee reaffirms the position N ACD L took in
2001 in response to the regulation. The input we have received demonstrates that the
chilling effect on attorney-client co mmun ications is real, no twithstandin g the fact that
courts have not yet fully accepted that argument. Attorneys report to the Committee that
clients receiving notice under § 501.3(d) are obviously reticent to confide in them, and that
the ability o f the atto rney to pro vide an adequ ate def ense is th us harm ed.
Some have said that this was even the government’s intention in adopting the regulation. If so, the govern ment is ma nipulating th e attorney-client re lationship to f acilitate
convictions by hamstringing the attorney, and that is something our constitutional form of
government cannot tole rate. Surreptitious Title III and FISA listening could use the conversation after the fact if the government can show it is an unprivileged communication.
In general, when an attorney has reasonable suspicion 3 that his or her communications with clients in custody are being mon itored by governmen t officials, it is NACDL ’s
position that the attorney must take affirmative action to safe guard co nfidential co mmun ications. Once eith er the attorney or client discov er that surveilla nce or mo nitoring is
occurring, the free exchange of information and ideas about the c ase is imme diately
chilled,4 and the Sixth Amendment is violated. Both will fear that confidences have already
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“Reasonable suspicion” is a familiar legal standard that the Supreme Court has told us for
years in Fourth Amendment cases is not all that high. It is the same standard the government uses
in applying § 501.3(d).
4

We note that in United States v. Stewart, 2002 WL 1836755 *6-7 (S.D.N.Y. 2002),
discussed infra, the District Court held that any alleged chilling effect on the attorney-defendant’s
4

been discovered or even seized by the government. Accordingly, the criminal defense
lawyer has a duty to seek to end the surveillance,5 discover the true extent of it, and find a
remedy for what has already happened. One cannot simply rely upon post hoc use of the
exclusionary rule because the harm to the ability of the criminal defense lawyer to adequately defend h as already occ urred and continues, a nd it substan tially risks infecting the
fairness of the trial.
As to surveillance under § 501.3(d), the criminal defense lawyer will presum ptively
know whether the client is subject to the reg ulation since the regulation requires written
notice to both the lawyer and th e client. The governm ent may seek to impose u nnecessary
requireme nts on the criminal defen se lawyer which shou ld be resisted. Finally, there are
serious constitutional difficulties with the regulation, and NACDL has already suggested
legal arguments to challenge application of § 501.3(d) to a crimin al defense lawyer and
client. 6 At least one court has partially limited application of § 501.3(d) to criminal defense
lawyers und er the Sixth A mendm ent.
As to surveillanc e under T itle III and FISA, the criminal defense lawyer will not
know whether the client is subject to recording because there is no notice to the target or
those w hose co nversa tions are being r ecorde d until w ell after th e fact.
In analyzing this issue, we first considered the im portance o f attorney-client c onfidentiality and privilege, the constitutional considerations involved, the lawyer’s duty of
loyalt y, and the la wyer ’s du ty to as sert c onfiden tiality.

discussions with her attorneys was not reasonable under the circumstances because of the safeguards against use of privileged communications; the communications actually have to be used to
the defendant’s prejudice. Since the conversations, if recorded, had not yet been used, there was no
way to show prejudice.
We adamantly reject this conclusion as unsupported by what criminal defense lawyers
know about attorney-client communication. Once the client or the attorney believe that the
government is listening, there will be no free exchange of information and the client’s defense is
harmed. After the fact screening still allows attorney-client conversations to be heard by government agents, and that will still make both the client and the lawyer unwilling to freely talk.
5

It could be argued that a special master be appointed for review of intercepted communications as would occur in a law office search in lieu of the government’s “privilege team.” See
infra.
6

See note 1, supra.
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II. T HE I MPORTANT I MPLICATIONS OF A TTORNEY-C LIENT C ONFIDENTIALITY
A. Relationship of th e Attorney -Client Privilege and Confidentiality
The attorney-client priv ilege is the old est privilege of confidential communications
in the law . Swidler & Berlin, 524 U.S . 399, 403 (1 998); Upjohn Co. v. United States, 449
U.S. 383, 389 (1981), quoting Hunt v. Blackburn, 128 U.S . 464, 470 (1 888) (privileg e “is
founded upon the necessity, in the interest and administration of justice, of the aid of
persons having knowledge of the law and skilled in practice, which assistance can only be
safely and readily availed of when free from the consequences or the apprehension of
disclosure”). It existed in Roman Law ten centuries ago, and, thus, under English common
law at least sin ce 157 7. Haz ard, not e 8, infra, at 1071; 1 M CC ORMICK ON E VIDENCE § 87
(5th ed. 1999); 8 W IGMORE, E VIDENCE § 2290 , at 542 n. 1 (M cNaug hton rev. 19 61) (collecting authorities). “The privilege is intended to encourage ‘full and frank communication
between attorneys and their clients and thereby promote broader public interests in the
observance of law and the administration of justice.’” Swidler & Berlin, 524 U.S. at 403,
quoting Upjohn, 449 U.S. at 389.7
The attorney-client privilege is evidentiary, and it is the product of litigation.
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Upjohn also held, 449 U.S. at 389, 390-91:

As we stated last Term in Trammel v. United States, 445 U.S. 40, 51 (1980): “The
lawyer-client privilege rests on the need for the advocate and counselor to know all
that relates to the client’s reasons for seeking representation if the professional
mission is to be carried out.” And in Fisher v. United States, 425 U.S. 391, 403
(1976), we recognized the purpose of the privilege to be “to encourage clients to
make full disclosure to their attorneys.” This rationale for the privilege has long
been recognized by the Court, see Hunt v. Blackburn, 128 U.S. 464, 470 (1888)
(privilege “is founded upon the necessity, in the interest and administration of
justice, of the aid of persons having knowledge of the law and skilled in its practice,
which assistance can only be safely and readily availed of when free from the
consequences or the apprehension of disclosure”).
. . .
[T]he privilege exists to protect not only the giving of professional advice to
those who can act on it but also the giving of information to the lawyer to enable
him to give sound and informed advice. See Trammel, supra, at 51; Fisher, supra,
at 403. The first step in the resolution of any legal problem is ascertaining the
factual background and sifting through the facts with an eye to the legally relevant.
See ABA Code of Professional Responsibility, Ethical Consideration 4-1: . . .
[quoted in the text, infra].
See also Hickman v. Taylor, 329 U.S. 495, 511 (1947). (bracketed material added)
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According ly, it has developed through judicial interpretation, and it was codified only
relatively recently. The e thical requirem ent of attorn ey-client confid entiality, however,
developed as internal rule s of cond uct for law yers, written by law yers for thems elves with
the view that states would adopt and formalize them.8 Both are premised on the same
weighty public policy consideration: Attorneys can best serve their clients and represent
client interests only with full and frank disclosure between the client and attorney; and
freedom from fea r of disclosu re by the attorne y fosters full disc losure by the clie nt.
Confidentiality in ethical rules is thus broader than the privilege because it governs
the condu ct of lawyers e verywhere and all the time, not just in court. As stated in Code of
Professional Responsibility, EC 4-1:
Both the fiduciary rela tionship existing between lawyer and client and
the proper functioning of the legal system require the preservation by the
lawyer of confidences and secrets of one who has emp loyed or soug ht to
employ him. A client must feel free to discuss whatever he wishes with his
lawyer and a lawyer must be equally free to obtain information beyond that
volunteered by his client. A lawyer should be fully infor med of a ll the facts
of the matter he is handling in order for h is client to obtain the full advantage
of our legal system. It is for the lawyer in the exercise of his independent
profession al judgme nt to separate the relevant and important from the irrelevant and unimportant. The observance of the ethical obligation of a lawyer to
hold inviolate the confidences and secrets of his client not only facilitates the
full development of facts essential to proper representation of the client but
also encourages laymen to seek early legal assistance. (footnotes omitted)
The broader ethical rules do not govern application of the attorney-client privilege. Model
Rules o f Prof essiona l Cond uct, Sco pe ¶ 7.
B. Constitutional Considerations
The constitutional considerations are well developed in NACDL’s December 2001
comments on the regulation, but we elaborate because we are concerned here with the
larger question o f attorney-client m onitoring in jail of any detainee or inmate and the attor-
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See generally Fred C. Zachairas, Harmonizing Privilege and Confidentiality, 41 S. TEX .
L. REV . 69 (1999); Harry Schaffner, Reconciling Attorney-Client Privilege with the Rules of
Professional Conduct, 81 ILL. B.J. 410 (1993); Susan B. Koniak, The Law Between the Bar and
the State, 70 N.C. L. REV . 1389 (1992); Geoffrey C. Hazard, Jr., An Historical Perspective on the
Attorney-Client Privilege, 66 CAL. L. REV . 1061 (1978).
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ney’s duty to pro tect c onfiden tiality.9
1.

Sixth Amendment

It has always been the position of NACDL’s Ethics Advisory Committee that maintaining client confidentiality is, in fact, presumptively a Sixth Amendment concern because
confiden tiality is the foundation of the attorney-client relationship and has always been a
funda menta l attribute of the ri ght to co unsel a nd the e ffectiv e assista nce of couns el.
The Supreme Court has never expressly held that confidentiality is subsumed within
the Sixth Am endmen t right to couns el, but it h as sugg ested th at it migh t be. Weatherford v.
Bursey, 429 U .S. 545 , 554 n. 4 (1977 ).
Because confidentiality dates from the common law, it should be a part of the S ixth
Amendment right to coun sel. 10 Some state courts hav e held that the attorney-client priv ilege is a part of the constitutional right to coun sel. State v. Kociolek, 23 N.J. 400, 413-14,
129 A.2d 417, 424 (1957), citing In re Seslar, 15 N.J. 393, 403-06, 105 A.2d 395, 400-03
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Other articles on the subject include: Akil Reed Amar & Vikram David Amar, Symposium: The New Federal Regulation Allowing Federal Agents to Monitor Attorney-Client Conversations: Why It Threatens Fourth Amendment Values, 34 CONN . L. REV . 1163 (2002) ; Sadiq Reza,
Symposium: Privacy and the Post-September 11 Immigration Detainees: The Right Way to a
Right (and Other Wrongs), 34 CONN . L. REV . 1169 (2002); Mark G. Young, Note, What Big Eyes
and Ears You Have!: A New Regime for Covert Governmental Surveillance, 70 FORD . L. REV .
1017 (2001); Ronald D. Rotunda, Monitoring the Conversations of Prisoners, 13 PROF. LAW . 1
(No. 3, 2002); Paul R. Rice & Benjamin Parlin Saul, Is the War on Terrorism a War on AttorneyClient Privilege?, 17 CRIM . JUST . 22 (Summer 2002); John P. Elwood, Prosecuting the War on
Terrorism: The Government’s Position on Attorney-Client Monitoring, Detainees, and Military
Tribunals, 17 CRIM . JUST . 30 (Summer 2002); J. Soffiyah Elijah, The Reality of Political Prisoners in the United States: What September 11 Taught Us About Defending Them, 18 HARV . BLACKLETTER L.J. 129 (2002).
10

In construing the Fourth Amendment, the Supreme Court looks first to the common law
as it existed in 1791. Carroll v. United States, 267 U.S. 132, 149 (1925); California v. Hodari D.,
499 U.S. 621, 624 (1991); Wilson v. Arkansas, 514 U.S. 927, 931 (1995). The due process
components of the Fifth and Fourteenth Amendment are viewed under the common law at the time
of adoption of the Constitution and the Bill of Rights. Powell v. Alabama, 287 U.S. 45, 62-66
(1932). The common law of immunity from suit was impressed into § 1983 litigation. Imbler v.
Pachtman, 424 U.S. 408, 424-29 (1976).
The Sixth Amendment, however, was expressly designed to overcome common law limits
on the right to counsel in felony cases. United States v. Ash, 413 U.S. 300, 306-10 (1973); Gideon
v. Wainwright, 372 U.S. 335, 344-45 (1963); Powell v. Alabama, supra, 287 U.S. at 60-66.
8

(1954) (which recites the common law history of the privilege at length). 11 In State v.
Swearingen, 649 P.2d 1102, 1104 (Colo. 1982), the Colorado Supreme Court stated:
The purpose of the privilege is to encourage full and frank communications
between attorneys and their clients which promote the administration of
justice and preserve the dignity of the individual. Law Offices of Bernard D.
Morley v. Mac Farlan e, 647 P.2d 121 5 (Colo.1982) (Q uinn, J., concurring).
Although the privilege is not explicitly grounded in constitutional protections, the inviolability of the p rivilege in crim inal prosecu tions is closely
interrelated with the individual’s right to immunity from self-incrimination
under the Fifth Amendment to the United States Constitution and his righ t to
counsel under the Sixth A mendmen t, which necessarily includes the right to
confer in p rivate with his attorney. Gede rs v. Un ited Stat es, 425 U.S. 80, 96
S.Ct. 1330, 47 L.Ed .2d 592 (1 976); Law Offices of Bernard D. Morley v.
MacFarlane, supra (Quinn , J., concurring ); State v. K ociolek , 23 N.J. 400,
129 A.2d 417 (1957); Note, “The Attorney-Client Privilege: Fixed Rules,
Balancing, and Constitutional Entitlement,” 91 H arv.L.Rev. 464 (19 77)[ 12 ];
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Kociolek, 23 N.J. 413-14, 129 A.2d at 434:

The principle [of full disclosure to counsel] is of the essence of the ancient common
law attorney-client privilege, in this country and in England and the continental
countries deemed a basic civil right, indispensable to the fulfillment of the constitutional security against self-incrimination and the right to make defense with the aid
of counsel skilled in the law. See In re Seslar, supra. (bracketed material added)
12

Note, 91 HARV . L. REV . at 485-86:

The fifth amendment to the United States Constitution provides individual
criminal defendants with a right against self-incrimination. This right protects such
persons from having their own testimony placed in evidence against them through
the compulsion of the judicial process. Considered alone, however, the fifth
amendment does not entitle defendants to have all their communications privileged;
statements volunteered to a third person, for example, can be introduced against a
defendant. Nevertheless, the state has no right to demand from the defendant an
admission of guilt. A court cannot, through direct coercion, infringe the defendant's
personal province of fifth amendment protection.
The Constitution also grants defendants a right to counsel under the sixth
amendment. There are, of course, qualifications on that right which the sixth
amendment does not foreclose. Defendants are not, for example, guaranteed the
shrewdest counsel, or the most experienced, or the most articulate. Nor, under the
sixth amendment, are they necessarily guaranteed a privilege for communications
with lawyers. Unless legal communications would completely collapse without a
9

Note, “The R ight of a C riminal De fense A ttorney to With hold Physica l Evidence Receiv ed from his Clie nt,” 38 U .Chi.L .Rev. 2 11 (1970). (fo otnote
added)
Governmental actions intended to intrude into the attorney-client relationship have
been held violations of the right to c ounse l. See, e.g., Geders v. United States, 425 U.S. 80,
88-89 (1976) (trial court directive that testifying defendant could not consult with client
during overnight recess denied right to counsel; the lawyer needs to b e able to con sult with
the defendant about the events of the day, and vice-versa, to effectively plan for the rest of
the trial) 13 ; Bishop v. Rose , 701 F.2d 1150, 1156-57 (6th Cir. 1983) (state seized 14 page
handwritten letter to counsel from defendant’s cell and used it at trial; no showing of
prejudice required to establish a violation of Sixth Amendment right to counse l); Shillinger
v. Haworth, 70 F.3d 1 132, 114 0 (10th Cir. 1996) (deputy sheriff was requ ired to listen in to
and report on defendant’s meetings with counsel; intentional violation of Sixth Amendment); Coplon v. United States, 191 F .2d 749 , 756 (D .C. Cir. 1 951), cert. denied, 342 U.S.
926 (1952) (w iretap of attorn ey-client communications; “It is well established that an
accused does not enjoy the right to effective aid of counsel if he is denied the right of
private consultation with him.”; dec ided also as a due pro cess claim); State v. Garza, 99
Wash.App. 291, 296, 994 P.2d 868, 871 (Div. 3 , 2000) , rev. denied, 141 Wash.2d 1014, 10
P.3d 1072 (2000) (legal materials seized and read in jail; “Effective representation requires
that a criminal defendant be permitted to confer in priva te with h is or her a ttorney.”), citing
State v. Cory, 62 Wash.2d 371, 373-74, 382 P.2d 1019, 1020-21 (1963) (police detective

right to privilege, it is hard to see why the absence of the privilege would violate the
provisions of the sixth amendment.
But when the fifth and sixth amendments are considered together, the
individual accused of crime does seem to have a right to attorney-client privilege.
Without a right to privilege, the exercise of either constitutional right would require
a waiver of the other. To preserve his right against self-incrimination, the defendant would have to forgo communicating with an attorney, lest the communication
be subpoenaed. Similarly, to enjoy even the most minimal use of his right to an
attorney, the defendant would have to surrender his testimony to the court. Yet,
neither of these restrictions can be permitted. Each conditions a constitutional right
upon the waiver of another and thus turns a guarantee into a fiction. A right to
attorney-client privilege is the only safeguard against the evisceration of these
constitutional rights. The fifth and sixth amendments together must therefore
provide individual criminal defendants with a right to prevent the disclosure at trial
of their legal communications. (footnotes omitted)
13

See also Herring v. New York, 422 U.S. 853, 857-58 (1975) (denying counsel for the
defendant in a court trial summation violates the right to counsel); Brooks v. Tennessee, 406 U.S.
605, 613 (1972) (statute requiring defendant to testify first or not at all denied right to counsel to
determine trial strategy).
10

read defense counsel’s legal pad during trial; “It is also obvious that an attorney cannot
make a ‘full and complete investigation of both the facts and th e law’ un less he has th e full
and complete confidence of his client, and such conference [confidence?] cannot ex ist if
the client canno t have assu rance that h is disclosures to his couns el are stric tly confid ential.”
(bracketed material adde d)).14
Under these authorities, the Ethics Advisory Committee in informal opinions always
urges NACDL m embers to assert client confidentiality as a Sixth Amendment right of the
client to c ounse l as wel l as an eth ical duty o f coun sel.
2.

Fourth Amendment

Many courts hav e held that the Fourth Amendment rights of clients may be violated
by a search of a lawyer’s office. See, e.g., De Massa v. Nunez, 770 F.2d 1505, 15 07 (9th
Cir. 1985); O’Connor v. Johnson, 287 N.W.2d 400, 405 (Minn. 1979). NACDL believes
this rationale can be extend ed to any confiden tial commu nication seize d by the gove rnment.
The Supreme Court still recognizes the “constitutionally protected area” rationa le in
defining the “rea sonab le expe ctation o f privac y.”15 When a n attorney and client are

14

In the context of law office searches, see, e.g., De Massa v. Nunez, 770 F.2d 1505, 1507
(9th Cir. 1985) (per curiam); United States v. Neill, 952 F.Supp. 834, 839-40 (D.D.C. 1997);
Untied States v. Skeddle, 989 F.Supp. 890, 896-97 (N.D.Ohio. 1997); United States v. Stewart,
2002 WL 1300059 *5 (S.D.N.Y. 2002); People v. Nash, 418 Mich. 196, 341 N.W.2d 439, 447
(1983).
Under § 501.3(d), see United States v. Reid, infra.
15

Kyllo v. United States, 533 U.S. 27, 34 (2001):

While it may be difficult to refine Katz when the search of areas such as
telephone booths, automobiles, or even the curtilage and uncovered portions of
residences are at issue, in the case of the search of the interior of homes–the prototypical and hence most commonly litigated area of protected privacy–there is ready
criterion, with roots deep in the common law, of the minimal expectation of privacy
that exists, and that is acknowledged to be reasonable. To withdraw protection of
this minimum expectation would be to permit police technology to erode privacy
guaranteed by the Fourth Amendment. We think that obtaining by sense-enhancing
technology any information regarding the interior of the home that could not
otherwise have been obtained without physical “intrusion into a constitutionally
protected area,” Silverman, 365 U.S. at 512, constitutes a search–at least where (as
here) the technology in question is not in general public use. This assures preservation of that degree of privacy against government that existed when the Fourth
Amendment was adopted. On the basis of this criterion, the information obtained
11

conferring, even in a jail, an area normally without a “normal” expectation of privacy, the
area may still have the attributes of a “constitutionally protected area” if they justif iably
believe that their conve rsation is in secre t. United States v. Van Pouck, 77 F.3d 285, 291 n.
9 (9th Cir. 1996) (prisoners have an expectation of privacy in a telephone call with their
attorney); Peop le v. A.W ., 989 P.2d 843, 848-49 (Colo. 1999) (expectation of privacy
found wh ere police actively lulled suspect into believing co nversation was priva te).16
It is settled that a person in pretrial or post-conviction custody does not have the
same expectation of privacy of those not in jail, and every criminal defense lawyer knows
it. Accordingly, a detainee may be subjected to searches of his person and belongings
without a showing of particularized need, as long as jail security requires it, even if it is a
random search . Bell v. Wolfish, 441 U.S. 520 (1979) (confinement conditions evaluated
under Due Process Clause). Still, this does not justify seizing presumptively confidential
and privileged communications.
3.

Interpla y of Sixth, Fourth, and First Amendments in jail communications

Communications with a lawyer in jail are protected by the First Amendment right of
access to cour ts and th e Sixth Ame ndme nt right to couns el. Ex parte H ull, 312 U.S. 546
(1941). Seizing attorne y-client comm unications w ould violate the Fourth and Sixth
Amendments. See, e.g., United States v. Van Pouck, supra; Inmates of the San Diego
County Jail in Cell Block 3B v. Duffy, 528 F.2d 943 (9th C ir. 1975); Palmigia no v. Trav isono, 317 F.Su pp. 776 (D .R.I. 1970); Coplo n v. Un ited Stat es, supr a.
Many conversations with tho se in custody are surreptitiously recorded. It should be
common knowledge by now to criminal defense lawyers that many police stations have
interview rooms that are wired for sound and video.17 Sometimes attorney-client telephone
by the thermal imager in this case was the product of a search.
We believe this rationale applies to intrusions into the sanctity of the attorney-client relationship,
too.
16

See also State v. Ferrell, note 18, infra, involving recording of an attorney-client
telephone call from a police station which was admitted into evidence at trial in violation of
Miranda.
17

See, e.g., State v. Scheineman, 77 S.W.3d 810, 812 (Tex. 2002) (co-defendants were put
together in an interview room so their conversations could be recorded); Bell v. State, 802 So.2d
485, 485 (Fla.App. 3D 2001) (no expectation not to be videotaped without one’s knowledge in
interview room); Belmer v. Commonwealth, 36 Va.App. 448, 460, 553 S.E.2d 123, 128 (2001) (no
expectation of privacy in whispered conversation with mother that was recorded; not unlawful
12

calls are recorded,18 and, other times, jailors are required to listen in to attorney client
conversations.19 None of these results in a waiver of the attorney-client privilege.
4.

Fifth Amendment

The Sup reme Co urt has he ld that the Fifth Am endmen t is no t waived by providin g
information to an atto rney. Fisher v. United States, 425 U.S . 391, 403-0 5 (1976); United
States v. Zolin, 491 U .S. 554 , 562 (1 989). Fisher can only be read to incorporate the
attorney-client privilege into the privilege against self-incrimination so the client can
commu nicate freely with his or her lawyer; id., 425 U.S. at 404; about past w rongd oing. Id.
at 403; Zolin, 491 U.S. at 562-63.
5.

Right to a fair trial with effective and informed counsel

In Estelle v . William s, 425 U.S. 501, 503 (1976), the Supreme Court stated:
The presumption of innocence, although n ot articulated in the Cons titution, is a basic component of a fair trial under our system of criminal justice. Long a go this Co urt stated:
“The principle that there is a presumption of innocence in favor of the
accused is the undoubted law, axiomatic and elementary, and its enforcement lies at the foundation of the administration of our criminal
law.” Coffin v . United States, 156 U.S. 432, 45 3 (1895).
The right to a fair trial is premised on the right to effective assistance of counsel under
Strickland v. Washington, 466 U.S. 668, 68 4-85 (1984):

eavesdropping). Compare People v. A.W., supra (expectation of privacy found where police
actively lulled suspect into believing conversation was private).
18

In re State Police Litigation, 888 F.Supp. 1235 (D.Conn. 1995), app. dismissed, 88 F.3d
111 (2d Cir. 1996) (consolidated civil cases over listening to attorney-client calls, summary
judgment for defendants denied; Connecticut State Police indiscriminately recorded telephone
conversations to and from state police barracks, and attorney-client calls were recorded; denial of
summary judgment on qualified immunity could not be appealed because it would not prevent trial
in any event); State v. Ferrell, 191 Conn. 37, 44, 463 A.2d 573, 578 (1983) (telephone call to
attorney from state police barracks was recorded and admitted into evidence at trial; use of
statement violated Miranda; conviction reversed: “privacy must be ensured” in calls to attorneys).
19

Shillinger v. Haworth, supra.
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In a long line of cases that includes Powe ll v. Alab ama, 287 U.S. 45
(1932 ), Johnson v. Zerb st, 304 U.S. 458 (1938), and Gideon v. Wainw right,
372 U.S. 335 (1963 ), this Court has recognized that the Sixth Amendment
right to counsel exists, and is needed, in order to protect the fundamental
right to a fair trial. The Constitution guarantees a fair trial through the Due
Process Clauses, b ut it defines the basic elem ents of a fa ir trial largely
through the several provisions of the Sixth Amendment, including the Counsel Clause:
“In all criminal prosecutions, the accused shall enjoy the right to a
speedy and pub lic trial, by an impartia l jury of the State and district
wherein the crime sh all have bee n comm itted, which d istrict shall
have been previously ascertained by law, and to be informed of the
nature and cause of the accusation ; to be conf ronted w ith the witnesses against him; to have compulsory process for obtaining witnesses in his favor , and to hav e the Assis tance of Counsel for his defence .”
Thus, a fair trial is one in which ev idence sub ject to adversarial testing
is presented to an impartial t ribunal for resolution of issues defined in advance of the proceeding. The right to counsel plays a crucial role in the
adversarial system embodied in the Sixth Amendment, since access to counsel’s skill and knowledge is necessary to accord defendants the “ample opportunity to meet the c ase of the prosecution” to which they are entitled.
Adams v. United State s ex rel. M cCan n, 317 U.S. 269, 27 5, 276 (1942); see
Powe ll v. Alab ama, s upra, 287 U.S. at 68-69.
Effective couns el must a lso be c ounse l uninh ibited by o utside c onstrain ts. McMann v.
Richardson, 397 U .S. 759 , 771 (1 970). See Polk County v. Dodson, infra; Geders v. United
States, supra (trial court’s order for attorney and client to not communicate d uring overnight recess violated right to coun sel).
The entire right of the accuse d to a fair trial is undermined by actions of the government which interfere w ith the right to co unsel. Thu s, sur reptitiou s mo nitoring of at torneyclient conversa tions ultimately inte rferes with the right to a f air trial. Counsel not armed
with the full facts from his or her client is seriously disadvantaged at trial to the prejudice
of the client and the “truth-seeking function” of a trial. Uninformed counsel is ineffective
counsel, and, if the government is the cause of counsel being uninformed, the accused has
been den ied his fund amental righ t to a fair trial.
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III. D UTY OF L OYALTY
Ethical codes have always re cogniz ed a du ty of loyalty. See, e.g ., ABA Canons of
Professional Ethics, Canon 15 (1908), quoting, withou t attributio n, S HARSWOOD, A N E SSAY
ON P ROFESSIO NAL E THICS 78-79 (1896), possibly the earliest American work on professional ethics, published in Philadelphia. Sharswood notes the duty of loyalty in many
places in his work; see, e.g., id. at 57-58 & 107 (duty of candor to client is part of duty of
loyalty); and he noted that the duty of loyalty in the Pennsylvania attorney’s oath was
prescribed by statute in 1752. Id. at 57-58 n . 1, citing Pa. A ct of Aug . 22, 1752 (“ with all
good fidelity, as well to the court as to the client”). The duty of loyalty, like the duty of
confide ntial ity, existed at common law. The two are seemingly one and the same in some
common law cases. 20
Indeed, the duty of loyalty is the foundation of many of the ethical rules,21 particularly the rules of con flicts of interest. Holloway v. Arkansas, 435 U.S. 475, 48 0-90 (1978).
The Supreme Court relied on the duty of loyalty in Stockton v. Ford, 52 U.S . (11 H ow.)
232, 247 (185 0), in holding that the proh ibition again st attorneys having a conflict of
interest continues long after the end of the representation because of the importance of the
fiducia ry relations hip betw een the attorney a nd clien t.
The Suprem e Court ha s long held attorneys to stringent stan dards of lo yalty
and fairness with respect to their clients. In 1850, the Suprem e Court stated:

20

See, e.g., Annesley v. Earl of Angelsea, 17 How. St. Trials 1139, 1241 (Ireland Ct. Exch.

1743):
That this necessity [of using attorneys to litigate] introduced with it the necessity of
what the law had very just established, an inviolable secrecy to be observed by
attornies, in order to render it safe for clients to communicate to their attornies all
proper instructions for carrying on their causes which they found themselves under
a necessity of instructing to their case. And if this original principle be kept constantly in view, I think it cannot be difficult to determine either the present question,
or any other which may arise from this head: for upon this principle, whatever it is,
or by the party concerned can naturally be supposed, necessary to be communicated
to the attorney, in order to the carrying on of any suit or prosecution, on which he is
retained, that the attorney shall invariably keep the secret. (bracketed material
added)
21

E.g., Model Rules of Professional Conduct, Rules 1.1 (competence), 1.2 (scope of
representation), 1.3 (diligence), 1.4 (communication), 1.6 (confidentiality), 1.7-1.10 (conflicts of
interest), 1.14 (client under disability), 1.15 (safekeeping property), 2.1 (advisor), and 3.1 (meritorious claims and contentions / requiring prosecution to prove its case).
15

There are few of the business relations of life involving a higher trust and confidence than that of attorney and client, or, g enerally
speaking, one more honorably and faithfully discharged; few m ore
anxiously guarded by the law, or governed by sterner principles of
morality and justice; an d it is the duty of the court to administer them
in a corresponding sp irit, and to be watchful and industrious, to see
that confidence thus reposed shall not be used to the detriment or
prejudice o f the rights of the party bestow ing it.
Stockto n v. Fo rd, 52 U.S. (11 H ow.) 232, [247,] 13 L.Ed. 676 (185 0).
In the sam e vein, the Id aho Sup reme Co urt has stated:
The relationship of client and attorney is one of trust, binding
an attor ney to the utmost good faith in dealing with his client. In the
discharge of that trust, an attorney must act with complete fairness,
honor, honesty, loyalty, and fidelity in all his dealing s with his clien t.
An attorney is held to strict accountability for the performance and
observance of those professional duties and for a breach or violation
thereof, the client may hold the attorney liable or accountable.
Beal v. Mar s Larse n Ran ch Co rp., Inc., 99 Idaho 662, 667-668, 586 P.2d
1378, 1383-13 84 (1978) (citation omitted).
Mindful of the historical imp ortance of the public trust in the atto rneyclient relationship, w e find that jus t as the attorney-client relationship remains intact for purp oses of a c ontinuing d uty of confid entiality, so does it
remain intact for purposes of a contin uing duty of lo yalty with respect to
matters substan tially related to the ini tial matte r of eng agem ent.
Dam ron v. H erzog, 67 F.3 d 211, 2 14 (9th Cir. 199 5) (brac keted c itation ad ded).
In Polk County v. Dodson, 454 U.S. 312, 322 (1981), the Supreme Court found
“[i]mplicit in the concept of a ‘guiding hand’ [ of counsel] is the assumption that counsel
will be free of state control. There can be no fair trial unless the accused receives the
services of an effective and independent advocate.” 22 Wiretapping and eavesdropping on
22

The full quote is as follows, 454 U.S. at 321-22:

Second, and equally important, it is the constitutional obligation of the State
to respect the professional independence of the public defenders whom it engages.
This Court’s decision in Gideon v. Wainwright, 372 U.S. 335 (1963), established
16

attorney-client co mmun ications is state c ontrol.
Under the duty of loyalty, whether confidential comm unications were actually made
during the relationship is irrelevant to the analysis; the mere possibility of a breach of a
confidence is wha t contro ls. Id. at 214-15, quoting David Welsh Co. v. Erskin & Tulley,
203 Cal.App.3d 88 4, 891, 250 Cal.Rtpr. 339, 342 (1988), citing Maritrans GP, Inc. v.
Pepper, Hamilton & Scheetz, 529 Pa. 241, 254 , 602 A.2d 127 7, 1283 (1992). Acc ordingly,
even in states having adopted the Mode l Rules, “[t]h e mere ap pearance of improp riety is
just as egregious as any actual or real con flict.” Lovell v . Winch ester, 941 S.W.2d 466, 469
(Ky.1997). 23 Thus, under the appearance of impropriety standard, the mere appearance that
there could be a n improp er disclosure is sufficient to cause a disqualifying conflict of
interest, even if there never was any improper disclosure.

IV. L AWYER’S D UTY TO A SSERT C ONFIDENTIALITY
When the government seeks information about a client that intrudes upon a client
confidence, the lawyer has a fundamental and affirmative duty to act to protect the c onfidence. In re Advisory Opinion No. 544, 103 N.J. 399, 406, 511 A.2d 609, 612 (1986);
ABA Formal Op. 94 -385 (July 5, 1994). This duty is also recognized in 1 RESTATEMENT
(T HIRD) OF THE L AW G OVERNING L AWYERS §§ 60(1)(b), 63 & Comm ent b (2000). 24

the right of state criminal defendants to the “‘guiding hand of counsel at every step
in the proceedings against [them].’” Id., at 345, quoting Powell v. Alabama, 287
U.S. 45, 69 (1932). Implicit in the concept of a “guiding hand” is the assumption
that counsel will be free of state control. There can be no fair trial unless the
accused receives the services of an effective and independent advocate. See, e. g.,
Gideon v. Wainwright, supra; Holloway v. Arkansas, 435 U.S. 475 (1978). (brackets in original)
23

See, e.g., First American Carriers, Inc. v. Kroger, Inc., 302 Ark. 86, 92, 787 S.W.2d
669, 672 (1990) (appearance of impropriety standard of Canon 9 of the Code of Professional
Responsibility states an ethical imperative in relations with clients and conflicts of interest which
survives the adoption of the Model Rules of Professional Conduct); People v. Witty, 36 P.3d 69,
71 (Colo. 2001).
24

Section 60(1) provides:

(1)
Except as provided in §§ 61-67 [when disclosure permitted], during
and after representation of a client:
. . .
(b)
the lawyer must take steps reasonable in the circumstances to
protect confidential client information against impermissible use or disclo17

This duty is also implied in the lawyer’s duty of “act[ing] with reasonable diligence
and promptness in representing a client” in Model Rule of Professional Conduct, Rule 1.3,
and the duty to take prompt action to protect the interests of the accused. ABA S TANDARDS, the Defense Function § 4-3.6 (“Defense counsel should inf orm the ac cused of his
or her rights at the earliest opportunity and take all necessary action to vindicate such
rights. Defense counsel should consider all procedural steps which in good faith may be
taken, including . . . moving to suppress illegally obtained evidence . . . .”)

sure by the lawyer’s associates or agents that may adversely affect a material
interest of the client or otherwise than as instructed by the client. (bracketed
material added)
Section 63 provides that “[a] lawyer may use or disclose confidential client information
when required by law, after the lawyer takes reasonably appropriate steps to assert that the
information is privileged or otherwise protected against disclosure.” Comment b states:
A lawyer’s obligation to invoke available protection. A lawyer generally is
required to raise any reasonably tenable objection to another’s attempt to obtain
confidential client information (see § 59) from the lawyer if revealing the information would disadvantage the lawyer’s client and the client has not consented (see
§ 62), unless disclosure would serve the client’s interest (see § 61). The duty
follows from the general requirement that the lawyer safeguard such information
(see § 60) and act competently in advancing the client’s objectives (see § 16(1)).
The duty to object arises when a nonfrivolous argument (see § 110) can be made
that the law does not require the lawyer to disclose such information. Such an
argument could rest on the attorney-client privilege (see § 86(1)(b)), the work-product immunity (see § 87), or a ground such as the irrelevance of the information or
its character as hearsay. When the client is represented by successor counsel, a
predecessor lawyer’s decision whether to invoke the privilege is appropriately
directed by successor counsel or the client.
Whether a lawyer has a duty to appeal from an order requiring disclosure is
determined under the general duties of competence (see § 16(2)). A lawyer may be
instructed by a client to appeal (see § 21(2)). If a lawyer may obtain precompliance
appellate review of a trial-court order directing disclosure only by being held in
contempt of court (see § 105), the lawyer may take that extraordinary step but is
generally not required to do so by the duty of competent representation. In any
event, under § 20 the lawyer should inform the client of an attempt to obtain the
client’s confidential information if it poses a significant risk to the material interests
of the client and when circumstances reasonably permit opportunity to inform the
client.
18

V. M ONITORING J AIL C ONVERSATIONS
A.

In general

As stated above, a person in pretrial or post-conviction confinement does not have
the same expectation of privacy as the rest of the public. He or she does, however, have a
Sixth and Fifth Am endment right to con fer with an attorney in private, to not have those
conversa tions overh eard, and to have an a ttorney seek to p rotect that right. 25
The Arizona Bar Association dealt with this issue in Ariz. Op. 87-19 (Sept. 18,
1987). There, a p ublic defe nder learne d that com municatio ns with a ju venile client in
“quiet rooms” at the juvenile detention center were being monitored by detention staff. The
public defender advised the court with jurisdiction over the client’s case and ceased further
comm unicatio ns und er those conditio ns.
Ariz. Op. 87-19 held that the attorney satisfied the duty of confidentiality under
Model Rule 1.6(a) by ceasing further communications under those conditions and apprising
the court of the problem. The attorney, however, had a continuing duty to consult with the
client, and, thus, ha d a duty to seek to insure that f uture com municatio ns were in confidence, either by seeking relief from the jailers or from the court. Ariz. Op. 87-12 also
noted that effectiv e represen tation of persons accused of crime is not possible without
assurances of ab solu te co nfid entia lity. 26 As previously stated , NAC DL belie ves that this is
a Sixth A mendm ent conce rn as well.
Ariz. Op. 87-1 9 is correct on its analysis of the ethical rules involved, and we follow
it. We add that NACDL believes such surveillance violates the First, Fourth, Fifth, Sixth,
and Fourteenth Amendments to the U.S. Constitution.

25

ABA STANDARDS, The Defense Function § 4-3.1 (3d ed. 1991):

(b)
To ensure the privacy essential for confidential communication
between defense counsel and client, adequate facilities should be available for
private discussions between counsel and accused in jails, prisons, courthouses, and
other places where accused persons must confer with counsel.
(c)
Personnel of jails, prisons, and custodial institutions should be
prohibited by law or administrative regulations from examining or otherwise
interfering with any communication or correspondence between client and defense
counsel relating to legal action arising out of the charges or incarceration.
26

The opinion also discusses the attorney’s duty to former clients whose conversations he
believed were compromised by the jailer’s actions since the duty to protect confidentiality continues after the representation ends.
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B.

28 C.F.R. § 501.3(d)

Under 28 C.F.R. § 501.3(d), adopted by the Attorney General on October 31, 2001,
see note 1, supra, the federal government can surreptitiously listen to attorney-client conversations if the government certifies that such “special administrative measures” (SAMs)
are required “for the purpose of deterring future acts that could result in death or serious
bodily injury to persons, or substantial damage to property that would entail the risk of
death or serious bodily injury to persons.” The Dire ctor of the B ureau of P risons mus t in
writing notify the inmate and his or her attorneys that they are subject to monitoring.
§ 501.3(d)(2). Any conversations actually intercepted will be submitted to a “privilege
team,” within the Department of Justice and not conne cted with th e investigatio n, “to
ensure that the investigation is not comp romised b y exposure to privileged material relating
to the inv estigatio n or to d efense strategy.” § 501.3( d)(3). M inimiza tion is req uired. Id.
One attorney has be en indicted for alleged ly conspiring w ith her client to provide
support for a ter rorist org anizatio n as a re sult of su ch mo nitored conve rsations . United
States v. Stewart, supra (lawyer’s case)27 ; United States v. Sattar, 2002 WL 1836755
(S.D.N.Y. 200 2) (co-defendant’s ca se).
Since NACDL’s comments on the unconstitutionality and fundamenta lly unsound
policy of the 2001 regulation, it has bee n recognized that the go vernment’s control over an
inmate under the SAMs is not absolute because of the Fifth Amendment presumption of
innocence and the Six th Am endm ent righ t to coun sel. United States v. Reid, 214 F.Supp.2d
84, 92 (D.Mass. 2002). Accordingly, defense counsel cannot be impeded by imposition of
SAM s that ha mper th e attorne y’s ability to re presen t the clien t. Id. at 94:
The affirmation here unilaterally imposed by the Marshals Service as
a condition of the free exercise of Reid’s Sixth A mendm ent right to co nsult
with his attorneys fundamentally and impermissibly intrudes on the proper
role of defen se counse l. They are zea lously to defen d Reid to the best of
their professional skill without the necessity of affirming their bona fides to
the government. As trusted officers of this Court, in their representation of
Reid they are subordinate to the existing laws, rules of court, ethical requirements, and case-s pecific ord ers of this Court–and to nothing and no one else.
If the government feels the need for s pecific pro tective order s applicable to
all counsel a like, it may mak e application to the Cou rt.

27

Indictment: http://news.findlaw.com/hdocs/docs/terrorism/ussattar040902ind.pdf. The
government’s theory is that the lawyer made a false affirmation under SAMs to the government
that she would not disclose certain things learned from the client. Indictment ¶s 7 (attorney signed
affirmations) & 10 (attorney violated SAMs).
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Thus, the court ref used to allow the govern ment to arb itrarily put defense counsel in the
position Stewa rt foun d herse lf in with out a sh owing of nee d. Id., citing United States v.
Stewart, supra. The District Court in Reid presumed that the accused’s public defenders
needed unfettered access to the client’s inform ation to be a ble to constitutionally defend
him. The government did not press for requiring defense counsel to sign the affirmations
that Stewart had to sign, and the court refused to require them to do so without a showing
of need f rom the go vernmen t.
Defense counsel sh ould thus a rgue und er § 501.3( d) surveillance and Reid that the
Sixth Amendment guarantees a fully informed and independent criminal defense counse l,
and the government cannot assume that defense counsel will violate client confidences or
his o r her oath as an attor ney.
C.

Title III an d FISA surveillan ce in jail

NACDL members have recently reported that they have asked the government whether their attorney-client conversations are under electronic monitoring in jail, and the
government’s response is that they are “not under surveillance under § 501.3(d).” The
government does not answer whether the client is under Title III wiretapping or eavesdropping under 18 U.S.C. §§ 2510-20 or the Foreign Intelligence Surve illance A ct, 50 U .S.C. §
1801 et seq. (FISA ). United States v. Stewart involved an inquiry about existence of
wiretaps under both, and the government was not required to disclose whether it was doing
so. There are other cases raising the same issue that are as yet undecided.
Under § 501.3(d), the attorney and client are aware that there are communications
are being reco rded, but un der Title III an d FISA they are not told because the statutes
require secrecy for effectiveness. Disclosure in these situations w ould frustrate the purpose
of the wiretap which is necessary because other investigative methods have failed or would
be und uly dang erous. Stewart, 2002 WL 1836755 *4.
It has been held unde r Title III that attorney-client communications are not “off
limits” because attorneys and clients have been known to conspire and, even if they are not
conspiring, the crime-f raud exce ption to the privilege w ould make admissible communications with the attorney where the attorney is being used or duped into aiding a crime or
fraud.28 Therefore, subject to Title III’s minimization requirements, the government may
listen to parts of an attorney-client co nversation to determine w hether the c onversatio n is
covered by the w iretap au thorizat ion. In re Application for an Order Authorizing Interception of O ral Co mmu nication s (Carre ras), 723 F.2d 1022, 102 5 (1st Cir. 1983) (wiretap on
attorney’s apartment). Orders authorizing interceptions must take care to protect privileged

28

See United States v. Zolin, 491 U.S. at 562-63.
21

communications, and minimizations guidelines should be disclosed on requ est. Id. at 1026.
See also In re Application for an Order Authorizing Interception of Oral Communications
(Cintolo ), 708 F.2d 27 (1st C ir. 1983) (attorney was target of investigation ).
Under FISA, the purpose of the monitoring must be to gather foreign intelligence
information and not criminal eviden ce, but criminal evidence tha t is derived may be used.
United States v. Johnson, 952 F .2d 565 , 572 (1 st Cir. 19 91), cert. denied, 506 U.S. 816
(1991 ) (FISA canno t be use d as end run aro und the Fourth Ame ndme nt).
In Bivens-type FISA civil cases involving attorney-client interceptions, it has been
held that there mu st be actual p rejudice fro m intention al interception and use of a client
communication to state a claim f or relief . ACLU Foundation of Southern California v.
Barr, 952 F.2d 457, 472 (D.C .Cir. 1991); Briggs v. Goodwin, 698 F.2d 486 (D.C.Cir.
1983), vacated on other grounds, 712 F .2d 144 (D.C.C ir. 1983 ), cert. denied, 464 U.S.
1040 (1994).
Our concern now lies in the fact that it w as only recently m ade public via a report to
Congress that the gov ernment a dmitted in S eptembe r 2000 to th e Foreign Intelligence
Surveillance Court that it h as made a t least 75 ma terially false applications for FISA warrants, and it admitted in March 2001 to having failed to maintain minimization requirements. In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 2002
WL 1949263 *9 (F.I.S. Ct. 2002). We submit, therefore, that these admissions by the
government should be used by the defense bar to seek to limit the governm ent’s ability to
prevent disclosure to the defen se about w hether it is con ducting FISA surveillance in the
face of a First, Fourth, Fifth, and Sixth Amendment challenge, and the government must
disclose attorney-client monitoring in a pending case when the fairness of an upcoming trial
will be at issue. If the government can lie or be recklessly false in warrant applications and
refuse to protect attorney-client confidentiality and privilege by failing to minimize without
the accused having a remedy, then why should we trust the government to protect the right
to a fair trial, too?
Our opinion on this issue is the same as with jail monitoring in general: a criminal
defense lawyer must seek disclosure of whether the government is wiretapping or eavesdropping on attorney-client jail communications. As already shown, the government may
not directly answe r the question , and the imp lication from such an in direct answ er should
be that recordin g is occurrin g. Couns el should se ek relief fro m the cou rts to assure confidentiality of attorney-client communications.29 Counsel should argue that past abuses by

29

We caution about waiver, res judicata, or collateral estoppel concerns before action is
taken or not taken.
Also, it should be noted that exhaustion of administrative remedies likely is required to
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the governm ent, coupled with attorne y-client confiden tiality and privilege u nder the S ixth
Amen dment, make secretly wiretapping and eavesdropping on attorney-client communications unco nstitutional.

Approved by the Ethics A dvisory Com mittee, Nov ember 20 02. Presen ted to the
NACDL Board of Directors, 2002 Fall Meeting, Chicago, Illinois, November 2, 2002
before release.

challenge a SAM even if the BOP has no authority over the matter. See Yousef v. Reno, 254 F.3d
1214, 1221-22 (10th Cir. 2001) (pre-October 31 amendment).
23

