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SUPERIOR COURT STATE OF CALIFORNIA
CITY AND COUNTY OF SAN FRANCISCO

People of the State of California,
Plaintiff,
vs.
Laquan Dawes,

Defendant.

Court No: 19002022

Motion to Quash and Suppress
Evidence under Penal Code §§
1538.5 and 1546

pate: 07/ 07(2022
Time: 4:00¢~
Dept: ([ (ToSet)

LaQuan Dawes, through counsel, moves the Court to quash the warrant

issued in this matter on December 4th, 2018. This “geofence” warrant
authorized San Francisco Police Officers to obtain the cell phone location data
for every Google user who happened to be in the vicinity of 1447 42nd Avenue

on the afternoon of October 24, 2018. It then permitted the police to get '

additional and more extensive location data for six specific users. The geofence

_1_



S O 0 NN N B W

(3] (\) o [\ ) [\ [\ [\ ] l\)ll\) — — — —_— — — — — — —

warrant issued in this case is both an unlawful and an unconstitutional
general warrant. It is overbroad and lacks the particularity required by the
Fourth Amendment. The Court should quash the warrant.

Introduction

The San Francisco Police Department obtained LaQuan Dawes’s personal
information using what has been termed a “geofence” warrant. While it is not
unusual for law enforcement to request and receive cell phone location data via
warrant, a geofence warrant is uniquely different from a standard cell phone
data warrant. This new type of warrant requires Google to produce data for
every single device that is using Google location services within a certain area
and at a particular time. Unlike all other warrants for personal cell data, which
requests data for a particular user, number, or account—these geofence
warrants do not have a particular user in mind.

Here, the warrant did not present Mr. Dawes as a suspect under
investigation or mention his name in any way. San Francisco Police had no
suspects in alleged burglary, so they wrote a warrant that would compel Google
to act as a detective for them. The warrant they authored does not specify the
name or identity of any of the people whose personal information was searched
as a result of this warrant. Instead, the warrant works backwards: it chose a
location and time and.then required Google to comb through a huge amount of
private data—held in what they call the “Sensorvault”—to find any and all
devices that were using Google location services in that area or time. It then
required Google to hand over all of that data to the San Francisco Police
Department. Officers then had complete discretion and no oversight as they
looked through the data and requested additional, private information from
devices they deemed relevant.

This is the definition of a modern-day incarnation of a “general warrant,”
and it is strictly prohibited by the Fourth Amendment. People using their

cellphones or devices have a reasonable expectation of privacy in their location
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data—it is sensitive information and reveals the “privacies of life” for users.! It
shows when and where people are in their homes, their places of worship, or in
hotel rooms. These are constitutionally protected spaces. The ability to access
data that can locate an individual quickly, cheaply, and retroactively is an
unprecedented expansion 6f law enforcement power and is certainly a search
within the meaning of the Fourth Amendment.

Geofence warrants like the one issued in this case are incapable of
satisfying the probable cause and particularity requirements of the Fourth
Amendment—and the fact that law enforcement obtained a warrant in this
matter does not save the search from being constitutionally invalid. The |
warrant here fails to establish probable cause and establish particularity to
search Mr. Dawes’s Sensorvault data. Even assuming that Google phones and
services are commonplace, there were no facts contained within the affidavit
here to establish that those involved with the home invasion used either a
Google device or an application—ever or at the time of the burglary. The
government’s generalizations about cell phone use, without any specific factual
nexus to the allegations in this case, are insufficient to establish probable case
for the sweeping search that was done here. Permitting this type of invasive
and overbroad request would gut Fourth Amendment protections. For these
reasons, the Court must quash the warrant and suppress the evidence
obtained from the geofence warrant in this matter.

‘How a Geofence Warrant Works

It is common for law enforcement to compel Google, via warrant, to
disclose records related to a particular user’s account—including data about
that user’s location and movement during a particular time of interest.?2 These

warrants identify a specific person of interest in a criminal investigation and

! Carpenter v. United States, 138 S. Ct. 2206, 2214 (2018).

2 Exhibit A: “Google Amicus”, filed in United States v. Chatrie, 19-cr-00130 (E.D. Va.
Dec. 20, 2019) (ECF No. 59-1) at 2-3.

_3._
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compel only information about that specific person.

A geofence warrant is something else entirely. As described by Google,
“[rJather than seeking information relating to a known suspect or person of
interest, these requests broadly seek to identify all Google LH [location history]
users whose LH data suggests that they were in a given area in a given
timeframe—even though law enforcement has no particularized basis to
suspect that all of those users played a role in, or possess any information
relevant to, the crime being investigated.”® This type of warrant requires Google
to conduct a “broad and intrusive” search across all Google users’ location
history information.#

Essentially, instead of only requesting data about whether “John Doe’s”
cellphone was at a certain Whole Foods on January 1, 2020, between 6 pm and
8 p.m.., a geofence warrant requests information about every single person
whose cellphone or device passed through the Whole Foods on January 1,
2020, between 6 and 8 p.m.. Google takes the location and timeframe provided
by law enforcement and has to search its entire database of location history to
determine which users’ devices might have been present in that area at that
time.5 This is a search of a massive scale.

The information being provided is also of a highly sensitive nature.
Location history information is “essentially a history or journal that Google
users can choose to create, edit, and store to record their movements and
travel...by enabling and using LH, a Google user can keep a virtual journal of
her whereabouts over a period of time....The Timeline might reflect, for
instance, that the user left her home on Elm Street in the morning and walked

to the bus stop, took the bus to her office on Main Street, walked to a nearby

3 Exhibit A: “Google Amicus” supra at 3.
41d at 4.
51d at 11-12.
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coffee shop and back to the office in the afternoon, and then went to a nearby
restaurant in the evening before returning home by car.”®

This is deeply personal and private information. These geographic areas
include private homes, government buildings, and places of worship. And this
information is being provided not for one, specific user—but for all of us who
happen to be using Google location services in that area at that time.

This data is also substantively different from other location history data
that has been previously considered by the US Supreme Court. In Carpenter,
the Court emphasized the revealing nature of “cell site location information,”?
(CSLI) but also noted that CSLI is a collection of time-stamped records that are
aufomatically generated by a wireless carrier, Verizon-for example, whenever a
phone connects to a physical cell site.8 Carriers like Verizon maintain these
records for their own business purposes—identifying spots of bad service or
roaming rates. Thus, when law enforcement askes for this cell service location
information, it is asking carriers like Verizon to turn over their automatically
generated business records relating to when a device connected to a cell site.

By contrast, Google location history information “is controlled by the user,
énd Google stores that information in accordance with the user’s decisions.” It
is not automatically generated and it is not a business record being stored and
used for the sake of Google. A user is entrusting Google to safeguard his or her
“journal” in the Sensorvault—and this is the information being compelled by a
geofence warrant. It is more personal, more detailed, and more specific. And
the search that is done is broader and more intrusive than a traditional cell

service location inquiry.

61d at 6.

7 Carpenter v. United States, supra, 138 S. Ct. at 2219.
8 1d at 8.; Carpenter 138 S.Ct. at 2211-2212.

91d at 9.
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Memorandum of Points and Authorities
STATEMENT OF THE CASE
Laquan Dawes was arrested on February 6, 2019, by the San Francisco
Police Department on an outstanding Ramey warrant, issued on January 28,
2019. Dawes is now charged with a violation of Penal Code section 459 (first
degree burglary) with an allegation under Penal Code section 667.5(c)(21) (hot
prowl); and with a violation of Penal Code section 487(a) (grand theft).

STATEMENT OF FACTS

Surveillance footage captures four unknown suspects before and during a

reported burglary on October 24, 2018

On October 24, 2018, a residential burglary was reported at 1447 42nd
Avenue in San Francisco. Nearby security cameras recorded a male suspect
(S1) arrive in a four-door sedan, walk to 1447 42nd Avenue, and then return to
the car before driving away a minute later. Almost two hours later, a second
suspect (S2) is seen walking toward 1447 42nd Avenue and then leaving. An
hour after that, footage shows a new, different four-door sedan arrive. The
same two male suspects from before, S1 and S2, get out of the new car. There
are two, different men who remain inside the new car. S1 and S2 are seen
walking back and forth from 1447 42nd Avenue and the four-door sedan,
carrying items. No suspects were identified from the video footage nor were

there any discernable license plate numbers pulled for either involved vehicle.

Having made no identifications of the suspects, Sergeant Farrell requests a

broad, reverse geolocation search for Google customer data.
On October 30, 2018, Sgt. Farrell of SFPD circulated a crime alert with

screenshot images of the burglary suspects to surrounding law enforcement

departments. As of December 3, 2018, Sgt. Farrell had received no responses.
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On December 4, 2018, Sergeant Farrell authored a search warrant
affidavit for reverse geolocation data from Google, Inc. in relation to this
incident. This warrant cast a wide net, requesting all location history based on
cellular, Global Positioning System (“GPS”), and Wi-Fi data for every mobile
device within half a block of 1447 42nd Avenue on October 24, 2018. Sgt
Farrell asked for: _

“Google to conduct a search of all Android enabled mobile devices that

recorded location data within the geographical area of 1447 42nd

Avenue.,.”10 '

The warrant requested all mobile device data from during and around the
time of the reported burglary.!! Specifically, for every single device that passed
through the search area at any moment between 2:45 p.m. and 3:15 p.m., 4:30
p-m. and 5:00 p.m., and 5:20 p.m. and 6:30 p.m. '

The warrant requests location information related to Google accounts. No
specific applications, such as Gmail, Google Maps, Play Store, etc. are
requested—instead the warrant discusses “Android enabled mobile devices.”

The reason for this request was Sgt Farrell’s generalized assumption that
the, “most common types of cell phones used by the vast majority of the people
in the United States are smart phones...” and that, “Based on my training and
experience, I know the two most commonly used smart phone operating
systems are i0S, which run on Apple iPhones, and Android...”12

After permitting police investigators to analyze any initial data return to
identify suspects, the warrant enables the following:

“For those accounts identified as relevant to the ongoing invesiigation

10 Exhibit B: Warrant for LaQuan Dawes, page 11.
11 A “reverse geolocation search” is distinguished from a “geolocation search” in that

the latter seeks to reveal a specific individual’s movements whereas the former begins
with a location and then seeks to reveal which specific individuals were present there.

12 Exhibit B, Warrant, pg 10.


















































