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— Read the articles articles in the report



— Publications — a topic at issues

— Bias? Always for the prosecution

— How much money? Is being an expert for one side
the primary income



t information






— Does the
relevant area-

e Pa.R.E. 702 - a properly qualified expert must possess
the requisite level of “knowledge, skill, experience,
training or education” to reach his conclusion.




— Ifitisre
accuracy of tes

attack the



— Focus on positives
— Are there elements that you can work with



e hired

presented
by experts w comply their
testimony with the trend of the attorney who
hires them



— Skewed inter



e Ch ter

— Understa

— Work with exper
challenge

— Make sure the specific questions are worded
artfully within the field of expertise

— Do NOT rely solely on expert — you must be able
to ad lib

specific areas of



offense
— sence in the

Can the location data help you?



— |s it a coinci
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crime

— Many cell towe o buildings — find
out what is there and in the area around it



nd a greater
number of to

— The towers are not 360 — location is directional
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— Look for

 Phone connects to st signal not to closest tower

e Are there places where you can demonstrate that cell
phone location could not have followed from one tower
to the next
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accompany folde
report.

T and should
e data described in the



" This is
gene request, the
search pe he results. It
should mention t uesting the search, the

nature of the investigation, and the voucher numbers
of the items searched.



action was taken
and the results.

e The “Forensic Mobile Phone Submission form.” This is
the request by the DA to the DT examining the mobile
device



examinin e basis for the
warrant.

* The search warrant or consent/written consent to
search form.

* Photographs of the device.



— Hidden data = ot see e.g. web
history, email headers, picture data



files and all
hidden data



— By type - S

— By time frame

— Review contents of report to determine what if
any limitations were placed on the search



— Did clie
e.g. SMS an

mediums -
xt feature



e CelleBrit ertifications in
addition to mis ications. These include:

— beginner - The CelleBrite Mobile Forensic Fundamentals
Online course (CMFF);

— intermediate - The CelleBrite Certified Logical Operator (CCLO)
— advanced- The CelleBrite Certified Physical Analyst (CCPA) and

— highest level- The CelleBrite Certified Mobile
Examiner(CCME).
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* As an ave
know is on you

— Human searches - discerning them from other
searches

e URL = google/yahoo/bing






— searche
next time you
black boots ... that is a cookie!

ok you see an ad for



les -

possesse w to explain?
— Client’s wife sear oms vaginal pain”

— All but 2 of the images are contained in cookies



knowing con
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