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Objectives

SCOTUS: Digital is Different, Jones/Riley/Carpenter

How Device and Account Searches Work 

Challenges Breadth, Particularity



Another Olmstead-Katz Moment
Katz v. United States
389 U.S. 347 (1967)

Olmstead v. United States
277 U.S. 438 (1928)



Digital is Different
United States v. Jones, 132 S.Ct. 945 (2012)

Riley v. California, 134 S.Ct. 2473 (2014)

Carpenter v. United States, 138 S.Ct. 2206 (2018)



But… 
 “nothing is left to the discretion of the officer executing the 

warrant,” has become more of an aspiration than a rule. 

 “‘[c]omputer search warrants are the closest things to general 
warrants we have confronted in this history of the Republic.”

 There is a “serious risk that every warrant for electronic 
information will become, in effect, a general warrant, 
rendering the Fourth Amendment irrelevant” 



Their Narrative
 Incriminating evidence can be 

manipulated, concealed, and disguised. 

 Incriminating data is intermingled with 
private non-criminal data. AKA the “needle 
in the haystack argument” 

 Data is fragile and extractions are difficult.

 1110000011010100100010110 

 Conclusion: Digital searches are 
complicated so don’t apply the 4th 
Amendment in such a restrictive fashion. 



Device & Accounts



Device Searches
 Multiple steps
 Extraction- opportunities to limit 

data extracted
 Search – opportunities to limit what 

is viewed.
 Creation of reports – or segregating 

of responsive from non-responsive 
data. 



Step 1 - Extraction/Imaging

 There are different 
types of extractions or 
images

  Cellebrite: physical, 
advanced file system, 
file system, advanced 
logical, logical. 



Step 1 - Extraction/Imaging



Step 1.5 – Extraction/Reports



Step 2 Search/Analysis



Step 2 – Search/Analysis



Step 3- Segregation

 At some point they must STOP 
searching!

 Identify responsive data and 
segregate it. 



Account Searches
 Multiple steps

 Step 1- search and segregation by 
ISP

 Step 2- search or analysis of the 
data by the government

 Step 3- creation of reports or 
segregation 



Account Warrants



Probable Cause
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Probable Cause
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Particularity & Breadth
 Particularity – warrant must clearly 

state what evidence is sought.

 Breadth – scope of the warrant 
must be limited to that evidence 
for which the government had 
established probable cause.



Probable Cause and Breadth
 Interrelated issues

 Two PC requirements 
 PC crime committed 
 PC that the evidence exists in the 

place to be searched 

 Breadth= PC for each item to be 
seized or place to be searched



Overbreadth Example: Device

 Affidavit states
 D seen on video committing a shooting.
 Informant says he heard D calling others  about the shooting and 

saw him sending text messages about how he committed the 
shooting and how he would dispose of the firearm. 

 Reliability is established
 D found with phone on him.







Overbreadth Example: Account









Particularity
 Particularity – name the data 

sought. 

 Lack of particularity can also 
make a warranty overbroad. 

 If you don’t name the data to be 
seized then the government can 
seize everything(and they don’t 
have pc for everything). 



Particularity: Andresen & Evil Riley
 Andresen v. Maryland, 427 U.S. 

463, 481 n. 10 & 11 (1976) 
 Particularity has an inverse 

relationship with complexity 

 United States v. Riley, 906 F.2d 841, 
845 (2d Cir. 1990)(aka the evil 
Riley)
 “few people keep documents of 

their criminal transactions in a 
folder marked ‘drug records’”



Particularity: Reframing Andresen

Particularity

Complexity

Complexity

Particularity



Particularity: Reframing Andresen 



Particularity: Addressing Riley
 Again, reframe Andresen.

 Although about particularity cases 
that cite it conflate the issues of 
particularity and execution. 

 Execution is not the same thing as 
particularity. 

 It doesn’t matter that someone 
can hide or rename files. 



Addressing Riley = Franks
 The problems of hidden or altered 

files are overstated

 Even more overstated when it 
comes to phone and account 
searches

 If you see it in an affidavit for a 
broad warrant file a Franks motion!

 But don’t get baited into arguing 
execution in the wrong places. 



Particularity Example: Device





Particularity & Overbreadth
 State v. Jandreau, 288 A.3d 371 (2022)

 The motion “included a section on what 
he asserted to be the overbreadth and 
lack of particularity of all four of the 
search warrants issued. However, the 
motion did not differentiate among the 
four warrants, did not quote or refer to 
any specific portion of any of the 
warrants, and did not link its boilerplate 
recitations of law and citations to cases 
to any specific portion of any of the four 
warrants or affidavits.”



Our Narrative
 Particularity ≠ Execution

 Not actually complex so they 
need to be VERY particular.

 No needles or haystacks

 No hiding/renaming files

 Its NOT that COMPLICATED!
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