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Resisting the Good-Faith
Exception in Cases
Involving Novel

Types of Surveillance

I. Introduction

Too often, defendants have no remedy when police
deploy novel surveillance tools in ways that violate the
Fourth Amendment. Even when courts are willing to
acknowledge that the surveillance was unconstitutional,
they often decline to suppress the evidence based on the
good-faith exception to the exclusionary rule.

The U.S. Supreme Court created the good-faith
exception to allow evidence to be admitted when it was
obtained by officers acting in objectively reasonable
reliance on a judicially authorized search warrant later
found to be constitutionally defective. Despite the Court’s
assurance that “it is clear that in some circumstances the
officer will have no reasonable grounds for believing that
the warrant was properly issued” and appellate courts’
proclamations that “[g]ood faith is not a magic lamp for
police officers to rub whenever they find themselves in
trouble,” the good-faith exception at times appears to
have swallowed the exclusionary rule whole.’ It is partic-
ularly invidious in the context of novel types of searches,
where the exception not only ratifies Fourth Amendment
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violations, but also allows police to experiment with con-
stitutionally dubious surveillance tools with impunity,
and allows courts to sidestep the most difficult and
important Fourth Amendment questions.

Over the past decade, examples abound of how
the good-faith doctrine perverts the law and harms
criminal defendants who prevail in their substantive
legal arguments challenging novel surveillance tactics.
For example, district courts have applied the good-
faith exception in refusing to suppress evidence
obtained from “geofence warrants.” These novel war-
rants identify a geographical area and then purport-
edly authorize law enforcement to negotiate with
Google to obtain location and account information
about any number of Google users who were in that
area.’ The Middle District of Alabama “s[aw] no need
to journey into the quagmire of geofence search war-
rants because ... the Leon good faith exception
applie[d].”* The Eastern District of Virginia made an
extensive journey into that quagmire and found it
“difficult to overstate the breadth of [the geofence
warrant at issue], particularly in light of the narrow-
ness of the Government’s probable cause showing,”
but nonetheless applied the good-faith exception.®

The good-faith exception has also been invoked to
admit evidence from cell-site simulators, which are
devices that mimic cell towers in order to capture large
quantities of data about mobile phones in the area. In
some cases, courts have applied the good-faith exception
despite officers’ failure to disclose that they intend to use
cell-site simulators — much less explain how they work.”

The good-faith exception was also often invoked to
admit evidence obtained through a novel type of war-
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rant that most courts agreed was
invalid. In 2015, the FBI obtained a
warrant to deliver malware to any com-
puter that connected to a child pornog-
raphy website, Playpen. Unbeknownst
to the user, the malware would collect
identifying information from the com-
puter and send it back to the FBI’s serv-
er. The FBI termed this hack a “Net-
work Investigative Technique” or “NIT.”
Defendants across the country chal-
lenged the validity of the Playpen NIT
warrant on the grounds that it violated
the Fourth Amendment’s probable
cause and particularity requirements,
and that the magistrate judge lacked
jurisdiction to issue it because it
authorized searches of computers
around the world.* Many courts consid-
ering the validity of the Playpen NIT
warrant determined the warrant was
not properly issued but still held that
suppression was not required —
because of the good-faith exception.’

Overcoming the good-faith excep-
tion is certainly an uphill battle, but this
article offers three arguments defense
attorneys can make when challenging its
application in cases where officers
deploy novel search technologies.

First, the Supreme Court’s require-
ment that the good-faith inquiry
remain objective serves an especially
important function in cases involving
novel surveillance techniques. In such
cases, courts are often tempted to
emphasize officers’ subjective beliefs
and good intentions because officers
are “doing their best” in the face of new
technologies and/or legal uncertainty.
Defendants must remind the court that
the good-faith exception requires objec-
tively reasonable reliance on external
authority so as to ensure that police
maintain a reasonable understanding of
what the Fourth Amendment demands.
Where police have exempted them-
selves from living up to that responsi-
bility, evidence should be suppressed.

Second, and relatedly, there should
be a higher bar for demonstrating
objective reasonableness in cases where
officers rely on authorization to con-
duct novel types of surveillance
because any reasonably well-trained
officer would recognize that deploying
new surveillance tools presents a
heightened risk of infringing constitu-
tional rights. Where courts have not yet
considered how a new technology
could be used to execute a constitu-
tional search, officers must provide the
magistrate with extra detail and speci-
ficity to understand precisely how the
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technology works; otherwise, magis-
trates will have no way of exercising
independent judgment over whether
the proposed search satisfies the
Fourth Amendment’s probable cause
and particularity requirements.

Third, defense counsel should urge
courts to decide whether the govern-
ment violated the Fourth Amendment
before proceeding to determine
whether the good-faith exception
applies. Doing so will press courts to
seriously consider the Fourth Amend-
ment issues in the case, and provide
useful precedent for future defendants
to argue against application of the
good-faith exception in their cases.
Deciding the underlying Fourth
Amendment questions also provides
much needed guidance to future offi-
cers and magistrates, and ensures that
the law around surveillance and indi-
vidual rights does not stagnate through
repeated avoidance of substantive deci-
sions on the merits.

ll. The good-faith inquiry is an
objective one that requires
officers to maintain a
reasonable knowledge
of what the law prohibits.
Evidence collected in violation of

the Fourth Amendment should ordi-
narily be suppressed." But in United
States v. Leon, the Supreme Court cre-
ated an exception to the exclusionary
rule where law enforcement officers
rely in “good faith” on a judicially
authorized, facially valid warrant later
determined to be defective." The Court
has since expanded this good-faith
exception to apply when an officer rea-
sonably relies on a facially constitu-
tional statute,”” binding appellate
precedent later overturned,” or com-
puter records showing outstanding
warrants that were later discovered to
be inaccurate due to clerical employ-
ees’ negligence in updating them."

It is well established that, in order
for the good-faith exception to apply in
any situation, the officer’s reliance on
the external authority purportedly jus-
tifying the search must be “objectively
reasonable”” But courts considering
officers’ conduct with respect to novel
surveillance tools are especially prone
to veering into subjective inquiries and
disregarding the stated purpose of the
objective inquiry: to “‘retain[] the
value of the exclusionary rule as an
incentive for the law enforcement pro-
fession as a whole to conduct them-
selves in accord with the Fourth

Amendment,” and “require[] officers
to have reasonable knowledge of what
the law prohibits.”*® The first step in
resisting application of the good-faith
exception in cases involving novel sur-
veillance techniques is to emphasize
the objective nature of the good-faith
inquiry and the need to incentivize
knowledge of, and adherence to,
Fourth Amendment principles.

In crafting the good-faith excep-
tion, the Leon Court recognized that
“[m]any objections to a good-faith
exception assume that the exception will
turn on the subjective good faith of
individual officers.”” The Court
responded to those objections by clari-
fying: “the standard of reasonableness
we adopt is an objective one.”” But
courts have since recognized that, for an
objective inquiry, “good faith” can be a
misleading, “inaccurately named”"
term — even a “misnomer.”* The “good
faith” label is “perhaps confusing[],”
because an officer’s subjective good
faith is actually irrelevant to the
inquiry.?" Instead, the inquiry is “con-
fined to the objectively ascertainable
question whether a reasonably well-
trained officer would have known that
the search was illegal in light of all of the
circumstances.”* Courts must “strive to
maintain focus on the objective
nature of the inquiry and to avoid slip-
ping into consideration of subjective
factors, a danger perhaps created by the
misleading ‘good faith’ label.”*

Courts confronting novel surveil-
lance issues sometimes implicitly stray
from these instructions and latch onto
a narrative that applying the exclu-
sionary rule would unfairly punish
police officers who are merely doing
their best in difficult situations. For
example, the Eastern District of Vir-
ginia recently found that a geofence
warrant “plainly violate[d] the rights
enshrined in [the Fourth] Amend-
ment,”* as it “lacked any semblance of
[the required] particularized probable
cause” and demonstrated a “clear lack
of particularity”* Yet, when it came
time to determine whether the good-
faith exception applied, the court
excused the officer’s reliance on the
plainly deficient geofence warrant
because “the permissibility of geofence
warrants is a complex topic, requiring
a detailed, nuanced understanding and
application of Fourth Amendment
principles, which police officers are
not and cannot be expected to pos-
sess.”” Reliance on the warrant was
not unreasonable, the court contin-
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ued, because “[i]n the face of ... legal
uncertainty, [the officer] relied on his
past experience seeking geofence war-
rants — he had sought three before
applying for this one,” and he “sought
‘advice from counsel before applying
for the warrant.”*

But the novelty of a surveillance
technique does not render an officer’s
conduct “objectively reasonable” and
excuse an illegal search. As explained
below, much depends on whether the
officer provided the magistrate with
sufficient information to evaluate the

Courts confronting novel surveillance issues
sometimes latch onto a narrative that
applying the exclusionary rule would
unfairly punish police officers who are
merely doing their best in difficult situations.

This error is distressingly com-
mon. In considering a NIT warrant, the
First Circuit held that the good-faith
exception applied because “[f]aced
with the novel question of whether a
NIT warrant can issue — for which
there was no precedent on point — the
government turned to the courts for
guidance” by applying for a warrant.”
The court noted this situation was “dis-
tinct from one in which the govern-
ment would request and somehow
obtain a warrant to engage in conduct
it knows to be illegal.”® Likewise, the
Eastern District of Michigan applied
the good-faith exception to admit evi-
dence obtained from a NIT warrant
because “[t]he FBI should not be fault-
ed for failing to correctly predict the
outcome of an intricate, disputed ques-
tion of federal jurisdiction,” and the
FBI did not “purposely avoid[] compli-
ance with the law.”*!

And in considering a court order
for a cell-site simulator, the Eastern
District of Missouri reasoned that
applying the exclusionary rule would
“serve no useful deterrent purpose”
because, “[d]espite the lack of clarity in
the law regarding cellphone location
surveillance, before employing a Cell
Site Simulator in this case, [the officer]
presented a sworn application for a
court order authorizing the investiga-
tors to precisely locate [the defendant’s]
cellphone,” and reasonably relied on the
resulting facially valid court order.”

Without engaging in subjective
inquiries outright, these courts have
implicitly reasoned that officers are
essentially doing their best in the face of
difficult legal questions and absolved
these officers of a duty to understand
how Fourth Amendment principles
apply when police seek authorization to
deploy novel surveillance tools.
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lawfulness of the proposed search. But
the first step in resisting application of
the good-faith exception is to empha-
size the objective nature of the good-
faith inquiry, explain that it does not
turn on the officer’s subjective inten-
tions or beliefs, and remind the court
that applying the exception essentially
ratifies the officer’s conduct as objec-
tively reasonable.

For example, in United States v.
Lyles, the Fourth Circuit considered a
warrant to search a home for evidence
of marijuana possession based on
police finding three marijuana stems in
a trash pull.” In declining to apply the
good-faith exception, the court noted
that it was “not at all impugn[ing] the
subjective good faith of the officer who
ran the warrant application through
review, including by his superior and a
state prosecutor, before submitting it
to the magistrate.”* But the court con-
cluded that “Leon’s standard is ulti-
mately an ‘objective’ one. ... And
objectively speaking, what transpired
here is not acceptable.”

To be sure, legal uncertainty around
the use of a particular surveillance tool
might evidence that an officer lacked
subjective bad faith and did not set out
intending to violate constitutional
rights. But that alone is not enough to
trigger the good-faith exception. The
only way to ensure that police maintain
reasonable knowledge of how to comply
with Fourth Amendment principles as
new surveillance tools develop is to sup-
press evidence when an officer violates
those principles.

Further, if the novelty of a surveil-
lance tool were always evidence of
good faith, then police would have no
incentive to adhere to Fourth Amend-
ment requirements. As Justice Potter
Stewart warned after his retirement,

and before the good-faith exception
was adopted, “[i]f the courts admit ille-
gally obtained evidence” in situations
“where the search at issue presents the
occasion for the trial court to settle a
previously unsettled question of
Fourth Amendment jurisprudence,”
“there would be little reason for police
officers to err on the side of caution
where constitutional principles are
unsettled.”*® Instead, officers could
present warrant applications with just
enough information to get the warrant
approved, but not enough information
to put the magistrate on notice that the
officer was seeking authorization for a
novel type of search that risks violating
the Fourth Amendment.

By properly applying the objective
element of the good-faith inquiry,
courts play a crucial role in correcting
for these incentives. Officers must still
adhere to traditional Fourth Amend-
ment principles when conducting novel
types of searches, even when courts
have not explicitly ruled on the nuances
of how those principles would apply to
a particular type of surveillance. When
they fail to do so, even if unintentional-
ly, suppressing evidence clarifies to offi-
cers what the Fourth Amendment
requires and incentivizes caution and
candor in future cases involving novel
types of searches.

lll. The bar for objective
reasonableness is heightened
where officers seek to use
novel surveillance tools.

When seeking to use a novel type of
surveillance tool, law enforcement offi-
cers must be particularly careful to pro-
vide sufficient context and detail to
allow a magistrate judge to fully under-
stand the proposed search, so that the
magistrate can exercise independent
judgment over whether the proposed
search is supported by probable cause
and, if appropriate, issue a warrant that
is sufficiently particularized.

Defendants can urge courts to rec-
ognize that the bar for objective reason-
ableness is heightened in cases involving
novel surveillance techniques by refer-
ring to basic Fourth Amendment princi-
ples that any reasonably well-trained
officer should understand: (1) the officer
owes a duty of candor to the magistrate
who issues the warrant; (2) the officer
must provide the magistrate with an
opportunity to exercise independent
judgment over whether the proposed
search is constitutional; (3) the officer
must include in the affidavit sufficient
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indicia of probable cause to render belief
in its existence reasonable; and (4) the
warrant must particularize the place to
be searched and the things to be seized.
These four principles map on to the four
situations in which the good-faith
exception does not apply, as articulated
in United States v. Leon, and demand
even more from officers who seek
authorization to deploy novel surveil-
lance tools, as demonstrated in Table 1.

Each of these principles is discussed
further below.

1. The officer owes the magistrate a
heightened duty of candor because
the magistrate is starting with less
baseline knowledge and context.

Any reasonably well-trained officer
who has been adequately incentivized
to comply with the Fourth Amendment
will be especially careful to provide the
magistrate with as much detail as possi-
ble when seeking authorization to use a
novel surveillance tool. To establish
good faith, an officer must have “rea-
sonable grounds” to believe that a mag-
istrate made a probable cause determi-
nation and “properly issued” the war-
rant.”* In order for an officer’s reliance
on the magistrate’s determination to be
objectively reasonable, the officer must
have supplied the magistrate with
information “sufficient for a judge to
exercise his independent judgment on
issuing a search warrant.”*

Warrant proceedings, which are
conducted ex parte, always demand a
heightened duty of candor from law
enforcement because the magistrate
only hears from one party — namely,
“the officer engaged in the often com-
petitive enterprise of ferreting out
crime.” There is no adversarial process
to bring to light “the information that
may contradict the good faith and rea-
sonable basis of the affiant’s allega-
tions.”* Because the magistrate is only
getting law enforcement’s perspective,
that perspective must include a thor-
ough, detailed presentation of facts.

When law enforcement officers seek
authorization to conduct surveillance
using novel and complex technologies
that magistrates are likely unfamiliar
with, the already-high bar for candor
should be even higher. In order for mag-
istrates to be able to exercise independent
judgment as to whether the proposed
search would violate the Fourth
Amendment, they must be given enough
information (including highly technical
information, provided in understandable
terms) to understand precisely how the
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Table 1

Exception to the
good-faith exception®

An affiant knowingly
or recklessly included
false information in an
affidavit which misled
the magistrate who
issued the warrant

The magistrate “wholly
abandoned his judicial
role”in issuing the warrant
such that“no reasonably
well-trained officer should
rely on the warrant”

The warrant is based on an
affidavit“so lacking in
indicia of probable cause
as to render official belief
in its existence entirely
unreasonable”

The warrant is “so facially
deficient — i.e., in failing to
particularize the place to

Officer’s affirmative
duty in all cases

The officer owes a duty of
candor the magistrate who
issues the warrant

The officer must provide
the magistrate with an
opportunity to exercise
independent judgment
over whether the proposed
search is constitutional

The officer must include in
the affidavit sufficient
indicia of probable cause to
render belief in its
existence reasonable

The warrant must
particularize the place to
be searched and the things
to be seized

Rationale for heightened
duty when using novel
surveillance tool

The magistrate starts with
less baseline knowledge
and context

There is likely to be more
involvement of non-
judicial actors, i.e., those
operating the technology,
who, like officers, are
inadequately incentivized
to adhere to constitutional
requirements

Officers will be tempted to
limit the search not based
on probable cause but on
the surveillance tool’s
technical capabilities

Magistrates will not have a
sufficiently precise idea of
exactly how/where/on
what the search is

be searched or the things
to be seized — that the
executing officers cannot
reasonably presume it to
be valid”

conducted, and what
results from it; it is the
officer’s responsibility to
eliminate any ambiguity in
the warrant

search will be conducted and the nature
and form of the items to be seized. For
example, if the proposed search consists
of obtaining data about devices that were
in a specified area during a specified
time, the magistrate’s ability to deter-
mine whether this proposed geofence
search comports with the Fourth
Amendment depends on the officer
informing the magistrate of myriad facts
that she has no other basis for learning
— e.g., the nature and scope of the data,
how it will be determined which devices
were in that area, the potential for sweep-
ing in unrelated devices, etc.

“By reporting less than the total
story, an affiant can manipulate the
inferences a magistrate will draw.”* If an
affiant “deliberately or recklessly” omits
material facts from the warrant applica-
tion, then the reliance on the warrant is
objectively unreasonable.”

For example, a Maryland court
declined to apply the good-faith excep-
tion where the government “submitted

an overreaching pen register\trap &
trace application that failed to clearly
articulate the intended use, i.e., to track
[the defendant’s] cellphone using an
active cell site simulator”* The court
explained that it “cannot say the
[Baltimore Police Department] officers
in this case reasonably relied on the
warrant obtained through their own
misleading order application and
unconstitutionally intrusive conduct,”
because “[t]o do so would allow law
enforcement to insulate its own errors
merely by presenting limited informa-
tion to a magistrate, obtaining a warrant
post-intrusion, and then re-entering the
place to be searched.””

The same is true when officers fail
to provide the magistrate with facts
about the nature of the area to be
searched — whether traditional or
novel. For example, in United States v.
Reilly, the Second Circuit held that the
good-faith exception did not apply
where officers submitted an affidavit
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that failed to provide the magistrate
with sufficient information about the
property at which the search would
occur — and which the officers had
already searched prior to obtaining the
warrant.” While the affidavit included a
photograph of the property, “the photo-
copy [wals of such poor quality that it
would do Rorschach proud” The fail-
ure to provide “information about the
distances involved, the layout, condi-
tions, and other like particulars of
Reilly’s land was crucial” to assessing the
legality of the search.® “Without it, the
issuing judge could not possibly make a
valid assessment of the legality of the
warrant that he was asked to issue.”*
The court held “that recklessness may be
inferred when omitted information was
‘clearly critical’ to assessing the legality
of a search,” and found that “[t]he offi-
cers’ failure in the case before us to pro-
vide the issuing judge with information
about their search precludes a finding of
good faith on their part.””

A cursory description of a digital
space that will be searched is even more
likely to mislead a magistrate than a
fuzzy photograph because the magis-
trate is starting with even less baseline
knowledge. If an officer fails to thor-
oughly explain the proposed search to a
magistrate, then the magistrate has an
impossible task of double-checking
every fact, and every omission of fact, to
assess whether the officer has additional
information relevant to the magistrate’s
constitutional task.”

Candor about every part of a search
is especially crucial when police seek
authorization to conduct a novel type of
surveillance. Facts about the surveillance
tool and how it works are clearly critical
to understanding the degree of the pri-
vacy invasion at issue and ensuring that
the search does not run afoul of the
Fourth Amendment’s requirements. For
example, if an officer fails to disclose
that a tool operates with a margin of
error that could lead to the collection of
information about innocent third par-
ties, then the magistrate has no reason to
insist that the officer take steps to nar-
row the search. If the officer fails to dis-
close that the tool might reach people in
their homes or other protected spaces,
then the magistrate is missing informa-
tion critical to understanding the rea-
sonableness of the search. Officers
should reasonably know when they are
asking magistrates to approve novel
types of searches, so their omission of
any facts about how the search will be
conducted is necessarily reckless.
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2. The officer must provide the
magistrate with an opportunity to
exercise independent judgment
over whether every aspect of the
proposed search is constitutional.

The Leon Court determined that

the good-faith exception should “not
apply in cases where the issuing magis-
trate wholly abandoned his judicial role
in the manner condemned in Lo-Ji
Sales,” reasoning that “in such circum-
stances, no reasonably well trained offi-
cer should rely on the warrant”” In Lo-
Ji Sales, an investigator purchased films
from an adult bookstore, concluded that
the films violated obscenity laws, and
then took the films to the Town Justice
to obtain a warrant to search the store.”
The investigator requested that the Town
Justice accompany him to the store in
order “to allow the Town Justice to deter-
mine independently if any other items at
the store were possessed in violation of
law and subject to seizure.”” The Court
held that the Fourth Amendment does
not “countenance open-ended warrants,
to be completed while a search is being
conducted and items seized or after the
seizure has been carried out.”*

Warrants authorizing complex sur-

veillance processes might fall under this
exception to the good-faith exception if
the search involves decisions that must
be made after the warrant issues. For
example, geofence warrants typically
specify a geographical area and author-
ize law enforcement officers to obtain
from Google anonymized information
about all devices within the area during
a specified time. But once officers have
obtained that information, they proceed
to request from Google additional infor-
mation about a subset of the devices,
and eventually, de-anonymized infor-
mation about those devices which law
enforcement deems most relevant to
their investigation — without any fur-
ther judicial review. These types of war-
rants force magistrates to cede their role
to law enforcement officers. A Virginia
court explained:

The police want to unilaterally
tell Google which cellphones it
wants to unmask to obtain the
owner’s personal information.
The Court may not give police
this judicial discretion. Rather,
the Court must be the entity to
approve or deny the unmasking
and disclosure of the personal
identifying information of peo-
ple to be searched. It can only
do this after it makes a proba-

ble cause and particularity
determination with full infor-
mation. It cannot delegate this
duty to the police.”

At first blush, authorizing this type
of process might seem distinguishable
from the judicial conduct in Lo-Ji Sales
because there, the Town Justice “allowed
himself to become a member, if not the
leader, of the search party which was
essentially a police operation.”

But Lo-Ji Sales stands for the broad-
er proposition that “a warrant author-
ized by a neutral and detached judicial
officer is ‘a more reliable safeguard
against improper searches than the hur-
ried judgment of a law enforcement offi-
cer engaged in the often competitive
enterprise of ferreting out crime.””
Such hurried judgment becomes partic-
ularly dangerous when armed with pow-
erful, novel surveillance tools — espe-
cially those created and/or operated by
private companies that generally have no
obligation to adhere to Fourth Amend-
ment principles.

“[OJur basic constitutional doc-
trine” holds that “individual freedoms
will best be preserved through a separa-
tion of powers and division of functions
among the different branches and levels
of Government.”® Thus “[a]bsent some
grave emergency, the Fourth Amend-
ment has interposed a magistrate
between the citizen and the police ... so
that an objective mind might weigh the
need to invade that privacy in order to
enforce the law.”® Whether the magis-
trate joins in the search as a law enforce-
ment officer, or delegates the constitu-
tional review and probable cause deter-
minations to law enforcement officers
and/or private actors, Fourth Amend-
ment protections are obviously eroded
in a way that any reasonably well-trained
officer should recognize.

3. Warrants must be limited by the
existence of probable cause to
search — not expanded by the
search tool’s technical capabilities.

The Leon Court held that suppres-

sion is generally unwarranted where
police rely on a warrant that is later
found to be unsupported by probable
cause, because “[r]easonable minds fre-
quently may differ on the question
whether a particular affidavit establishes
probable cause.”® Given that independ-
ent magistrates might — on the same
facts — reach different conclusions as to
whether an affidavit establishes probable
cause for the proposed search, deference
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should be given to the magistrate’s
determination. In other words, “on close
calls second guessing the issuing judge is
not a basis for excluding evidence.”®

Defendants should therefore con-
centrate the court’s attention on obvious
disconnects between portions of the
place to be searched and the facts pre-
sented to establish probable cause.
Obvious disconnects — as opposed to
more complicated and technical ones —
are more likely to lead the court to find
that an affidavit was so lacking in indicia
of probable cause as to render reliance
upon it unreasonable.

That is because any reasonably
well-trained officer knows that the
proper scope of a search must be deter-
mined with reference to the facts estab-
lishing probable cause. When an officer
seeks to use a surveillance tool that will
capture vast amounts of information,
there must be facts establishing proba-
ble cause to collect that vast amount of
information. It is not enough to estab-
lish that probable cause exists to collect
some sliver of it.*

Some courts considering applica-
tions for geofence warrants have recog-
nized that they fail to meet the Fourth
Amendment’s probable cause require-
ment because they gather data about
many devices that have nothing to do
with the alleged crime. The District of
Kansas found, in rejecting a geofence
warrant application, that “[i]f a geofence
warrant is likely to return a large
amount of data from individuals having
nothing to do with the alleged criminal
activity ... the sheer amount of informa-
tion lessens the likelihood that the data
would reveal a criminal suspect’s identi-
ty, thereby weakening the showing of
probable cause.” And the Northern
District of Illinois determined that,
because geofence warrants seek “to cause
the disclosure of the identities of various
persons whose  Google-connected
devices entered the geofences, the gov-
ernment must satisfy probable cause as
to those persons.”® The geofence war-
rant there could not pass constitutional
muster because “the government ha[d]
not established probable cause to believe
that evidence of a crime will be found in
the location history and identifying sub-
scriber information of persons other
than [one] Unknown Subject.”

But other cases considering applica-
tions for geofence warrants have
approved them, finding that they are
similar to more traditional types of
searches that also sweep in items unre-
lated to the alleged crime. The District
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Court for the District of Columbia, for
example, noted that an officer searching
a business’s filing cabinet will likely see
some innocuous documents.” The court
reasoned that “[t]he Fourth Amendment
was not enacted to squelch reasonable
investigative techniques because of the
likelihood — or even certainty — that
the privacy interests of third parties
uninvolved in criminal activity would be
implicated.”® With respect to the
geofence search at issue, the court
observed that “it appears physically
impossible for the government to have
constructed its geofence to exclude
everyone but the suspects”” In other
words, the geofence technique necessar-
ily captures information about devices
for which there was no probable cause.

Importantly, the fact that a surveil-
lance tool cannot be deployed in a way
that would search only places for which
there is probable cause to believe evi-
dence will be found, and seize only items
specified in the warrant, should not
mean that police can use that tool with
impunity. To the contrary, “the Supreme
Court has made clear that the good-faith
exception applies only if the officers had
an objectively reasonable belief that
their conduct was lawful, and not merely
preferable or more expedient than com-
plying with the Fourth Amendment.””
Officers must take care to ensure that
each aspect of the search they seek to
conduct comports with longstanding
Fourth Amendment principles.

Where the government’s good-faith
argument implicitly rests on the notion
that those principles are harder to follow
because of the mechanics of the novel
surveillance tool it seeks to use, defense
attorneys can urge the court to reaffirm
that, as technology continues to develop,
courts will “assure [] preservation of that
degree of privacy against government
that existed when the Fourth Amend-
ment was adopted.””> While both the
good-faith exception and the exclusion-
ary rule itself are relatively modern judi-
cial inventions, the probable cause
requirement is not.® It is objectively
unreasonable for an officer to believe the
probable cause requirement loosens
merely because police have access to
novel surveillance technologies that
make the probable cause requirement
more difficult to satisfy.

For example, the Ninth Circuit has
held that the good-faith exception does
not apply to warrants that “authorize
wholesale seizures of entire categories of
items not generally evidence of criminal
activity, and provide no guidelines to

distinguish items used lawfully from
those the government had probable
cause to seize.”* In considering a war-
rant that “authorize[d] the seizure of
essentially every business record” in a
company’s offices, the court found that
“[d]espite its length and complexity
[the] affidavit did not establish the prob-
able cause required to justify the wide-
spread seizure of documents authorized
by the warrant in this case.”” “[W]hen a
warrant is facially overbroad, absent spe-
cific assurances from an impartial judge
or magistrate that the defective warrant
is valid despite its overbreadth, a reason-
able reliance argument fails.””

These principles articulated by the
Ninth Circuit apply equally as surveil-
lance techniques develop. The good-
faith exception should not apply when a
warrant purportedly authorizes a broad
search of all information that a surveil-
lance tool is technically capable of gath-
ering, without establishing probable
cause to justify the search’s breadth.

4. Every place to be searched and item
to be seized should be articulated
on the face of the warrant.

Where a warrant application seeks
authorization for a novel type of search,
the particularity requirement is a pri-
mary safeguard to ensure that the mag-
istrate is authorizing the actual search
that the officer will conduct. The partic-
ularity requirement “ensures that the
magistrate issuing the warrant is fully
apprised of the scope of the search and
can thus accurately determine whether
the entire search is supported by proba-
ble cause.”” And it serves to “minimize
the discretion of the executing officer.””
“As an irreducible minimum, a proper
warrant must allow the executing offi-
cers to distinguish between items that
may and may not be seized.””

In reviewing a NIT warrant applica-
tion, courts noted the level of detail pro-
vided about the investigatory process.
For example, the Fourth Circuit com-
mended an officer for “devot[ing] sever-
al pages to describing the mechanics of
the NIT”* And a judge in the Central
District of Illinois remarked that “the
government’s efforts in establishing
probable cause and obtaining the NIT
warrant were unusually detailed and
specific. Such efforts are to be lauded,
not deterred.”®" This is not to suggest
that it was appropriate to apply the
good-faith exception in those cases, but
only to establish that, at a minimum, an
officer must thoroughly describe the
mechanics of the search for which he
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seeks authorization such that the war-
rant would not facially authorize any
deviation from the procedure the magis-
trate approved.

Reliance on the warrant is objec-
tively unreasonable if, in executing the
warrant, it becomes ambiguous
whether the warrant authorized any
aspect of the search.

Cases involving more traditional
searches provide useful illustrations of
this point. In United States v. Fahey, the
Northern District of Illinois held that
the good-faith exception did not apply
where “the officers (1) executed a war-
rant they knew to be facially ambigu-
ous prior to the execution of the war-
rant and (2) circumvented the magis-
trate judge and resolved the ambiguity
amongst themselves based on informa-
tion that was not disclosed to the mag-
istrate who issued the warrant.”* Spe-
cial Agent Thomas obtained a search
warrant to search “the premises located
at 230 Crystal Street, Apartment D ...
being described as a multi-tenant, two-
story apartment complex consisting of
four apartments ... with apartment D
on the left at the top of the stairs with
the letter D affixed to the door”® But
when officers went to execute the war-
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rant, they saw that Apartment D was
on the right, and Apartment C was on
the left. They requested Thomas, who
entered the lobby and pointed to the
door on the left: Apartment C. The
officers then searched Apartment C.
The court held that the good-faith
exception could not apply because “the
officers circumvented the magistrate
judge and resolved the warrant’s ambi-
guity based on information that was
not disclosed to the magistrate who
issued the warrant — conduct that
constitutes ‘a violation of clearly-estab-
lished, constitutional rights.”* Simi-
larly, in United States v. Alcazar-Bara-
jas, the Ninth Circuit affirmed a dis-
trict court’s decision that, where a war-
rant had authorized the search of a
“gray mobile home type structure,” but
there were two mobile homes next to
each other and neither the warrant nor
the warrant affidavit indicated which
mobile home was to be searched, “offi-
cers ‘should have known’ that addition-
al authorization was required prior to
searching both mobile homes.”*

These cases demonstrate that, if any
ambiguity arises before or during the
course of the search, a reasonable officer
cannot in good faith rely on a warrant
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that did not contemplate that ambiguity.
Such ambiguity is especially likely to
present itself when officers seek to use
novel surveillance technologies that
require human input in order for the
technology to return an output. Where
officers submit a warrant application
that presents an opportunity for ambi-
guity to arise, and then decide amongst
themselves how the ambiguity should be
resolved without further judicial
involvement, their reliance on the war-
rant is objectively unreasonable and the
good-faith exception should not apply.

IV. Courts should address the
underlying Fourth Amendment
question before proceeding to
the good-faith inquiry.

One of the most troubling aspects
of the good-faith doctrine is that its
mere availability leads courts to avoid
difficult Fourth Amendment questions
that need answering, and thereby keeps
the law frozen in time even as technolo-
gy rapidly advances. In cases involving
novel surveillance techniques, it is par-
ticularly important that courts decide
the underlying Fourth Amendment
issue on the merits before deciding
whether the good-faith exception
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applies. While this argument might not
benefit the defendant in one particular
case, it will benefit future defendants
and the public by ensuring that prece-
dent exists to guide police officers and
magistrate judges in determining the
permissibility of searches.

Courts considering novel types of
surveillance have skirted Fourth
Amendment questions in order to
resolve difficult cases solely on the
good-faith issue. The good-faith excep-
tion allowed the Tenth Circuit to
“assume (without deciding) that the
extraction of data from a user’s com-
puter in another district would violate
the Federal Magistrates Act and the
Federal Rules of Criminal Procedure.”
The Eastern District of Missouri
declined “to affirmatively decide the
question of whether and under what
circumstances, law enforcement officers
would be required to obtain a warrant
before employing a Cell Site Simulator
to locate a suspect’s cellular device.”"
And the Middle District of Alabama
invoked the good-faith exception to
avoid a “journey into the quagmire of
geofence search warrants.”

This is not what the Supreme
Court originally intended. In develop-
ing the good-faith exception, the
Supreme Court has been careful not to
“jeopardiz[e] [the exclusionary rule’s]
ability to perform its intended func-
tion[],”* namely “to deter police mis-
conduct.” The Leon Court determined
that “[i]f the resolution of a particular
Fourth Amendment question is neces-
sary to guide future action by law
enforcement officers and magistrates,
nothing will prevent reviewing courts
from deciding that question before
turning to the good-faith issue” and
recognized that “it frequently will be
difficult to determine whether the offi-
cers acted reasonably without resolving
the Fourth Amendment issue.”" In fact,
“a close reading of Leon reveals that,
while the Supreme Court intended to
vest lower courts with discretion, the
preferred sequence is to address the
Fourth Amendment issues before turn-
ing to the good-faith issue unless there
is no danger of ‘freezing’ Fourth
Amendment jurisprudence or unless
the case poses ‘no important Fourth
Amendment questions.””

The Supreme Court’s preference
for addressing constitutional issues
before addressing the good-faith excep-
tion was reflected in the Court’s quali-
fied immunity jurisprudence. The
objective test for good faith was adopt-
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ed directly from Harlow v. Fitzgerald,”
which eliminated the subjective com-
ponent of the qualified immunity
inquiry and held that “government offi-
cials performing discretionary func-
tions generally are shielded from liabil-
ity for civil damages insofar as their
conduct does not violate clearly estab-
lished statutory or constitutional rights
of which a reasonable person would
have known.” In Saucier v. Katz, the
Supreme Court instructed lower courts
deciding qualified immunity cases “to
concentrate at the outset on the defini-
tion of the constitutional right and to
determine whether, on the facts alleged,
a constitutional violation could be
found.” This was the proper procedure
because it would “permit[] courts in
appropriate cases to elaborate the con-
stitutional right with greater degrees of
specificity.”* “The law might be
deprived of this explanation were a
court simply to skip ahead to the ques-
tion whether the law clearly established
that the officer’s conduct was unlawful
in the circumstances of the case.””

To be sure, that two-step sequence
is no longer “regarded as mandatory in
all cases.” And the Supreme Court has
recently stressed that “lower courts
‘should think hard, and then think hard
again, before addressing both qualified
immunity and the merits of an underly-
ing constitutional claim.”” Still, while
recognizing avoidance of the underlying
constitutional question as the “regular
policy,” the Supreme Court warned that
this policy sometimes “threatens to
leave standards of official conduct per-
manently in limbo.”' Deciding the
underlying constitutional question thus
remains “beneficial” when it will
“‘develop|[] constitutional precedent’ in
an area that courts typically consider in
cases in which the defendant asserts a
qualified immunity defense.”""

Officers who have deployed novel
surveillance techniques in violation of
the Fourth Amendment will nearly
always argue that the good-faith excep-
tion applies. And skipping straight to
the good-faith exception will most cer-
tainly leave law enforcement in limbo
as to what is required when officers seek
to conduct similar searches in the
future. Courts “should resist the temp-
tation to frequently rest [their] Fourth
Amendment decisions on the safe
haven of the good-faith exception, lest
the court[] fail[s] to give law enforce-
ment and the public the guidance need-
ed to regulate their frequent interac-
tions.”'”? Otherwise, “police officers

might shift the focus of their inquiry
from ‘what does the Fourth Amend-
ment require?’ to ‘what will the courts
allow me to get away with?””'® Indeed,
this is precisely what happened after the
Court’s opinion in Alderman v. United
States, which held that only the person
whose constitutional rights were violat-
ed could bring a Fourth Amendment
claim." After that opinion, “‘the Gov-
ernment affirmatively counsel[ed] its
agents that the Fourth Amendment
standing limitation permits them to
purposefully conduct an unconstitu-
tional search and seizure of one indi-
vidual in order to obtain evidence
against third parties.””'*

All federal courts of appeals have
recognized that, at least in some cases, “a
reviewing court may proceed to the
good-faith exception without first decid-
ing whether the warrant was supported
by probable cause”™ But as the Sixth
Circuit has recognized, “[i]f every court
confronted with a novel Fourth
Amendment question were to skip direct-
ly to good faith, the government would be
given carte blanche to violate constitu-
tionally protected privacy rights.”'” “[I]f
the exclusionary rule is to have any bite,
courts must, from time to time, decide
whether statutorily sanctioned conduct
oversteps constitutional boundaries.”'®

Additionally, deciding the underly-
ing constitutional question is essential
to ensure robust development of
Fourth Amendment law, which in turn
is essential to ensure that constitutional
rights remain protected as law enforce-
ment techniques evolve. The develop-
ment of case law on whether a warrant
is required to collect location informa-
tion over a period of time exemplifies
the importance of reaching the merits
of a Fourth Amendment question
rather than resolving the case solely on
good-faith exception grounds. In Unit-
ed States v. Carpenter, the Sixth Circuit
faced a situation where law enforce-
ment had obtained cell-site location
information (CSLI) from wireless car-
riers. One judge believed it was “unnec-
essary to reach a definitive conclusion
on the Fourth Amendment issue,” as
“some extension of the good-faith
exception to the exclusionary rule
would be appropriate.”'® But the Sixth
Circuit’s majority opinion squarely
addressed the Fourth Amendment issue
and held that the government’s collec-
tion of CSLI was not a search, thereby
presenting the Supreme Court with the
opportunity to determine “whether the
Government conducts a search under
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the Fourth Amendment when it access-
es historical cellphone records that pro-
vide a comprehensive chronicle of the
user’s past movement.”'"

The Supreme Court would likely
have been much delayed in answering
this question if lower courts had rou-
tinely refrained from deciding whether
CSLI collection was a Fourth Amend-
ment search. By the time the Supreme
Court agreed to hear Carpenter v. United
States, five federal courts of appeals had
addressed whether police acquisition of
historical CSLI is a search requiring a
warrant"' even though the good-faith
exception was a live issue in three of
those cases."? Without the thorough
development of the issue in lower
courts, it is unlikely the Supreme Court
would have granted certiorari and pro-
vided necessary guidance to law enforce-
ment and magistrate judges in its semi-
nal opinion, Carpenter v. United States."”

Where a case presents the opportu-
nity to analyze whether a Fourth
Amendment violation  occurred,
defense attorneys should urge the
Court to take that opportunity in order
to contribute to Fourth Amendment
doctrine in a way that provides mean-
ingful guidance to law enforcement
agents and future litigants.'*

V. Conclusion

In order to prevent police from
deploying novel surveillance tools with
impunity, courts must apply the exclu-
sionary rule when officers have inade-
quately explained the contours of their
proposed searches to magistrates and
relied on warrants that obviously violate
Fourth Amendment principles. The nov-
elty of a particular surveillance tool that
an officer seeks to deploy only heightens
the need for officers to inform magis-
trates about their searches with utmost
candor and provide magistrates with an
opportunity to exercise independent
judgment over every aspect of the pro-
posed search before it occurs. As surveil-
lance technologies develop, officers must
scrupulously adhere to traditional
Fourth Amendment rules requiring that
searches be based on a showing of prob-
able cause and a particularized warrant.
Regardless of how subjectively well-
intentioned officers are, the exclusionary
rule should apply when it would incen-
tivize officers to proceed with candor and
caution when seeking to use novel sur-
veillance techniques and help them
maintain a working understanding of
how to comply with the Fourth Amend-
ment as surveillance techniques develop.
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