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Police and Social Media — 2016 IACP Study

‘~‘ Soliciting Tips on Crime
76% B 76% use social media to solicit tips on crime

."
#™™ Monitoring Public Sentiment
I72% 72% use social media to monitor public sentiment
Vaw

Y Gathering Intelligence for Investigations
$70% B 70% use social media for intelligence gathering for investigations

) JER 4

" “ Contacting Platforms for Evidence
$60% 60% have contacted a social media company for evidence
$

2013: 92% of all LEAs reviewed social media profiles/activities of suspects


https://www.urban.org/sites/default/files/publication/88661/2016-law-enforcement-use-of-social-media-survey_5.pdf

How Do Police Use Social Media for
Investigations and Intelligence?

Use undercover identity or
friend/informant to view
private information

Request information
directly from social media
company using court
order
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View individuals’ publicly
available posts

Use analytical software to
track hashtags, infer
associations etc. (mostly
ended in 2016/2017)



Policies on Social Media Use -
By the Numbers

» Departments with publicly available policies: 16
» Policies addressing undercover/covert online activity: 8
» Policies limiting use of social media to surveil people

based on constitutionally protected activities or protected
categories: 2



Fourth Amendment Prohibitions On Viewing
Public Information or Connecting Undercover?

Historically, no.

Public space doctrine
Invited informants/third-part
- #2 :
by doctrine




New Fourth Amendment Arguments

What are the new Accumulation of sensitive information 01 l

arguments for
Fourth Amendment

Reconsideration of the third-party doctrine 02 l
New kinds of digital impersonation 03 l

protections?




Standards for Access to
Non-Public Information
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B Stored Communications Acf .

B California; CalECPA




B Stored Communications Act (18 U.S.C. §§ 2701-2713)

 Facebook:
» Subpoena: basic subscriber records (2703(c)(2))
» Court order: records including message headers & IP addresses, not
contents of communications (2703(d))
« Search warrant: stored contents of any account, including messages,
photos, videos, timeline posts, & location info

® CalECPA (S.B. 178)

Police must get search warrant before accessing data from social
media platform — includes IP address information, call detail records,
and payment & location information

« Target and social media platform can both challenge



lllustrative Cases

> U.S. v. Yelizarov (D.Md. 2017): Court approved warrant to search FB account
of murder suspect because “computer data created by individual involved in
criminal activity” offers evidence of “intent, activities, & whereabouts.”

> U.S. v. Ortiz-Salazar (E.D. Tex. 2015): Info on publicly available FB account,
including posts & pictures with co-conspirators, established probable cause
for broader search. Private accounts seen as evidence of criminal activity.

» U.S. v. Hamilton (E.D. Mich. 2017): Warrants to search FB & Twitter accounts
were valid because time period for search was limited, even though no
limitations on parts of social media accounts to be searched.



lllustrative Cases, con’t

» State v. Rouch (Mo. App. W. Dist. 2014): warrant to search
home based on Facebook joke didn’t meet probable cause
standard.

» U.S. v. Whitt (S.D. Ohio Jan. 17, 2018): law enforcement
applied for warrant to search defendant’s FB account to
investigate violation of Fair Housing Act after he defaced
landlord’s property; court ruled insufficient nexus between
place to be searched & items to be seized (but: good faith).



Use of Social Media in Gang Cases: Bronx 120

B®» Kraig Lewis - 22 months in
jail with no physical evidence
against him.

B® Facebook posts, photos and
messages presented as
evidence of gang affiliation
for 30 people.




The Case of Jelani Henry

“Jelani was brought in over nothing. Because he was Asheem’s brother. Because he
was friends with people from the hood on Facebook.”




Monitoring of Protestors and
Communities of Color

Memphis
Police




Using Tech Tools to Monitor Political Protest

“Geofeedia streamer... has numerous
uses (i.e.: Live Events, Protests —
which we covered Ferguson/Mike

Brown nationally with great
success...).”

“How many fake accounts can be

loaded up into the database in
order to see the private users?”

“There is no limit” on the
number of fake
accounts.
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Social Media Monitoring During Recent Protests

%G Dataminr

B Artificial Intelligence startup Dataminr helped law enforcement digitally monitor the
protests that swept the country following the killing of George Floyd.

B Dataminr relayed tweets about the protests directly to police, despite Twitter’s terms
of service prohibiting such surveillance.



Social Media and Communities of Color

Social media highlights important
issues that might not get attention
#BlackLivesMatter
hashtag used over
30M times on

Makes it easier to hold Twitter

powerful people accountable

‘F
Helps give voice to

/ underrepresented groups

4



First or Fourteenth Amendment Protections?

K

1997

Third Circuit

Government retaliation
for exercise of First
Amendment-protected
rights supports a
constitutional claim.

iy

Individuals can
challenge
discriminatory
surveillance.

2017

Supreme Court

Most important place
for the exchange of
views is social
media.
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