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Introduction®

The past twenty-five years have brought dramatic advances in information and
communication technologies, from the birth of the World Wide Web and the widespread use of
personal computers, cell phones, personal satellite navigation systems, and other “smart”
handheld and tablet electronic communication devices. Such developments have fundamentally
altered the way people work, communicate, and socialize, providing a level of convenience,
efficiency, and access to information that was previously unimaginable. At the same time, the
amount of private information amassed by third parties like Internet service providers (ISPs),*
email providers,® cloud computing services,* and cell phone carriers has grown exponentially,
creating a culture where this new technology has the potential to invade personal privacy through
the creation, collection, and aggregation of such information. Unfortunately, changes in
technology have outpaced the law and much of this information is accessible to law enforcement
and other government agencies without a warrant based on probable cause.

Federal law governing the privacy of electronic communications has not been
meaningfully updated in over twenty-five years and many federal courts have struggled to adapt
Fourth Amendment jurisprudence to the realities of the digital age. Even the Supreme Court has
acknowledged that “[i]t is not so clear that courts at present are on so sure a ground” and
cautioned jurists to “proceed with care when considering the whole concept of privacy
expectations in” electronic communication devices.*

Since the 1870’s, a warrant has been required to read postal mail,” and since the Supreme

Court’s decision in Katz v. United States, a warrant has generally been required to wiretap

* NACDL would like to thank the Members of NACDL’s Fourth Amendment Committee, National Security
Counsel Mason Clutter, former National Security Coordinator Michael Price, and 2011 summer intern Melissa
Weeden for their contributions to this report.



telephone conversations.® However, under current law, email, text messages, and other
electronic communication content do not receive this same level of protection. Until January
2012, GPS-tracking information was subject to review by law enforcement without any judicial
supervision, even though such information may easily reveal associations, affiliations, practices,
and preferences — ranging from the intimately personal to the political. *

In August 2011, the Executive Committee of the Board of Directors of the National
Association of Criminal Defense Lawyers (NACDL) passed a resolution adopting the principle
that law enforcement access to the content of private electronic communications and geolocation
information should require a warrant supported by probable cause.” The Fourth Amendment is
the appropriate starting point for assessing the limits on government access to these records, and
its guarantees should not turn on the mode of communication, nor can they favor one medium
over another. The Fourth Amendment protects private data, regardless of how it is stored or
transmitted, provided an individual has a reasonable expectation of privacy in the use of that
data. It is uncertainty over whether users have a reasonable expectation of privacy in electronic
communications that is the biggest challenge in determining whether Fourth Amendment
protections apply to the communications.

|I. The Fourth Amendment and Third Party Records

The Fourth Amendment guarantees “the right of the people to be secure in their persons
houses, papers, and effects, against unreasonable searches and seizure, shall not be violated, and
no warrants shall issue, but upon probable cause. . . .”® The Fourth Amendment generally guides
analysis of government acquisition of private information about a person. A search under the

Fourth Amendment occurs when the government infringes on “an expectation of privacy that

* The impact of the Supreme Court’s decision in United States v. Jones and its analysis of third party records are
discussed more fully infra at page 17.



society is prepared to consider reasonable,”®

which leads courts to a two part analysis, first
determining if a person has manifested a “subjective expectation of privacy” in the object of the
search and then determining if that expectation is “one that society is prepared to recognize as
reasonable.”*® Again, uncertainty regarding a person’s reasonable expectation of privacy in
electronic communications—and the third party records generated by way of such
communications—is an issue currently being considered by U.S. courts.

Third party records are records that are created and stored by private companies in the
ordinary course of business. Banking information and telephone call information are two
traditional examples of third party records. In Miller v. United States and Smith v. Maryland, the
Supreme Court held that individuals have no reasonable expectation of privacy in such records
due to the fact that they are maintained by and accessible to a third party such as the bank or
telephone company.** The Court found that people waive their “reasonable expectation of
privacy” when they provide information to a third party, and consequently, law enforcement
access to these records is not a violation of the Fourth Amendment’s warrant requirement.? By
revealing one’s affairs to another, reasoned the Court, a person “assume[s] the risk that the
company would reveal that information to the government.** Known as the “third party
doctrine,” this rule holds true even when individuals reveal information on the assumption that
the third party will not betray their confidence.** As discussed later in this memorandum, the
viability of the “third party doctrine” may be in question in light of the Supreme Court’s recent
decision in United States v. Jones.

Today, however, third party records include far more than banking information or a list of
telephone numbers dialed. They include copies of all email messages, whether the user deleted

them or not, geolocation information, and a record of every website one visits and the search



terms used to find those sites. These kinds of third party records—Facebook entries, SMS text
messages, device locator records, keystrokes, etcetera—often generated without the user’s
knowledge—can reveal highly personal information. The types of third party records routinely
created today were non-existent when the Court decided Miller and Smith and Congress drafted
the Electronic Communications Privacy Act.

Law enforcement can often gain access to such information without a warrant, permitting
agents to track one’s physical location over time, learn his habits, monitor his political and
religious activity, and stitch together an intimate portrait of his daily life based on information
that one would reasonably expect to remain private.™

Il. Statutes Governing Law Enforcement Access to Third Party Records

The Electronic Communications Privacy Act (ECPA), combined with a patchwork of
statutes with differing legal standards—probable cause, reasonable suspicion, or a lesser
standard—including the Stored Communications Act (SCA), sections of the USA Patriot Act and
the Foreign Intelligence Surveillance Act (FISA), allows law enforcement access to a trove of
personal information that individuals generate, often unwittingly, on a daily basis. Law
enforcement may also rely on the Pen Trap Statute, and the Wiretap Act, to access third party
records. These outdated statutes essentially allow law enforcement officials to undercut Fourth
Amendment rights in the digital age.

a. The Electronic Communications Privacy Act and The Stored Communications Act

In 1986, Congress passed the Electronic Communications Privacy Act (ECPA) to prevent
the “unauthorized interception of electronic communications” and “update and clarify Federal
privacy protections and standards in light of dramatic changes in new computer and

telecommunications technologies.”*® ECPA was ahead of its time in many respects. Cell phone



and email use were in their infancy and commercial Internet traffic was six years away from

I:*7 the first web browser would not be introduced until 1993.%8 It is an

congressional approva
understatement to say that a lot has changed since 1986. Regrettably, ECPA has not changed.
For all of its foresight, ECPA continues to afford greater protection to documents in a file cabinet
than to emails stored on a server.*® Also, ECPA does not provide for an exclusionary rule to
prevent the admission of improperly gained evidence in a criminal trial.°

Title 111 of ECPA, known as the Stored Communications Act (SCA), provides a
mechanism in Section 2703 through which law enforcement may obtain the contents of stored
electronic communications, like email, from a third party service provider, such as America
Online (AOL) or Comcast. When individuals use the Internet, they use these providers’
computers to contact other computers, transmitting their private information to these third-party
service providers. In other words, these providers allow an individual’s private computer to
contact other computers, and transmit the communications data to and from the parties.”* The
SCA also permits law enforcement to compel the production of detailed records and other
information pertaining to those communications, aside from their contents. The SCA makes
distinctions between types of information that can be collected—content vs. non-content—and
how that information is stored—electronic communications service (ECS) vs. remote
commuting service (RCS)).

The distinction between content information and non-content information is crucial to
understanding the SCA, as the statute ascribes different privacy protections to each. Non-content
information is defined as “a record or other information pertaining to a subscriber or customer of

such service (not including the contents of communications).”* Non-content information is

often referred to as “transactional information.”?® It includes records of a person’s electronic



communication usage, such as the time of, parties to, and duration of the electronic
communication.?* 1t may also include email sender/address information, logs of account usage,
mail header information, records of a person’s visits to online locations, the length of time of
those visits, and actions taken while on those sites.?

According to Title | of ECPA, the Wiretap Act, content information “includes any
information concerning the substance, purport, or meaning” of a wire, oral or electronic
communication.?® The content of an email, for example, includes the subject line and any text
contained in the body of the message. By contrast, logs of account usage, mail header
information?’ (without the subject line) and lists of outgoing e-mail addresses sent from an
account are traditionally considered non-content information.?® In other words, content
information is the substantive information that a person intends to communicate, while non-
content information is the information about when and how the person communicates.?®

The distinction between content and non-content information is logical, but as a
consequence of technological advances over the last twenty-five years, it is often difficult to
neatly separate the two. “Non-content” information can often reveal as much information about
a person as can the contents of a particular communication.*® For example, a search query string
reveals the contents of communications because the search terms that a user inputs are part of the
URL.*" A subpoena for transactional records will reveal the words that a person searches for
online, which most certainly will reveal *...information concerning the substance or meaning of
that communication.” ** “The ‘substance’ and ‘meaning’ of the communication is that the user is
conducting a search for information on a particular topic.”*

Not only did Congress distinguish between content and non-content information, it also

distinguished between computer functions by creating the categories of “electronic



communication service” (ECS) and “remote computing service” (RCS), responsible for storing
and remotely processing data.>* Congress established different rules in the SCA for each
category. According to the 1986 statute, a company provides a customer with ECS when it
temporarily stores an electronic communication when it sends and receives communications,
such as an email.* For instance, “. . . when an email sits unopened on an ISP’s server, [such as
Comcast,] the ISP is acting as a provider of ECS with respect to that email.”*® On the other
hand, a company provides a customer with RCS when the customer outsources a computing task,
like the creation of a spreadsheet or paying a remote computer to store extra files.*” For
instance, if the author of a document sends that document to a “. . . commercial long-term
storage site for safekeeping, that storage site is acting as an RCS with respect to that file.”*® Of
course, today, however, home computers are well equipped to process their own spreadsheets
and other data and the proliferation of “cloud”-based providers, such as Google Docs, both
convey and store electronic communications. Consequently, the difference between an ECS and
an RCS has become obsolete. Unfortunately, the SCA has not been meaningfully amended since
1986, and so the ECS and RCS categories remain frozen in law.

In order to understand the application of Section 2703 to electronic communications, one
must first know if the government is seeking content or non-content information from an ECS or
RCS provider. If the information sought by the government is not covered by an RCS or ECS, in
other words, the information is stored on an individual’s home computer, then the SCA does not
apply and only the Fourth Amendment, and therefore all of its exceptions, applies.>** The SCA
requires a warrant based on probable cause for the government to require an ECS provider to
disclose the contents of an electronic communication that it has held in electronic storage for 180

days or less.*® However, the government has three different options it may use to require an



ECS provider to disclose the contents of an electronic communication it has held in electronic
storage for more than 180 days or an RCS provider to disclose the contents of an electronic
communication it has stored—without regard to the number of days it has stored such
communication.** First, the government may use a warrant based on probable cause.** Second,
the government can provide notice to the subscriber and use an administrative subpoena.*®
Third, the government may provide notice to the subscriber and obtain a court order, known as a
2703(d) order, based on “specific and articulable facts showing that there are reasonable grounds
to believe that the contents of a wire or electronic communication . . . are relevant and material to
an ongoing criminal investigation.”**

With respect to non-content information—"record or other information pertaining to a
subscriber to or customer of such service (not including the contents of communications)”—the
government has four options it can use to require an ECS or an RCS to disclose such records.*
It may use a warrant based on probable cause, a 2703(d) order, consent of the subscriber or
customer, or a formal written request relevant to an investigation concerning telemarking fraud
for limited information.*® Finally, the government may use an administrative subpoena, without
prior notice to a subscriber, to access the name, address, local and long distance telephone
connection records, length and types of service, telephone number, and means and source of
payment for such service.*’

Courts have held that a person has no expectation of privacy in subscriber information
and, therefore, a lesser showing is required of law enforcement to obtain the information.*® With
an administrative subpoena, therefore, only the recipient of the subpoena, meaning the third party

company, has cause to challenge the subpoena. Recently, Twitter challenged a government



subpoena served to obtain the record information of people suspected to be members of
WikilLeaks.*

The distinction between emails 180 days old and 181 days old reflects Congress’
understanding of email as it existed in 1986. Congress assumed that people would check their
email by downloading it to their computers, thereby removing it from the company’s server. If a
message remained on the server for 180 days, Congress assumed it was abandoned. >°
Consequently, Congress allowed the government to access the contents of the message under a
lesser legal standard. This is completely inconsistent with the way email is used today, as it is
often checked multiple times per day but is stored on a provider’s server indefinitely. Today, the
vast amount of inexpensive (or free) digital storage space has eliminated the need for computer
users to clean out their email boxes.™

1. SCA jurisprudence regarding email

Forced to contend with a 1986 model of electronic communications, judges have had to
stretch the meaning of the SCA to apply to the types of electronic communications we use today,
applying it to communications and situations it was never meant to govern. For example, in
United States v. Weaver,> the court undertakes a complicated analysis to decide if an email that
was already opened in a Hotmail account, yet continued to be stored on the Hotmail server for
less than 181 days, could be accessed by only a subpoena.>® The court reasoned that the ISP
acted as both an electronic communication service and a provider of remote computing
services—as an ECS when it held the emails in intermediate storage before they were opened
and as an RCS by storing the emails after they were opened.>* Therefore, the court found that

the opened emails could be obtained by a subpoena under section 2702(a)(2).*°



However, compare Weaver to the Sixth Circuit’s ruling in United States v. Warshak,
holding that “a subscriber enjoys a reasonable expectation of privacy in the contents of emails
‘that are stored with, or sent or received through, a commercial ISP’” regardless of their age.>®
The court further held that “[t]he government may not compel a commercial ISP to turn over the
contents of a subscriber’s emails without first obtaining a warrant based on probable cause.”’
To the extent that the SCA says otherwise, the Sixth Circuit declared it is unconstitutional.® The
court reasoned that email and other traditional forms of communication, like tangible mail, are so
similar that it would “defy common sense to afford emails lesser Fourth Amendment protection,”
comparing an ISP to a post office.*

Nonetheless, in other circuits around the country, information that should receive the
same Fourth Amendment protection is available to law enforcement without a warrant or any
judicial oversight due to the outdated SCA. Indeed, a great deal of the information stored or
conveyed by third party providers does not receive the degree of protection that users expect.
The fact that electronic communications utilize a third party’s network or must be transmitted
with the aid of a service provider should not eliminate an individual’s reasonable expectation of
privacy in their contents, nor should it give the government free reign to demand detailed logs of

the location information required to send and receive such data.

2. SCA'’s application beyond email

Electronic communication in the form of email is the main mode of electronic
communication that Congress had in mind when it created the SCA, but over time, the SCA has
been interpreted to cover other types of electronic communication as well. Now, there are many
forms of electronic communication, including posts on electronic bulletin boards, which include

public and semi-public messages on social networking websites such as Facebook and MySpace.
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A completely public bulletin board, like a public blog, is not protected under the SCA.*°
However, a semi-private or completely private bulletin board like Facebook or MySpace
provides an electronic communication service.® Public messages on Facebook and MySpace
have been interpreted by courts to be in electronic storage because the user chose not to delete it,
causing the website to store it. Therefore, posts on sites like Facebook and MySpace are
governed by the same rules as emails, which are also in electronic storage.®

Although it seems logical to protect Facebook and MySpace communications in the same
way that email is protected, there is some dispute about the reasonable expectation of privacy in
these posts. One court has held that there is no expectation of privacy in materials posted on
Facebook and MySpace because the user chose to share the information with other people.®®
However, it has also been argued that a person who uses a website’s password protection option
on these semi-public sites does have a reasonable expectation of privacy in the contents of the
website because the user was allowed to choose his privacy settings and choose who could see
his private page.** Following this theory, the user has an expectation of privacy that no one
other than designated persons will be able to see the information posted on these websites.
Recent news reports indicate that law enforcement officials have been using warrants to obtain
content information from a person’s private Facebook profile.®

b. Section 215 of the Patriot Act

The issue of data collection by third parties has become even more relevant with the
creation and reauthorization of Section 215 of the Patriot Act—the “Business Records”
provision.®® Section 215 authorizes law enforcement to seek orders from the Foreign
Intelligence Surveillance Court (FISC) for business records and other “tangible things,” such as

books, Internet history, driver’s license records, and hotel records.®” The legal standard for this

11



court order is far less than probable cause, requiring only a showing that there are “reasonable
grounds to believe” that the records being sought are relevant to “an authorized investigation . . .
to protect against international terrorism or clandestine intelligence activities.”®® Section 215
orders fall under the “third-party doctrine.” Although lacking a warrant requirement, several
courts have held that Section 215 does not violate the Fourth Amendment.®

Emails, opened and unopened, new or old, are all treated the same when collected as part
of a foreign intelligence investigation. The Patriot Act allows the collection of all business
records, and the Foreign Intelligence Surveillance Act does not expressly address
communications in storage. Therefore, any email, whether stored or not, if it is found to be a
business record, is available to the government with a court order upon a showing that law
enforcement officials have reason to believe that the information in the email is relevant to
foreign intelligence operations. ™

A Justice Department decision, which is not available to the public, is rumored to give
the government authority to obtain these records in a way that is broader than the text of the
bill.” In 2009, a Justice Department Official, while testifying before Congress regarding
reauthorization of Section 215, stated that Section 215 “supports an important sensitive
collection program.””® The details of this program are publicly unknown because how the
executive branch interprets Section 215 and other sections of the Patriot Act is classified. Since
2009, U.S. Senators have been pushing the Obama administration to declassify its interpretation
of Section 215.”® However, the administration has failed to release a statement regarding what
information is being collected and how it is being used. During floor debate in 2011 on

reauthorization of the Patriot Act, Senator Ron Wyden stated “when the American people find
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out how their government has secretly interpreted the Patriot Act, they will be stunned and they
will be angry.”™ This information remains classified.

c. National Security Letters

National Security Letters (NSLs) have become the most controversial of all of the Patriot

Act provisions. The Patriot Act expanded NSL authorities under the Right to Financial Privacy
Act,” which is used to compel production of records from “financial institutions,” and ECPA, "
which is used to compel telephone and Internet records.”” NSLs have become a broad and
compulsory tool similar to administrative subpoenas that law enforcement can use to gather
information about Americans from third-parties.”® “In their current form, NSLs need only
certify that the records sought are relevant to an authorized investigation.”” NSLs allow law
enforcement to obtain from communications companies “financial records, consumer credit
reports and telecommunications transactional records without judicial authorization.”
Communications companies include traditional communications companies such as phone and
Internet providers, but they also include any company that provides online services that give
people “the ability to send messages or communications to third parties.”® This includes
companies such as Facebook, Gmail, or AOL, which provide instant messaging services.*

“Once information is obtained in response to a national security letter, it is indefinitely
retained and retrievable by the many authorized personnel who have access to various FBI

databases,”®

whether or not the information obtained is used against an individual in a criminal
prosecution.

d. Wiretap Act and Pen Reqister/Trap Trace Statute

In addition to the Stored Communications Act, the Electronic Communications Privacy

Act also amended the Wiretap Act and the Pen Register/Trap Trace statute. Title | of ECPA is

13



the Wiretap Act and governs the interception of electronic communications.®* It allows law
enforcement to collect content material of communications and obtain permission to intercept
wire, oral or electronic communications through a court order based on probable cause.® In
order to obtain a wiretap order, the government must demonstrate that there is probable cause to
believe that a crime was or is being committed, that the communication is relevant to that crime,
that normal investigative procedures have been tried but have failed, and the location from which
the communication is made is connected to the crime.®® Some have called this the “super-
warrant” requirement.®’

Title 1l of ECPA is the Pen Register/Trap Trace statute. It governs the collection of
phone numbers dialed and numbers of incoming calls.®® The legal standard for obtaining an
order to use a pen register or trap and trace device is less than probable cause and less than
reasonable suspicion, requiring the government to certify only “that the information likely to be
obtained by such installation and use is relevant to an ongoing criminal investigation.”®
However, the statute expressly prohibits the use of either tool “in a manner so as to constitute a
‘tracking device.””*® In order to use these instruments as tracking devices, the government must
show probable cause.*

Each of the foregoing statutes was designed to address the collection of a type of data in
existence at the time of its passage. The evolution of data types and storage technology has

rendered the statues largely obsolete.

I1l. Geolocation Information

Recently, the collection of location information by law enforcement has become the most
heavily publicized of the categories of electronic communication collected by third parties. In

2011, the Supreme Court granted certiorari and heard oral argument regarding the
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constitutionality of GPS tracking by law enforcement officials in United States v. Jones, a case
involving the placement of a GPS locator on a suspect’s car by police officers without a valid
warrant.** The Court issued its ruling in January 2012, holding that the use of the GPS locator in
Jones constitutes a search in violation of the Fourth Amendment.*

In the private sector, Apple and Google both exposed themselves to controversy in 2011
when it was discovered that the companies’ smartphones were gathering information about user
location and sending it back to Apple and Google.** Cell phones and mobile Internet devices
like smartphones and tablets constantly generate location data that can be intercepted in real
time.*

There are conflicting decisions about what is needed to obtain location information from
cell phone providers and the use of GPS tracking devices.

a. Cell-phone surveillance

The SCA, discussed supra, does not clearly specify a standard for government access to
cell phone location information and excludes from its provisions “any communication from a

tracking device,”®

which is defined as “an electronic or mechanical device which permits the
tracking of the movement of a person or object.”®" A majority of jurisdictions have held that a
cell phone is a “tracking device,” rendering the SCA inapplicable to cell phone location
information.” To collect real time or prospective cell site data, a majority of published decisions

require the government to show probable cause.*®

b. GPS surveillance

Prior to the Supreme Court’s ruling in Jones, Circuit courts were split over the question
of whether law enforcement could attach a GPS tracker on a suspect’s car without a warrant or

judicial approval.'® Most courts held that such GPS surveillance did not require a warrant
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because a person has no expectation of privacy in their public movements—that is, it was not a
“search.”*® However, in United States v. Jones, a unanimous Supreme Court applied the
warrant requirement, reasoning that

The Fourth Amendment provides in relevant part that “[t]he right of the people to
be secure in their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated.” It is beyond dispute that a vehicle is
an ‘effect’ as that term is used in the Amendment. We hold that the Government’s
installation of a GPS device on a target’s vehicle, and its use of that device to
monitor the vehicle’s movements, constitutes a ‘search.” It is important to be clear
about what occurred in this case: The Government physically occupied private
property for the purpose of obtaining information. We have no doubt that such a
physical intrusion would have been considered a “search” within the meaning of
the Fourth Amendment when it was adopted. 1%

The majority opinion did not apply the Katz reasonable expectation of privacy test, noting
that Katz did not supersede the Court’s trespass jurisprudence, but instead added to it.'*
However, five Justices, while ultimately agreeing with the majority’s holding, felt that the
majority could have gone further and applied the Katz reasonable expectation of privacy test in
addition to the trespass analysis.*® In fact, Justice Alito would have applied the privacy test
instead of the trespass analysis stating that “the Court's reliance on the law of trespass will
present particularly vexing problems in cases involving surveillance that is carried out by making
electronic, as opposed to physical, contact with the item to be tracked.”*®

In her concurrence, Justice Sotomayor discussed the reasonable expectation of privacy
standard, but determined that “[r]esolution of these difficult questions in this case is unnecessary,
however, because the Government’s physical intrusion on Jones’ Jeep supplies a narrower basis
for decision.”*®® She did raise concerns, however, about surveillance that does not require a
trespass and law enforcement access to third party records.*®’

[A]s Justice Alito notes, physical intrusion is now unnecessary to many forms of

surveillance. With increasing regularity, the Government will be capable of
duplicating the monitoring undertaken in this case by enlisting factory- or owner-
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installed vehicle tracking devices or GPS-enabled smartphones. In cases of
electronic or other novel modes of surveillance that do not depend upon a
physical invasion on property, the majority opinion's trespassory test may provide
little guidance. But ‘[s]ituations involving merely the transmission of electronic
signals without trespass would remain subject to Katz analysis.”*®

Further, Justice Sotomayor questioned the use of the third party doctrine in the digital age and
suggested that it may be time to reconsider Smith and Miller.'®

More fundamentally, it may be necessary to reconsider the premise that an
individual has no reasonable expectation of privacy in information voluntarily
disclosed to third parties. E.g., Smith, 442 U.S., at 742, United States v. Miller,
425 U.S. 435, 443 (1976). This approach is ill suited to the digital age, in which
people reveal a great deal of information about themselves to third parties in the
course of carrying out mundane tasks. People disclose the phone numbers that
they dial or text to their cellular providers; the URLSs that they visit and the e-mail
addresses with which they correspond to their Internet service providers; and the
books, groceries, and medications they purchase to online retailers. Perhaps, as
Justice Alito notes, some people may find the “tradeoff” of privacy for
convenience “worthwhile,” or come to accept this “diminution of privacy” as
“inevitable,” and perhaps not. | for one doubt that people would accept without
complaint the warrantless disclosure to the Government of a list of every Web site
they had visited in the last week, or month, or year. But whatever the societal
expectations, they can attain constitutionally protected status only if our Fourth
Amendment jurisprudence ceases to treat secrecy as a prerequisite for privacy. |
would not assume that all information voluntarily disclosed to some member of
the public for a limited purpose is, for that reason alone, disentitled to Fourth
Amendment protection.*”

NACDL filed an amicus brief in Jones, arguing that warrantless GPS surveillance
imposes an unacceptable burden on First Amendment associational rights, as well as Fourth
Amendment privacy rights. NACDL further argued that the warrant requirement is minimally
burdensome, and, therefore, a warrant based on probable cause should be required for law
enforcement to use a GPS tracking device.'*!

IV. Execution of Warrants for Content of Communications

Even in cases where a warrant based on probable cause is issued, and the requirements of

specificity and particularity in the application for the warrant and the particularity clause of the

17



warrant are met, there may be instances where law enforcement seeks more data than that for
which it has probable cause. For example, in United States v. Comprehensive Drug Testing, Inc.,
the government did just this, citing the “hazards” of retrieving data stored electronically,
including the ability to disguise files with misleading names, the ability to hide data, and the
ability to “booby trap” data, causing it to be deleted upon its discovery.** In these instances, it
is important that the warrant specify how the data is to be handled, and establish procedures that
must be followed in executing the warrant to ensure that information for which law enforcement
does not have probable cause is not viewed by investigating case agents and is returned to the
party on which the warrant has been served.'* A warrant based on probable cause should not be
interpreted as a gateway to access all electronic data within the system subject to the warrant.
The “plain view exception” to the Fourth Amendment does not apply to overly broad requests
for data for which the government does not have probable cause.

V. Policy Recommendations to Protect the Privacy of Electronic Communications

1. The content of any electronic communication that is sought by a law enforcement
official should only be obtained through a warrant based on probable cause, adhering to
the requirements for specificity and particularity in the application for the warrant, the
particularity clause of the warrant, as well as the execution of the warrant.

2. The definition of “content” information should be amended to cover any information
that will demonstrate the substance of an electronic communication, to include private
emails, instant messages, text messages, word processing documents and spreadsheets,
photos, Internet search queries and private posts made over social networks. This would
include any information found in any third party records, including information stored
within a cloud system, and transactional information that can reveal the content of an
electronic communication, including a search query string, a URL, browser history and
email subject lines.

3. Congress should amend the Electronic Communications Privacy Act (ECPA) and
eliminate the RCS and ECS distinctions, and the 180 day “rule.”

4. Law enforcement must be required to obtain a warrant based on probable cause to

obtain prospective or retrospective geolocation information—whether by way of a third-
party service provider, or by direct use of a GPS device to track a suspect’s movements.
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5. Opened email, even though found on a third-party service provider’s server, should
only be obtainable by way of a warrant based on probable cause.

6. Congress should statutorily extend the exclusionary rule to apply to searches that do
not comply with these warrant requirements.

Conclusion

The protection of the Fourth Amendment should be extended to adequately
protect the privacy of electronic communications. When the privacy statutes that govern
the collection and acquisition of electronic communications were passed, the quantity and
type of information gathered by third party companies was nowhere near as revealing of
personal information as the records kept by third party companies are today. Given these
developments, the third party doctrine is no longer consistent with reasonable expectation
of privacy.

Currently, with merely a subpoena, a law enforcement official can learn countless
details of a person’s private life through the examination of Internet searches, email, and,
until recently, geolocation information. The Fourth Amendment is meant to protect the
government from gaining this type of detail without a warrant, regardless of the
technology used to gather the information.

Requiring a warrant for location and content information strikes the proper balance
between the needs of law enforcement while giving private information the protection it
deserves. A simple rule requiring a warrant for this information also gives guidance to

companies about when they must disclose subscribers’ information.
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